
Colorado Springs Metro Area 

May ’22 
Volume 38        Issue 5 

Contents 
SIG News   2 
Club News   3 
Joy of Tech   3 
iOS, watchOS & tvOS    18 
Macs Repairs & More  23 
Tidbits 30 

SPONSORING MEMBER 

Voelker Research 
Authorized Apple Sales and Service 
5026 N Academy Blvd.  
Colo Spgs, CO 80918 
528-5596

Understand Cryptocurrency, but Don’t 
Invest in It 

by GLENN FLEISHMAN 

Cryptocurrency is on everyone’s lips, but it should be in no one’s virtual pockets. An overhyped form of 
imaginary value storage, it has all the 
disadvantages of cash, suffers from all 
the volatility of an overhyped penny 
stock, and consumes more power than 
a mid-sized European nation. Al-
though it has been vaunted as un-
traceable, anonymous, and beyond 
the reach of governments, none of that 
is true. Law enforcement agencies 
have used cryptocurrency to take 
down crime rings, stop people from 
exchanging child sexual abuse mate-
rial, and seize massive amounts of 
Bitcoin and other currencies. 

At one point, I thought cryptocurrency might be among the most exciting and important innovations 
in technology and finance. It felt as though it had a transformative power in transcending national 
boundaries, providing a measure of personal independence outside of that offered even in democratically 
run countries, and disconnecting value and ownership from greedy, predatory, and sometimes corrupt 
financial institutions. 

Over several years, my thinking has evolved to a provisionally cynical position. As I’ll discuss, none of 
the promises and benefits of cryptocurrency have materialized. Instead, the field has devolved into hype 
and scams, with the most avid participants—whether fraudsters or true believers—just trying to get as 
many people as possible to pump real money into digital currency. The phrase “digital Ponzi scheme” 
crops up a lot. 

My overriding advice right now is, “Don’t buy cryptocurrency.” No existing cryptocurrency systems 
provide investing, hedging, or other financial benefits worth engaging with compared to existing financial 
instruments and markets. 

But I say I’m “provisionally cynical” because, despite all that is wrong with the current systems, I urge 
you to learn as much as you can about cryptocurrency’s underlying principles. Some portion of what we 
see today will migrate into mainstream finance. That will include activities as broad as sending money to a 
friend, making certain retail and online purchases, investing in stocks, raising money for projects, and even 
buying a house. All of these could be wrapped up in immutable, verifiable transaction records. 

It might seem contradictory to say you should avoid engaging in cryptocurrency while becoming a 
student of it. But that could apply to any dangerous or risky endeavor you want to learn more about safe-
ly. 

Within a few years, more than one government will issue an official form of cryptocurrency, likely in-
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cluding the United States; China is already underway with a digital renminbi. In addition to financial records currently managed by government 
entities like county clerks, permanent ledgers will appear that record details of sales, purchases, and other exchanges of value that require an auditable 
record. 

Private companies, non-profit organizations, and government bodies will likely create ways to participate in decision-making by establishing a 
cryptographically verifiable stake of value that also gives you voting rights or other involvement in governance. This is akin to stock ownership but 
with fewer intermediaries preventing you from exercising your opinion. 

None of the above is techno-futurism or hype. It all exists today in some form, albeit in examples that are often shaky, unreliable, mismanaged, 
fraudulent, or intended for Big Brother-like oversight. Bitcoin may eventually fade away—much like once-popular technologies like Gopher and 
FTP did—but cryptocurrency will survive. A massive percentage of today’s transactions already occur electronically but in such a haphazard and un-
verifiable way that we need something better. 

We’re migrating to a situation where people need to differentiate between public, speculative projects that are far too risky—or simply corrupt 
from the start—and valid projects based on low-carbon, reasonably scalable private and governmental blockchains used for discrete purposes. 

(I learned a lot of the nitty-gritty about cryptocurrency when researching and revising my book, Take Control of Cryptocurrency, which delves 
into cryptocurrency topics at greater length.) 

Understanding Cryptocurrency Basics 
I constantly wrestle with how to explain cryptocurrency to the uninitiated because it involves aspects that cross the boundaries of other kinds of 

financial instruments, like cash, debit cards, and stocks, as well as those that have no analog in everyday life. 
Here’s a gloss on how cryptocurrency is like—and unlike—things we all know: 

• Paper currency: Each cryptocurrency unit is uniquely numbered like paper money. It can pass between hands without help from a financial insti-
tution. The unit value is denominated as part of its nature. Transactions are quasi-anonymous: it’s hard, but not impossible, to trace the flow of 
value from one party to the next, at least for law enforcement when large amounts are involved. But cryptocurrency isn’t like paper money because 
you have to pass it through an online system. Plus, some cryptocurrencies, like Bitcoin, are highly volatile, unlike cash in most modern societies. 

• Debit-card transaction: When you use a cryptocurrency, you’re always sending money; there’s no invoice, billing, or debiting process. This makes 
it somewhat like using a debit card—an electronic transaction that comes out of your stored value (your savings) held on a ledger somewhere 
(your bank’s records) that’s sent in a way the recipient can verify as legitimate. Yet, cryptocurrency’s “ledger” isn’t stored in a central location like a 
bank—it’s a distributed consensus that agrees on what transactions have occurred, so there’s no one to complain to if something goes wrong. 

• Stock ownership: In many ways, cryptocurrencies are like stocks. Owning shares in a company lets you ride the tide of a combination of the 
firm’s real value and sentiment about its future earnings. For a company in turbulent times or around which rumors swirl, the price of shares can 
zigzag up and down. The stock can be exchanged for currency through intermediaries and vice versa. Cryptocurrency shares the volatility of stocks 
but doesn’t reflect any underlying fundamentals, just market perception. And unlike stock, no “company” exists whose value and performance are 
reflected in the “shares.” 

• A password: At its heart, cryptocurrency relies on knowing secrets. Proving ownership or spending any chunk of crypto coin requires an encryp-
tion key that only you possess. But unlike a password used to unlock a computer or online account, you don’t gain access to anything with the key
—you only use it for proof. All your ownership comes from that proof. 
So with that in mind, what is cryptocurrency itself? Although it might take some advanced study to truly understand it, I can explain the basics in 

a few sentences. Cryptocurrency is a financial instrument that uses cryptography instead of other methods (like physical possession or traditional 
financial institution database entries) to verify ownership. When you purchase cryptocurrency, the transaction is written into a permanent, dis-
tributed ledger—a blockchain—that uses cryptographic algorithms to render the records permanent, unchangeable, public, and verifiable by any 
party. 

As fully decentralized systems, cryptocurrencies don’t need a government or other single entity to issue units. Instead, cryptocurrencies rely on a 
consensus mechanism that lets participants bypass trusting any individual or organization. The blockchain contains the “truth”—you de facto don’t 
own that cryptocurrency if your record of ownership isn’t in the ledger, if you can’t produce a private encryption key related to your ownership (the 
classic “lost key” scenario), or if the transaction can’t be verified. It’s like having a bank account with a balance you can’t access—ever. Because there’s 
no central authority managing a cryptocurrency, there’s no one to complain to in the way you might dispute a charge with your credit card company 
or force a bank to release your savings account through a court action. 

How Bitcoin Works 
Here are the four major parts of Bitcoin, the highest valued cryptocurrency by far: 

• A group of people (miners) voluntarily compete over short periods of time, about ten minutes, to solve a mathematical needle-in-the-haystack 
puzzle. The miner who solves the puzzle first is the winner and receives a chunk of Bitcoin. Only one miner is successful for each block; all other 
effort is discarded. The puzzle resets, and the contest begins again. Most mining is done by a handful of heavily invested mining companies. 

Continued from page 1

https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/09/fact-sheet-president-biden-to-sign-executive-order-on-ensuring-responsible-innovation-in-digital-assets/
https://www.cnbc.com/2022/01/11/china-digital-yuan-pboc-to-expand-e-cny-use-but-challenges-remain.html
https://www.takecontrolbooks.com/cryptocurrency/
https://bitcoin.org/
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• A network of peer-to-peer, independently operated software servers (nodes) exchange information about transactions waiting to be recorded, recent-

ly solved puzzles, and the state of the network and system. 
• Sets of transactions are tied together cryptographically through mining (blocks). A miner creates a block when they solve a mining puzzle and 

broadcast their solution to nodes. 
• An immutable ledger of all completed transactions (blockchain) grows by one block of new entries each time the mining puzzle is solved and ac-

cepted by nodes. 
One way to understand how Bitcoin works in practice is to compare a Bitcoin payment with a purchase made using a chip-based card or mobile 

payment system like Apple Pay. Here’s how that card-based transaction proceeds: 
• When prompted to pay (either in person or via mobile payment in a browser or app), your card or mobile device performs a cryptographic hand-

shake across a network to validate the payment and create a unique set of information that the payment network accepts. Your possession of the 
card (in person) or a biometric approval (like Face ID) makes the transaction legitimate. 

• The merchant receives a digital acknowledgment that a payment was made. 
• In a ledger maintained by the payment system, the transaction amount is debited from your record. Either it’s applied as a charge on a credit card 

ledger maintained by your credit card issuer, or it’s debited against your bank account and transferred as an electronic record through the payment 
network as a credit on the seller’s merchant account. 

• Fees are collected in various ways across the system, typically from the merchant, and paid out in various amounts to the payment processor, pay-
ment network (like Visa or Discover), and merchant’s bank. 

• If your payment is later declined, the merchant can complain to the payment network. If you have a problem with your purchase, you may be able 
to have the charge or debit reversed and refunded to you through your bank or credit card issuer. 

• With a Bitcoin payment, the process works similarly in total, but the actual set of actions is quite different: 
• Get someone’s Bitcoin address. (Even ordinary people may have many.) It may be provided in several ways, including plain text or a QR code. 
• Send them money via wallet software. The transaction requires a fee to encourage miners to consider including your transaction as part of their 

puzzle block. The wallet software essentially stores the encryption secrets you need to create a properly formatted transaction that proves your own-
ership and uploads that transaction to a node. 

• The node broadcasts your transaction to other nodes in the network. Since it’s a peer-to-peer network, nodes are constantly receiving and broad-
casting transactions. 

• The transaction floats in a pool of all outstanding transactions until various miners’ software decides the fee justifies including your transaction in 
their attempts to solve the puzzle. 

• A miner whose transaction payload includes your transaction solves the puzzle and distributes a block with the transaction baked in. 
• Other nodes independently validate that block and add it to their copy of the blockchain. 
• The recipient can validate that the transaction has been added to the blockchain by examining recent entries on the blockchain. Wallet software 

automates this. 
New units of Bitcoin can be created only by miners, and only a limited amount of Bitcoin can ever be created. That amount left halves about every 

four years. The current reward is 6.25 Bitcoin per block. You can divide Bitcoin units down to tiny units called Satoshis, which are one-hundred-bil-
lionth of a Bitcoin. For example, $5 is roughly equivalent to 0.000124 Bitcoin or 12453.05 Satoshis. 

Miners can then use those Bitcoin units to pay others in Bitcoin or cash out through cryptocurrency exchanges. These exchanges provide crucial 
liquidity for Bitcoin markets. Without parties willing to trade Bitcoin for other cryptocurrencies and government currency, Bitcoin would be an en-
tirely closed system. Exchanges bear the risk of holding and trading cryptocurrency. They have to determine what price they will pay or charge for 
Bitcoin based on their own algorithms and monitoring prices paid at other exchanges. Cryptocurrency exchanges are similar to international currency 
exchanges, earning a fee as part of these conversions. When many 
people want to buy Bitcoin, the price may climb rapidly, but there’s 
a lot of Bitcoin to sell. Conversely, when people want dollars for 
Bitcoin, the price can plummet as exchanges hold relatively limited 
amounts of hard currency compared to conventional banks or 
central government banks. 

The Bitcoin algorithm provides a mechanism to keep block 
production on a cadence of about one every 10 minutes. That rate 
prevents the peer-to-peer network from being overwhelmed while 
also providing time for transactions to “cure”—to be in the 
blockchain long enough to be securely locked in place. (This helps 
protect against the 51% attack described below under immutabili-
ty.) As miners add computational capacity, the Bitcoin system re-
sets the difficulty of the puzzles they have to solve every few days. 

Difficulty is a factor that started at 1 in 2009.
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The additional computational speed is effectively offset by the difficulty factor, resetting it back to the 10-minute cadence. This method of requiring 
some weighted amount of effort is called proof-of-work, and it’s the basis of trust as it can’t be faked. Only hard work can solve the puzzle—there’s no 
shortcut. 

Constantly adjusted difficulty requires miners to invest in faster equipment lest their competitors begin to earn more rewards. This strategy burns 
more and more power in a Red Queen’s race to get almost nowhere: the outcome is the same, but the electrical consumption and environmental 
cost increase in step with the difficulty. Mining makes economic sense only as long as the miners’ cost of equipment, facilities, and power remains, on 
average, lower than the value of the Bitcoin they earn as rewards. 

Occasionally a blip occurs—such as a sudden drop in Bitcoin’s price or Chinese authorities banning mining—that reduces the profitability and 
takes mining capacity offline. In those cases, the difficulty resets to a lower level. But the strong trend is for the difficulty to increase over time. 

Ethereum and NFTs 
Bitcoin’s younger sibling is Ethereum (its currency is Ether). One Ether is worth about 8% of a single Bitcoin, and cryptocurrency exchanges value 

the full market value of the outstanding Ether at about half that of Bitcoin. Unlike Bitcoin, Ethereum wasn’t created as a replacement for cash, nor 
does it have a limit on the maximum amount of Ether that can be mined. The Ethereum network can perform simple transfers of value, and that’s 
its most frequent use. 

But its power lies in smart contracts, network-based programs that run when they receive an input. They’re like tiny virtual software containers. 
Smart contracts can allow complicated rules for taking an incoming payment and splitting it up, but they can also be used for more sophisticated 
purposes. That includes decentralized autonomous organizations (DAOs), groups that set up smart contracts that define ownership, voting, and the 
consequences of votes—a nice idea, but such groups exist largely outside existing regulatory structures. That can cause problems when they fall afoul 
of fraud, attacks, and mismanagement. Ethereum also supports distributed apps (dApps), which remain in an experimental stage: they allow the 
use of the Ethereum network as a general-purpose distributed computer. 

Ethereum also enabled one more element you should know about because they have been so omnipresent in the media: NFTs, or non-fungible 
tokens. NFTs are also entries on a blockchain but are formatted in a special manner that allows them to be created without an associated currency-
style value. An NFT is effectively a serialized token with its uniqueness established by residing on the blockchain—like a signed baseball card or a 
ticket to a concert. 

To explain, a fungible asset is one that’s identical to all others of its class: any dollar in one bank account is the same as any dollar in another. In 
contrast, a non-fungible item can’t be exchanged like for like. In the real world, non-fungible items include original works of art, real estate, and 
unique collectibles. 

An NFT doesn’t confer ownership of an underlying asset, like a copyright, licensing permission, or possession of a physical object. It’s just a pointer 
that points to a URL. Once set, that URL can never be changed because NFTs are immutable. This is why people joke about “right-clicking to steal” 
NFTs: most NFTs point to images hosted on publicly available Web pages that can be downloaded locally by right-clicking and choosing Save Im-
age As. 

Bitcoin can’t host NFTs because it’s not “programmable,” so many NFTs are based on Ethereum. However, there are also now cryptocurrencies 
created solely to issue NFTs. As tokens, NFTs can be sold for arbitrary values. They aren’t fixed, like units of cryptocurrency. 

The most reported-on use of NFTs is making iterative pictures of ugly graphics, like apes and lions. That’s the least interesting use, however, as 
NFTs could provide both verifiable uniqueness for all sorts of things and transferable ownership. 

With those basics out of the way, let’s look at the myths of cryptocurrency and then see where it’s headed. 
The Myths of Cryptocurrency 
People who are cryptocurrency advocates or promoters tend to gloss over or ignore its drawbacks. You can hear them and more credulous tech 

writers recite a litany of cryptocurrency benefits: 
• It’s anonymous. 
• It’s untraceable. 
• It’s decentralized. 
• It’s immutable. 
• Immutability is good. 
• It’s anti-inflationary. 
• It always appreciates in value. 
• Transactions are cheaper than credit cards. 
• It’s removed from governmental control. 
• The environmental problems will be solved. 
• It’s safe. 
• It’s simple. 

I could write even more thousands of words explaining why all of those are misguided, false, exaggerations, or require footnotes and provisos. Let’s 
see if I can instead knock them off in a few paragraphs. 

https://en.wikipedia.org/wiki/Red_Queen's_race
https://ethereum.org/en/
https://www.cnbc.com/2021/10/29/crypto-investor-says-he-lost-6-figures-on-a-dog-inspired-defi-project.html
https://www.wired.com/2016/06/50-million-hack-just-showed-dao-human/
https://web3isgoinggreat.com/?tech=dao&id=blockchain-city-dao-scammed
https://www.theverge.com/2022/4/18/23030754/beanstalk-cryptocurrency-hack-182-million-dao-voting
https://web3isgoinggreat.com/?tech=dao&id=invictus-dao-whales-quickly-vote-to-shutter-the-project-in-its-first-ever-community-vote-leaving-most-others-with-huge-losses
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It’s anonymous. It’s untraceable. Cryptocurrency transactions rely on a public blockchain that everyone can see and validate independently. This 

is part of the basis of decentralized trust: you don’t have to believe anyone; just check the cryptographically consistent record. As a result, you can trace 
transactions over time as they move between addresses. Companies like Chainalysis specialize in this. It’s better to say that Bitcoin and other major 
cryptocurrencies are pseudonymous: identity and address are separate things but can be associated. (A few cryptocurrencies, like Monero, offer 
something much closer to irreversible anonymity, but their transactions are a tiny fraction of all those conducted.) 

 
Transactions tracked to make a US federal case 

It’s immutable. It’s decentralized. The blockchain is designed to be immutable, but that relies on true decentralization of mining. Any time at 
least 51% of the computational power across the entire mining network is controlled by a single entity or back-room deal, the chain could be re-
versed by a few too many blocks depending on the amount of computation. It could allow double-spending, in which units of cryptocurrency ap-
pear in a block that becomes invalid but which the receiving party has already acted on (like releasing a real-world escrow or transferring ownership of 
a digital asset). Such a cabal could even prevent others from having their transactions written to the blockchain. This isn’t theoretical; it has hap-
pened several times. 

Many cryptocurrencies and seemingly nearly all NFT projects have a high degree of central ownership: one or a few parties control the entire sys-
tem and the direction it takes. Even when a larger group of people are involved, a small minority that controls the majority can have effective control. 
For instance, following a huge DAO meltdown in 2016 that would have cost participants the equivalent of $150 million, the core Ethereum group, 
the Ethereum Foundation, stepped in to rewrite Ethereum’s rules to annul the theft. This resulted in a hard fork of Ethereum, resulting in the 
Ethereum Classic spin-off created by miners who disagreed with the move. Even with wallets, software that manages ownership and sales, consoli-
dation among vendors can lead to a situation where an immutable entry simply doesn’t appear because the wallet developer blocks it. 

Immutability is good. You could argue that, in general cases, blockchains are immutable. But is that always good? Immutability is overrated in 
one sense. When you make a credit card purchase, you have a variety of protections under the rules of the card, the card’s issuing bank, and your state 
or regional or national government. Credit card transactions aren’t immutable, and thus they can be reversed to respond to fraud, misrepresentation, 
or other reasons. (Banks may hold balances or require reserves to cover reversed transactions.) Cryptocurrency transactions would largely sidestep 
such protections. 

Also, blockchains can store or point to all sorts of data. Future blockchains may have the spare capacity to encode large amounts of data, such as 
complete legal contracts, media, and software source code. So what happens when CSAM, “revenge porn,” deeply personal details, and stolen soft-
ware are permanently encoded into blockchains? For some categories of harm, the blockchain might be effectively illegal to possess on your comput-
er or even view parts of—it simply hasn’t been adjudicated. 

It’s anti-inflationary. It always appreciates in value. At one point, economic/political promoters of cryptocurrency liked to assert that Bitcoin 

https://www.chainalysis.com/
https://www.getmonero.org/
https://www.investopedia.com/terms/1/51-attack.asp
https://www.investopedia.com/terms/1/51-attack.asp
https://qz.com/730004/everything-you-need-to-know-about-the-ethereum-hard-fork/
https://moneymade.io/learn/article/what-is-a-hard-fork
https://moneymade.io/learn/article/what-is-a-hard-fork
https://moxie.org/2022/01/07/web3-first-impressions.html
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and others would resist inflation. As inflation 
rises, currencies devalue relative to what they 
can purchase. Cryptocurrencies were supposed 
to counter that by having a rising exchange rate 
with real-world currencies to offset devalua-
tion. It was a tricky point to make in the mid-
dle of one of the lowest periods of inflation 
across established economies in global eco-
nomic history. And it hasn’t happened as 
inflation has increased in the last year. In-
stead, cryptocurrency has generally been so 
volatile, with huge spikes and drops multiple 
times since 2019, that it’s hard to draw any 
conclusion. 

Internally, Bitcoin and Ethereum try to re-
strict the growth of their basic units. Bitcoin 
was created with a finite number of coins; 
Ethereum is unlimited but implemented a 
change in August 2021 to “burn” (permanent-
ly destroy the value of) Ether with every transaction relative to its complexity to 
prevent the deflationary effect of constant growth of Ether. 

Transactions are cheaper than credit cards. A selling point of Bitcoin in its 
earlier days was that it would cost fractional US cents to carry out a transaction 
compared to the roughly 3% that credit cards eat up. It would enable micro-trans-
actions, letting you send pennies to pay bloggers and dollars to pay musicians. That 
didn’t last. 

Because Bitcoin and Ethereum can handle only a modest number of transactions 
per minute, the fee paid to miners becomes a huge component of having transac-
tions written to the blockchain. This pressure caused the cost of Ethereum transac-
tions to rise to tens of dollars in 2021, regardless of the size of the transaction. 
Bitcoin fees have remained lower but can still average several dollars. (Some at-
tempts to increase the transactions-per-second rate involve layering other 
blockchains on top of existing cryptocurrencies. However, building a robust 
infrastructure on top of unstable foundations comes with many risks.) 

On top of that, Ethereum has gas fees that are tied to the cost of executing a trans-
action, since all Ethereum transactions equate to programs that consume computa-
tional resources. Complicated smart contracts can require huge amounts of gas 
compared to a simple value transfer. These gas fees can become astronomical—
much higher than the actual amount being transferred. Plus, you can’t accurately 
predict how much gas a transaction will require. If your wallet transmits the trans-
action without enough gas, you forfeit the gas fee and your transaction isn’t added 
to a block. The worst of both worlds! (The workaround is to send too much gas, 
after which the extra is refunded along with the output of a transaction. Previously, 
gas used to be paid to miners but has been burned since August 2021, as noted 
above. 

This has resulted in an absurd situation where refunds from a failed collaborative 
project to buy a copy of the Declaration of Independence cost participants more 
than their initial contribution. Such scenarios are common. 

The environmental problems will be solved. Cryptocurrency remains an envi-
ronmental disaster of the highest order. Bitcoin burns electricity equivalent to the 
requirements of a modest-sized European country to no good end: the value per 
Bitcoin doesn’t match the amount of energy required to mine it. Mining a single 
Bitcoin could require 1 watt or 1 gigawatt of power. For practical purposes, the cost 

The cost to fill out a simple ENS Domain form to update 
a .eth domain record. The fee is $0. The gas fee is 
$201.18.

https://www.bloomberg.com/opinion/articles/2021-12-13/crypto-is-an-imperfect-hedge-against-inflation
https://www.bloomberg.com/opinion/articles/2021-12-13/crypto-is-an-imperfect-hedge-against-inflation
https://www.bloomberg.com/opinion/articles/2021-12-13/crypto-is-an-imperfect-hedge-against-inflation
https://bitinfocharts.com/comparison/ethereum-transactionfees.html#3y
https://bitinfocharts.com/comparison/ethereum-transactionfees.html#3y
https://bitinfocharts.com/comparison/bitcoin-transactionfees.html
https://www.coindesk.com/tech/2021/09/30/the-importance-of-bitcoin-upgrades-and-layer-two-applications/
https://www.coindesk.com/tech/2021/09/30/the-importance-of-bitcoin-upgrades-and-layer-two-applications/
https://thebolditalic.com/what-lies-beneath-the-buried-ships-of-san-francisco-f16b2a045532
https://ethereum.org/en/developers/docs/gas/
https://www.theverge.com/2021/11/24/22800995/constitutiondao-refund-progress-steep-gas-fees-cryptocurrency
https://www.theverge.com/2021/11/24/22800995/constitutiondao-refund-progress-steep-gas-fees-cryptocurrency
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of mining produces an effective ceiling due to capital costs, operating expenses, and power usage. Miners try to stay in the black by mining more 
Bitcoin than their costs. However, if Bitcoin skyrocketed to ten times its current purchasing power, miners would fight an upward race to find more 
power wherever they could. The credit card network is millions of times more efficient per transaction and scales incrementally instead of in lock-
step as transactions increase—ten times the current volume doesn’t require ten times the current hardware or electrical use, as most of the investment 
is in basic infrastructure. 

Because the vast majority of cryptocurrencies, led by Bitcoin and Ethereum, use algorithms that require particular computations, it’s possible to 
estimate how many operations are performed per second across the network. Digiconomist uses that and other data to estimate a range of about 80 
to 320 terawatt-hours per year of use between Bitcoin and Ethereum. That’s somewhere between the amounts of electricity used by Belgium and 
the UK. 

Miners also literally burn through hardware, resulting in shortages of chips used for more productive purposes and a massive flow of e-waste, most 
unrecyclable. Digiconomist estimates Bitcoin mining currently results in 34 kilotons (70 million pounds) of tossed gear per year, equivalent to the IT 
waste of the Netherlands. 

Promoters regularly try to explain how cryptocurrency is en route to becoming “greener” in two ways. First, Ethereum may be nearing the end of a 
multi-year transition to Ethereum 2.0, an energy-efficient algorithm that scales well without a corresponding leap in resources. The new protocol 
relies on proof-of-stake, which validates new transactions based on people’s ownership of Ether rather than how much computational work they 
perform. 

If Ethereum 2.0 is successful, about which there are grave doubts and major anxieties, it could reduce Ethereum’s energy consumption by 99% 
or more. Still, even at 100 times more efficient, it remains several orders of magnitude worse than, say, a Visa card charge. Promised years ago, the 
transition is always just a few months away. In fact, just days ago, the latest upcoming target for the transition was pushed to… a few months away. 

Many crypto advocates argue that the mining world has a plan—already alleged to be somewhat underway—to transition to renewable resources, 
such that it will ultimately be emissions neutral. Instead of effectively mining Bitcoin from coal and natural gas, why not tap into solar and wind, or 
put a geothermal generator on a volcano? These are nice ideas, but the Earth is a closed system: there is no surplus renewable power generation 
equipment or naturally occurring, accessible sources of renewable energy. Skeptics call this greenwashing, in which noble reductions are trumpeted 
while the reality is much different. 

Because only a finite amount of equipment can be made and put into service, any “non-productive use” (burning computation cycles for cryp-
tocurrency) removes capacity from other purposes. Either miners buy a lot of solar and other equipment or output of renewable plants, just as they 
caused hardware shortages for GPUs and SSDs, forcing other generators to use dirtier power, or they keep using the dirtiest power as the rest of the 
world moves towards a less destructive approach. 

It’s removed from governmental control. Earlier in this story, I noted how governments have become adept at tracing cryptocurrency and, more 
recently, at reclaiming it. The US Department of Justice seized $3.6 billion (8 February 2022 valuation) of Bitcoin connected to a major 2016 hack 
of the Bitfinex exchange. That’s the largest such seizure, but dozens of others have occurred, including $34 million from an alleged scammer in 
Florida by the U.S. government on 4 April, $25 million by the German government on 5 April, and an unclear amount of donations to those 
involved in occupying downtown Ottawa earlier this year. (Josh Centers wrote an elaborate analysis of crypto as a workaround to governments 
for his prepping-related publication, Unprepared.) 

It’s safe. Advocates would like to tell you that it’s safe to invest in and possess cryptocurrency, but to rebut that point, I simply suggest you read 
through Molly White’s “Web3 is going just great” site, which is a seemingly endless feed of scams, rug pulls, hot potatoes, phishers, incompetents, 
and other old-timey frauds and business failures rendered anew. (Rug pulling is raising funds for a project and then taking those funds without deliv-
ering on the promises in fairly quick order. A hot potato is a coinage I may have come up with for finding the least savvy person to leave holding the 
bag—one without any money in it.) 

It’s simple. If you’ve read this far, you’ll understand why this claim should elicit hysterical laughter. 

Where Cryptocurrency Is Headed 
How can I argue cryptocurrency is part of the future of financial systems when I’ve just told you how thoroughly pointless, broken, and fraud-

ridden it is? Because it has a number of excellent ideas that could be expressed in more reliable, trustworthy, and useful ways. To achieve these goals, 
we need new cryptocurrencies that change some of the principles proven false in the idealized initial approaches. 
• First, some elements of centralization could dramatically improve cryptographic-based transactions without putting any or all of it in the hands of 

governments, all while keeping identity secret without exaggerations about anonymity or privacy. Instead of trusting software developers and 
cryptocurrency creators—while claiming to trust no one—we would trust other entities that can be better vetted. The notion of complete decen-
tralization was clearly a dream of idealists that, in practice, has proven as problematic as the worst cynics predicted: the control of most cryptocur-
rencies is in the hands of a few people who have accumulated lots of money. Ditto, anonymity, as I’ve noted throughout this article. 

• Second, any new cryptocurrencies need to provide a way to cap and control transaction fees to keep them predictable and low, a claimed advan-
tage that hasn’t proved to be the case in reality. Imagine a value-transfer system that was far cheaper than the credit card system, which averages 

https://www.statista.com/statistics/881541/bitcoin-energy-consumption-transaction-comparison-visa/
https://digiconomist.net/ethereum-energy-consumption
https://en.wikipedia.org/wiki/List_of_countries_by_electricity_consumption
https://en.wikipedia.org/wiki/List_of_countries_by_electricity_consumption
https://www.livemint.com/market/cryptocurrency/ethereums-coming-merge-could-make-or-break-crypto-11649248177352.html
https://decrypt.co/97709/ethereum-merge-pushed-to-q3-as-final-chapter-of-proof-of-work-looms
https://ohiorivervalleyinstitute.org/bitcoin-mining-breathes-life-into-zombie-coal-plants/
https://apnews.com/article/cryptocurrency-technology-business-bitcoin-central-america-e0074a2343a3e3a9beb08723ff65ecf5
https://www.economist.com/graphic-detail/2021/06/19/crypto-miners-are-probably-to-blame-for-the-graphics-chip-shortage
https://www.theguardian.com/technology/2021/may/26/new-cryptocurrency-chia-blamed-for-hard-drive-shortages
https://www.justice.gov/opa/pr/two-arrested-alleged-conspiracy-launder-45-billion-stolen-cryptocurrency
https://www.miamiherald.com/news/local/article260097885.html#storylink=cpy
https://www.miamiherald.com/news/local/article260097885.html#storylink=cpy
https://www.coindesk.com/policy/2022/04/05/german-authorities-shut-down-russian-darknet-market-seize-25m-in-bitcoin/
https://www.vice.com/en/article/jgmnpd/the-freedom-convoy-bitcoin-donations-have-been-frozen-and-seized
https://www.unprepared.life/p/can-bitcoin-save-you-from-a-tyrannical
https://web3isgoinggreat.com/
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around 3% in the US, and other more costly person-to-person and funds-transfer systems. Later cryptocurrency systems that learned from Bit-
coin and Ethereum can carry far larger numbers of transactions, reducing pressure and enabling far cheaper transactions. 

• Third, a key goal should be reducing fraud. Existing cryptocurrencies regularly suffer from exploitable weaknesses across the ecosystem—some 
fundamental in the protocols, some in wallet software, some in smart contracts, and some at consumer crypto-financial websites. For instance, as 
Cory Doctorow noted of smart contracts, they “don’t just create instability by being too complex to understand and vulnerable to coding er-
rors–they’re also fraud magnets”; being immutable, they can’t be updated and require you to run a buggy program forever. The credit card system 
isn’t a paragon to compare to: it lost nearly $30 billion to fraud in 2020, a number expected to rise. Because a tightly controlled secret is at the 
heart of all cryptocurrencies, the possibility of reducing fraud and theft has a high upside for consumers, banks, and businesses. 

• Fourth, a government-regulated cryptocurrency could make trans-border commerce easier without reducing accountability, fraud resistance, and 
protections against funding terrorism, laundering money, and engaging in financial crime. It’s typically slow and costly to send money between 
countries (outside of the European Union), particularly for smaller amounts. Economic migrants and cross-border workers may pay roughly 5% 
to 8% of what they send back to family in remittance fees, for instance, for over half a trillion dollars of transfers. 

• Fifth, a future cryptocurrency could allow an organizational structure in which your stake gives you proportional voting rights in projects that 
aren’t publicly traded corporations. (Companies tend to have concentrated ownership and even separate classes of voting shares that dilute the 
effect of individual and small owners.) We can see this in effect already with decentralized autonomous organizations that use smart contracts that 
combine a purchase with a stake. A DAO ostensibly provides validated voting, a public record, and directly enforceable outcomes. The reality 
hasn’t matched up with the theory yet, but there might be a role for smart contracts in certain kinds of organizations. 
One of the earliest examples of a more regulated, non-volatile, and perhaps government-backed cryptocurrency will likely be a stablecoin. A stable-

coin is a cryptocurrency pegged to a fiat currency, like the dollar or euro. Existing stablecoins, like Tether’s USD, rely on managers who buy and sell 
assets to maintain holdings they claim are redeemable on a 1:1 basis between USD and actual US dollars. (Tether’s claims of reserve assets are high-
ly disputed due to the company having over $80 billion in ostensible outstanding stablecoins; various parties have claimed that Tether can possess 
only a fraction of that in cash and short-term liquid securities.) 

Current stablecoins don’t have their own blockchain but are built as special kinds of transactions on top of existing cryptocurrency blockchains, 
making them no better at avoiding underlying issues like environmental devastation and processing speed. Management is centralized at the top 
layer, as the stablecoin operator has to maintain assets and issue new stablecoin. However, once issued, stablecoin units can be as freely traded without 
central involvement as any other cryptocurrency. 

Governments like the United States already use their own non-cryptographic ledgers to track electronic cash. The U.S. Federal Reserve said that 
for February 2022, out of $21.8 trillion in cash in the money supply, only about $2.2 trillion—roughly 10%—circulates as notes and coins. 

What’s the difference between a US-managed stablecoin and the Federal Reserve’s record of cash? Cryptographic validity and transaction tracing. 
For some people, the former is highly desirable and the latter something they want to avoid out of principle; for governments, both could be useful. 
Transaction tracing is a key reason China is pushing forward with its digital renminbi. 

A private or invitation-only blockchain could power a US Treasury stablecoin. Private blockchains in which stakeholders maintain trust internally 
have become increasingly popular. Given that the US government has never defaulted, it might be able to create and run a private blockchain to 
power a US Treasury stablecoin. You could also imagine a consortium of US credit unions given a charter to run a stablecoin to further their mission 
of extending banking, reducing fees, and providing fair mortgage and lending rates. 

That stablecoin might not become available for years for ordinary people or uses. Instead, it might be a way to transfer value securely among insti-
tutions for their own purposes or for consumer and business needs. For instance, imagine buying a house. Instead of escrow, a stablecoin transaction 
would provide the security that money has changed hands with cryptographic assurance instead of a call or letter from a bank. (Or, for those who 
remember, a certified check in an obscenely large sum.) 

Countries would need to update their laws to deal with the widespread use of cryptocurrency. For starters, laws need to change to deal with im-
mutability when so much else about property can be adjudicated: a court might say money has to go from one place to another and enforce that 
through the banking system, but it would have no power over existing cryptocurrencies. 

Yet, every time I need to send money to another person, pay for something online, or receive payment for goods I sell, it’s hard not to imagine that 
our creaky old financial system would benefit from a modern approach that uses encryption as a component of security and assurance. 

It’s hard to say what the future of cryptocurrency will look like. In the meantime, I repeat my advice at the outset: watch and learn, but don’t in-
vest. 

If the above intrigued you, you can read much more about nearly every aspect of it in my book, Take Control of Cryptocurrency. 

Using a Synology NAS to Escape the Cloud 
by JOSH CENTERS 

For a few years now, I’ve been wanting to move more of my data out of the cloud and onto my own local storage. I needed a better solution for 
local storage for this effort because my old system consisted of multiple external hard drives attached to my iMac, which was messy and made it hard 
to access files from other devices. 

https://pluralistic.net/2022/03/02/shadow-banking-2-point-oh/
https://pluralistic.net/2022/03/02/shadow-banking-2-point-oh/
https://nilsonreport.com/upload/content_promo/NilsonReport_Issue1209.pdf
https://www.un.org/en/desa/cutting-cost-family-remittances
https://www.un.org/en/desa/cutting-cost-family-remittances
https://www.migrationpolicy.org/programs/data-hub/global-remittances-guide
https://www.bloomberg.com/news/features/2021-10-07/crypto-mystery-where-s-the-69-billion-backing-the-stablecoin-tether
https://www.bloomberg.com/news/features/2021-10-07/crypto-mystery-where-s-the-69-billion-backing-the-stablecoin-tether
https://www.federalreserve.gov/releases/h6/current/default.htm
https://www.takecontrolbooks.com/cryptocurrency/?pt=TIDBITS
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I knew I needed a home server, specifically a networked-attached storage (NAS) device, but I hemmed and hawed for years. A NAS is a big in-

vestment, but what finally kicked me into action was the recent iCloud outage, when I realized that my Mac had offloaded many of my important 
documents to iCloud and I couldn’t access them for about 2 hours. 

After some research, I purchased a Synology DS 920+ and four 6 TB WD Red hard drives. The entire setup cost about $1000, but after a 
month of usage, I think the investment has been well worth it, even though I’m still in the process of transferring decades of data to the DS 920+. 

Running a home server isn’t for everyone, but Synology makes doing so about as accessible as possible, and you can be up and running within an 
hour. It’s still a big investment in both money and time, but it’s well worth it if you have a lot of data you access from multiple computers. Your files 
are right there in your home and you don’t have to transfer them over the Internet to carry over your work to another device. A NAS makes even 
more sense for a small office where multiple people might be running into the same problems with needing easy access to a centralized set of files. 

Why Synology? 
Why did I choose Synology over the other options on the market, namely QNAP and TrueNAS? The primary answer is that the DS 920+ was 

in stock when I was shopping, while comparable QNAP and TrueNAS units were not. 
I would have preferred a TrueNAS setup since TrueNAS is open source. However, the TrueNAS Mini X model I wanted was out of stock, and 

TrueNAS units are more expensive than Synology’s. Since TrueNAS is open source, I could have built my own server or repurposed some hardware, 
but with three kids and a farm, I don’t have time for yet another project. I wanted something that would work out of the box with minimal fiddling. 

QNAP also has some advantages over Synology. Wirecutter says that some of their units perform better than Synology’s, and QNAP has a feature 
called QFiling that acts like the Mac app Hazel, which automatically reorganizes files based on your specifications. But again, the QNAP model I 
wanted wasn’t in stock. Plus, I hate how every QNAP app starts with a Q. 

Other than supply chain hiccups, I chose Synology for the following reasons: 
• The company makes the most popular NAS devices, which means they’re well documented and it’s easy to get help. 
• The new Synology Photos app is awesome, and it’s probably the closest self-hosted photo management (if not editing) solution you can find to 

Apple’s Photos. It even supports Live Photos. 
• While Synology NAS units aren’t cheap, they’re reasonably priced compared to other solutions. 
• Synology setup is practically idiot-proof, and the company makes it easy to set up two-factor authentication and a domain name for your server. 

Ultimately, what pushed me to Synology was that it’s the easy option. Easy to buy, easy to set up, easy to maintain. Years of dawdling and ruminat-
ing on options weren’t getting me any closer to a solution. 

I ended up with the DiskStation DS 920+ after running a few different scenarios through the Synology NAS selector. Since I also want to use 
my NAS as a media server, I checked Plex’s compatibility spreadsheet and saw that the DS 920+ has some of the best support for hardware 
transcoding among the Synology options in its price range. Plus, the DS 920+ has a quad-core Intel Celeron CPU powerful enough to support run-
ning virtual machines, which lets you do things like run Linux or Windows. 

Initial Setup 
Setting up the hardware is as user-friendly as possible. The DS 920+ has four slots 

on the front of the unit, each containing a hard drive tray. You pop out the tray, load 
in a hard drive (it fits in only one way), and then insert it like an old Nintendo car-
tridge. 

Plug in the hard drives, connect the included Ethernet cable to your router, plug in 
power, and you’re off to the races. 

You can get a little 
bit fancier if you’d 
like. The DS 
920+ comes with 
two keys that let 
you lock the hard 
drives in place, 
which I did to 
protect them 
from my kids. 
There is also a slot 
inside to upgrade the RAM. The DS920+ comes with 4 GB and you can up-
grade it to 8 GB with Synology’s official module. I’ve heard of people upgrading 
it with 20 GB of RAM using Samsung memory modules (apparently the sup-

A 6 TB hard drive loaded into one of the Synology 
caddies, ready to be slotted into the main unit 

https://www.macrumors.com/2022/03/21/icloud-and-apple-services-down/
https://www.amazon.com/dp/B087Z34F3R/?tag=tidbitselectro00
https://www.amazon.com/dp/B08TZYBMMC/?tag=tidbitselectro00
https://www.synology.com/
https://www.qnap.com/en-us/
https://www.truenas.com/
https://www.qnap.com/en/software/qfiling
https://www.noodlesoft.com/
https://www.synology.com/en-us/products/DS920+
https://www.synology.com/en-us/support/nas_selector
https://docs.google.com/spreadsheets/d/1MfYoJkiwSqCXg8cm5-Ac4oOLPRtCkgUxU0jdj3tmMPc/edit#gid=1274624273
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plier Synology uses), but that’s not officially supported. 

Even after running multiple services on the DS 920+, I only use 
up to about 50% of the RAM at any given time. But if I run a virtu-
al machine, it’s more like 90%. I think most people will be fine with 
the built-in 4 GB, but if you want to run virtual machines, consider 
an upgrade. 

You can also add two M.2 SSDs for caching, one for read and one 
for write. These SSDs don’t store data; instead, the DS 920+ offloads 
commonly used files from its hard drives to the SSDs to speed up 
performance, much like Apple’s Fusion Drives. 

Synology Software Setup 
Synology makes setting up a server as easy as I could imagine. That 

starts with actually figuring out the server address on your network. 
When you plug a device into your router, the router assigns it an IP 
address via DHCP, but you don’t know what it is, and since the Syn-
ology NAS doesn’t have a screen, you can’t just glance and see. There 
are various ways to figure out a headless device’s IP address, 
but Synology provides a dedicated Web app at find.synol-
ogy.com that scans your network, finds your new device, 
and lets you connect to start setup. 

From there, it’s mostly a matter of following Synology’s 
setup prompts. The recommended settings are usually the 
best. Where things might get confusing is when you’re 
prompted to set up your storage pool, since it may not be 
immediately obvious what the right choices are. 

I have a total of 24 TB in my NAS, but I don’t need that 
much storage. 12 TB is plenty, and I want that data mir-
rored so it’s redundant. That way, if one drive fails, my data 
is safe and repair is a simple matter of replacing the bad 
disk. The way to pool drives together like this is called 
RAID, short for “redundant array of inexpensive disks.” 
There are many RAID types that pool disks together in 
various ways depending on your configuration and 
whether you want to optimize for redundancy or perfor-
mance. Synology offers an overview of the many RAID 
types it supports. 

Since I wanted maximum reliability and minimal 
headache, I chose Synology’s SHR-2 RAID type, since 
SHR is what Synology recommends you use. SHR-2 takes 
those four drives, combines two of them for storage, and 
then mirrors the data on the combined drives to the other 
two drives. 

For the file system, you can choose between Btrfs and 
ext4. I chose Btrfs because—again—it’s what Synology 
recommends, and it enables advanced features like snap-
shots and better data integrity protection. 

Once that’s done, the Synology setup assistant prompts 
you to take a tour of other features like system monitoring 
and two-factor authentication, which I strongly encourage 
you to enable. You can enable 2FA on both your synology.-
com account and on your account on the device itself, and 
you should enable it on both. 

http://find.synology.com/
http://find.synology.com/
https://kb.synology.com/en-id/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=6
https://kb.synology.com/en-id/DSM/help/DSM/StorageManager/storage_pool_what_is_raid?version=6
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The only setup hiccup I encountered came when I tried to configure two-factor authentication. You must enter an email account so the DiskSta-

tion can send you an email for account recovery, but it wouldn’t take my Gmail account. The problem turned out to be a bug in the version of the 
Synology Disk Station Manager software that shipped with the DS 920+. Once I updated it, I was able to connect my Gmail account and enable 
two-factor authentication. 

Aside from needing that update, this was the easiest server setup process I’ve ever experienced. 

Accessing Files on the Synology NAS 
Synology offers several way to access your files. Most Apple users will take advantage of SMB and Synology Drive. 
After initial setup, you need to create what are called shares, which can be accessed through SMB or other standard network protocols. A share is 

like a virtual drive that you can mount on your Mac, and each share can have different permissions. For instance, you could set it so only you and 
your spouse can see your tax documents, but your kids can access stored movies. 

SMB started out as a Windows file-sharing protocol, but it has become a de facto standard, even on the Mac. Some years ago, Apple deprecated its 
own AFP in favor of SMB, and you can connect to SMB shares in the Finder by choosing Go > Connect to Server. 

The major downside of SMB is that you cannot access those files when you’re not connected to the server. I’m also not happy with the Finder’s 
SMB integration, which is prone to random disconnects, spontaneously slowdowns, and other issues. Working with SMB is much faster and easier 
on my Linux machines. 

I also found that SMB tends to choke on extremely large folders. I moved my old Screenshots folder—which contains 6230 screenshots!—to the 
DS 920+, and sometimes the Finder chokes and eventually disconnects from the server when I open that folder. The lesson here is to divide large 
numbers of files into sub folders if you’re going to access them over your network. 

Synology Drive is Synology’s proprietary alternative to cloud storage services like Dropbox. When you set it up, it creates a home folder for each 
user, with a Drive folder inside (for some reason, user home folders aren’t created automatically during initial setup). You can then use the Synology 
Drive app to sync the files in that folder to your Mac—there’s also an iOS version that lets you access your files from your iPhone or iPad. Unfortu-
nately, files stored in Synology Drive must also be copied to your Mac, which means they take up valuable local storage space. 

I access most of my remote files via SMB but use Synology Drive under the following conditions: 
• I need a local copy of the files so I can access them when I’m disconnected from the network. 
• I want to keep a copies on the server, but need to sync them locally for performance reasons, like my giant Screenshots folder. 
• I want to store and access multiple versions of files without logging into the DS 920+ or rifling through backups. 

For instance, I keep my KeePass database file in Synology Drive so it’s always accessible and so I could revert to an older version if necessary (see 
“Moving from 1Password to KeePass,” 11 April 2022). Also, since it exists on my local filesystem in addition to the DS 920+, Time Machine also 
backs it up and maintains multiple versions as the file changes so I have multiple layers of redundancy. 

Synology Apps 
As you’ve realized by now, a Synology NAS is a full-fledged computer. In addition to their core file storage capabilities, Synology’s NAS units offer 

a suite of apps that you can download 
from the built-in Package Center and in-
teract with through DSM—short for Disk 
Station Manager. DSM is essentially a 
Web-based Linux desktop that gives you a 
graphical interface to access files and set-
tings. When I first heard about DSM, I 
assumed it would be painfully slow, but 
I’ve been impressed by how snappy it is. 

I don’t use many of Synology’s apps, but 
here’s a partial list to give you an idea of the 
capabilities they provide: 

• Calendar: Lets you sync your Mac 
and iPhone calendars with the Synolo-
gy NAS instead of a cloud service like 
iCloud. 
• Chat Server: Lets you set up a local 
chat server for friends and family in-
stead of using Slack or Messages. 
• Contacts: Same deal as Synology 

https://www.synology.com/en-us/dsm/feature/drive
https://tidbits.com/2022/04/11/moving-from-1password-to-keepass/
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Calendar, only with your contacts. 
• Office: A complete, Google Docs-like Web-based office suite. In my testing, it’s snappier than Google Docs, but I don’t use it because it stores 
files in a weird proprietary format. 
• Plex: The Plex beta lets you play your videos and other media on a TV or other device. 
• Surveillance Station: Lets you record directly to the Synology NAS from compatible IP security cameras. 
• Web Station: Lets you set up your own Web server. Synology also provides packages for creating your own MediaWiki or WordPress instance. 
• WebDAV Server: There are several iPhone apps that can only sync to a local server through WebDAV, and this package simplifies setting that 
up. 
Most people probably aren’t buying a Synology NAS to use its apps, but they offer some welcome capabilities once you have an always-on, Inter-

net-connected server. 

Synology Photos 
One of the big draws of a Synology NAS is the company’s new Synology 

Photos app. Previously, Synology split these functions between two separate 
apps, but with the recent DSM 7.0 overhaul, it combined them into a sin-
gle app that functions similarly to Apple’s Photos and Google Photos. 

It’s the best locally hosted alternative to these cloud services I’ve tried. It 
can recognize and play Live Photos, which is an unusual feature in third-
party photo managers. Most of my photos are of my kids, and they rarely sit 
still, so the photo itself may be blurry, but the Live Photo has a memory I 
want to keep. 

You can browse either by a timeline, much like Apple’s Photos, or you 
can browse by folders. You can also create slideshows, and it automatically 
creates People and Places albums, though the facial recognition isn’t great. In 
the albums it created of me, many of the photos don’t have me in them, or 
even anyone who looks like me! You can also share albums with other peo-
ple or publicly, though that’s a whole other can 
of worms I’ll address next. 

The major limitation of Synology Photos is 
that it doesn’t offer photo editing beyond a 
basic rotate function. That’s mostly what I 
need since I frequently end up with photos in 
the wrong orientation, but if you want more 
editing capabilities, look to something like 
Lightroom. 

The hardest thing about using Synology 
Photos has been transferring my older photos 
out of Photos. I’ve been discussing the issue 
on TidBITS Talk, and I think I have a solu-
tion. However, the Synology Photos app for 
the iPhone and iPad does a great job of sync-
ing newly taken photos over to the DS 920+. 

Synology Cloud Sync 
Another key app for those interested in 

disengaging from public cloud services is Syn-
ology’s Cloud Sync. It lets you log into cloud 
storage services like Dropbox, Google Drive, 
or Microsoft OneDrive and download your content from those cloud services to a folder on your NAS. It can be just  a one-way 
download or a two-way sync, and you can set it up to be continuous so new files are swapped between your NAS and the cloud service as you create 
and edit them. 

Cloud Sync has a neat feature that converts Google Workspace files—like those from Google Docs and Google Sheets—into standard Microsoft 
Office formats. However, if you do that, I strongly suggest that you make it a download-only sync. At one point I thought something had gone 

https://www.plex.tv/
https://talk.tidbits.com/t/apple-photos-export-strategies/18736
https://talk.tidbits.com/t/apple-photos-export-strategies/18736
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wrong with my sync configuration, so I set it up again, only to discover that it had added DOCX and XLSX versions of all my documents to 
Google Drive folders, even shared ones. Thankfully, I was able to clean up the mess by deleting those files on the DS 920+ with the two-way sync 
enabled. 

Unfortunately, Cloud Sync doesn’t work with iCloud. To get those files onto your NAS, you must copy them over manually in the Finder. That 
doesn’t seem like it should be problematic, but I ran into a problem where iCloud wouldn’t download remote-only files to transfer them over. For 
some reason, it wouldn’t work on my iMac, but I was able to copy everything over using my MacBook Pro. I recommend starting such a transfer 
from a Mac that has Optimize Mac Storage disabled (such that all files should be mirrored locally) in System Preferences > Apple ID > iCloud. 

Synology Remote Access and Security 
You probably want to be able to access your NAS data while away from your local network, and Synology offers many ways to do this. You coud 

forward ports on your router to desired services on the NAS. The main port for DSM is 5000. Synology provides a tool that automatically config-
ures port forwarding for common routers, but it unfortunately doesn’t work with mine. 

If you have a typical consumer Internet connection, your public IP address can change every so often. Fortunately, Synology offers a built-in dy-
namic DNS service, so you can choose a Synology domain name for your NAS and it will update the IP address automatically as needed. 

However, I do not want to expose my DS 920+’s admin panel to the Internet. Thankfully, Synology has some alternative remote access solutions. 
The easiest one is QuickConnect, which routes your connection through Synology’s servers to access services running on your NAS with no port 
forwarding required. It works well, but I strongly encourage you to set up two-factor authentication before using it. I tend to leave it off for security 
reasons, but may turn it back on in the future to make file and photo sharing easier. 

My main method of accessing my Synology remotely is through a VPN. Synology’s Package Center includes a VPN Server app that makes this 
incredibly easy. A VPN lets you connect to your home network while away and access other computers on that network just as if you were home. I 
like how using a VPN gives me full access to services running on my DS 920+ but doesn’t require that I open many ports to the Internet. 

Unfortunately, I experienced a lot of headaches setting up VPN connections, and it was difficult to test configurations because I don’t have cellular 
service at home to simulate a remote connection. Connecting to the VPN over my Wi-Fi network worked fine, but I couldn’t make a connection 
when I was actually away from home. 

I eventually discovered that VPN Server lets you set up VPNs using different protocols. For some reason, I could connect to an OpenVPN server 
from iOS but not from a Mac. Conversely, my MacBook Pro worked with an L2TP/IPSec server, but my iPhone and iPad couldn’t make a connec-
tion. I have no idea why this is, but I was eventually able to work around it by setting up two separate VPN connections to my DS 920+, one for 
Macs and another for iOS devices. I’m not sure if this oddity is due to Synology’s software, Apple’s software, or my own bumbling. 

While we’re talking about security, what if your Synology NAS were stolen? Synology enables you to create encrypted shares, much like turning on 
FileVault on your Mac’s internal drive. Unlike FileVault running on an M1-based Mac or Intel-based Mac with a T2 chip, there is a performance hit, 
so I have encrypt only one share, where I store my most sensitive documents. 

Unfortunately, there a few annoying quirks. you can’t encrypt a home folder because you have to encrypt a whole share, and you can’t encrypt the 
home share. I would prefer to encrypt all of my photos because some are sensitive (like pictures of my wife nursing), but Synology Photos reads pho-
tos only from the Photos directory of the home folder. I might try creating a symlink to an encrypted share in my Photos directory, but that’s a 
project for another time. 

Backing Up a Synology NAS 
You can use a NAS for backup—it can even be a Time Machine destination (see “Network Time Machine Backups: Moving on from the 

Time Capsule,” 14 January 2022)—but you must also back up the NAS itself, with both local and remote backups. 
Local backup is simple. I found a 14 TB Western Digital drive on sale for around $200, and I use Synology’s Hyper Backup app to create a 

nightly backup. It also lets you encrypt your backup for extra security. 
As for remote backup, backing up a lot of data to the cloud isn’t cheap. I eventually settled on IDrive, which had an offer for 5 TB of backup for 

$8 for the first year. That won’t back up everything I store on the DS 920+—I skip large, easy-to-replace files like movies—but it gives me cheap 
remote backup for my most important data. Plus, IDrive has an app in Synology’s Package Center that performs the backups automatically. 

As an aside, I’ve connected both the DS 920+ and its backup drive to a UPS so they’ll work for a while after a power outage. Unfortunately, since I 
originally bought this UPS just for my router, I didn’t get one with a USB connection that would enable it to shut down the Synology NAS auto-
matically during a power outage. 

If you want to use to back up your Mac to a NAS, Synology provides instructions for creating a Time Machine share. I prefer to use a USB 
drive for this, so I have not tested it. 

Media Playback 
Many people buy a NAS to store and view DRM-free movies and TV shows they’ve downloaded or ripped from discs. You have two options for 

playback: 

https://tidbits.com/2022/01/14/network-time-machine-backups-moving-on-from-the-time-capsule/
https://tidbits.com/2022/01/14/network-time-machine-backups-moving-on-from-the-time-capsule/
https://www.amazon.com/dp/B07YD3G568/?tag=tidbitselectro00
https://www.idrive.com/idrive/o/p/joshuajdce/partner90
https://kb.synology.com/en-us/DSM/tutorial/How_to_back_up_files_from_Mac_to_Synology_NAS_with_Time_Machine
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• Access them over SMB and play them with an app like VLC or IINA on the Mac. On an Apple TV, you could again use VLC or something 

similar. 
• Install a media library app on the Synology NAS like Plex, which organizes your media, slathers on a nice user interface, and helps with process-

ing video files. Plex offers apps for the Apple TV and pretty much every TV platform. 
I’ve only dabbled with media serving because we don’t watch much TV. For most things, Plex is fine. I pay for Plex Pass, which—among other 

things—enables transcoding, which means Plex uses the DS 920+’s CPU to help with video processing. I have one 4K movie that it struggles with, 
and I should probably re-encode it into a better format for streaming. However, if I play the same movie with IINA on my Mac over an SMB con-
nection, it plays fine. 

I also installed a second media library app called Jellyfin, which is an open source alternative to Plex. I did this using the Docker app from Synolo-
gy’s Package Center, which takes us to some of the geekier things DS 920+ can do. 

More Than Just a File Server 
In some ways, DSM is similar to macOS in that it applies a user-friendly veneer over top of complex features for power users, such as: 

• Docker, which is available from the Package Center. It lets you install third-party apps like Jellyfin as containers. There are dozens of services you 
can install this way, and you can even install Docker Compose from the Package Center to tweak and customize settings for those containers. 
• SSH, which lets you log in to your NAS’s command line from the Mac’s Terminal app. I don’t recommend using this unless you have to, since 
it would be all too easy to break things this way. It’s also a bit of a security risk. 

• Synology Virtual Machine Manager, which lets you create virtual machines that let you run other operating systems like a full-fledged Linux 
server or even Windows. 
I’ve dabbled with virtual machines on the DS 920+, setting up a virtual Linux server to try Nextcloud. Once you set up a virtual machine, you 

can click the Connect button in Virtual Machine Manager, which launches a virtual monitor in another Web browser tab. From there, you can in-
teract with your virtual machine in the browser, whether it’s a graphical interface or via the command line. 

I haven’t tested Windows on the DS 920+, largely because I hate Windows, but if you switched to an M1-based Mac and miss Boot Camp or a 
virtualization app like VMware Fusion (Parallels Desktop has instructions for installing Windows 11 for ARM), it might be a compelling option 
for the occasional Windows app. As a plus, you can access that virtual machine from any computer on your network. I wouldn’t run anything heavy 
on it given the limitation of the hardware, but I’m tempted to try running some games on there to see how far I can push the DS 920+. 

If you want to run virtual machines, I recommend that you upgrade the RAM, since you must dedicate a certain amount of RAM to the virtual 
machine. 

Who Is This For? 
Who should consider investing in a NAS like the Synology DS920+? 

• Techies who frequently swap between machines and don’t want to store everything in the cloud 
• Anyone who wants to make themselves less dependent on cloud providers due to network availability issues or to avoid recurring charges 
• Small businesses that need a central, local place to store files for collaboration 

For me, the DS 920+ has been an invaluable addition to my home, and I’m kicking myself for not getting one sooner. I can access all of my doc-
uments, photos, music, and videos without having to worry about cloud storage quotas or network speed. And I also have a central platform to ex-
periment with hosting my own services. 

The key to it all is that Synology’s software saves time. You don’t have to worry about which Linux distro to install, deal with dependencies, or 
wonder if your hardware is supported. Plug in the drives, fire it up, and Synology holds your hand through the rest of the process. 

WWDC 2022 Stays Virtual Starting June 6 
by JOSH CENTERS 

Apple has announced the Worldwide Developers Conference 2022 dates: June 6th through 10th. Expect announcements about iOS 16, iPa-
dOS 16, macOS 13, watchOS 9, and tvOS 16, along with other surprises. 

For the third year in a row, WWDC will be a free virtual event for all registered Apple developers. That’s not a bad thing—it’s much more inclu-
sive for those who couldn’t afford the tickets or the travel cost, and it allows many more developers to attend. Plus, most developers agree that Apple’s 
pre-recorded presentations are much tighter and more engaging than their sometimes muddled in-person versions. Developers will still get virtual 
access to Apple engineers for help with their projects in labs and digital lounges. 

This year, however, there will be a small in-person component: Apple will host a special day for developers and students at Apple Park on 6 June 
2022 to watch the keynote and State of the Union videos together. Apple promises information on the Apple Developer website and in the app 
soon but warns that availability will be limited and says nothing about cost. 

Apple is once again hosting a Swift Student Challenge for budding developers, who have until 25 April 2022 to submit their entries. Time is 
limited, so start coding now! 

https://www.videolan.org/vlc/
https://iina.io/
https://www.videolan.org/vlc/download-appletv.html
https://www.synology.com/en-us/dsm/packages/Plex%20Media%20Server?os_ver=6.2
https://jellyfin.org/
https://nextcloud.com/
https://www.vmware.com/products/fusion.html
https://kb.parallels.com/125375
https://developer.apple.com/wwdc22/
https://developer.apple.com/wwdc22/
https://apps.apple.com/us/app/apple-developer/id640199958
https://developer.apple.com/wwdc22/swift-student-challenge/
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iOS, watchOS, & tvOS 
Apple’s App Store Stubbornness May Be iOS’s Greatest Security Vulnerability 

by RICH MOGULL 
When Apple decided to support applications on the iPhone in 2008, it did so in the most Apple way possible (see “Apple Announces iPhone 

2.0, Releases SDK,” 6 March 2008). The company distilled the complex process of finding, purchasing, downloading, and installing apps down to a 
simplified user experience. With the App Store, customers could go to a single storefront and do everything with the tap of a finger. Apple vetted apps 
to meet the company’s standards and security requirements, providing customers both convenience and peace of mind. 

Apple prioritized iOS security from the start, realizing that customers were more likely to buy iPhones and apps if they didn’t have to worry about 
malware. The company leveraged its complete control of iPhone and iPad hardware, iOS, and the App Store to create one of the most secure software 
ecosystems in the history of personal computing, rivaled only by gaming consoles. Perfect? No. Highly effective? Absolutely. Apple built a security 
model based on vertically integrated security that combines hardware, software, and services, with the App Store playing a key role (see “Apple Plat-
form Security Guide Reveals Focus on Vertical Integration,” 18 February 2021). 

But this foundation is now at risk, largely due to how Apple has treated app developers and payments. On 25 March 2022, the European Union 
published its draft Digital Markets Act. If enacted, the legislation would, among other things, require Apple and similar companies to support al-
ternative app stores. Apple is still embroiled in a lawsuit with Epic Games that focused on forcing non-Apple app stores onto iOS. Over in the 
Netherlands, Apple has been forced to open up external payment systems for, of all things, dating apps. While supporting alternate payment sys-
tems doesn’t affect security, opening up to alternative app stores will have profound implications. 

Apple largely has itself to blame. Apple didn’t create a walled garden marketplace merely to ensure consumer safety; it also did so to own the billing 
model and financial transactions, and thus the customer relationship. Until a week ago, a developer wasn’t even allowed to link to or mention their 
website for prospects to sign up for subscriptions. For over 13 years, Apple refused to budge to pressure from developers, forcing them to turn to the 
courts and legislatures. 

Let’s distill this down to understand why the App Store is so important for security, how opening iOS up to alternative app stores or sideloading 
will reduce our safety, and why this now seems inevitable. 

How does the App Store work with iOS security? 
Apple uses a vertically integrated security model for iOS devices. That means that the overall platform security is provided by Apple hardware, soft-

ware, and services all working together. You can read the details in the Apple Platform Security Guide, but here is a simplified summary: 
• Developers write their app code using Apple’s tools, which automatically enable certain security features to reduce the risk of vulnerabilities. 
• To submit apps, a developer must be approved by Apple and issued a digital certificate to sign their apps. Apple tries to validate that the business is 

real, but experience tells us that it doesn’t always get it right. 
• Developers sign their apps and submit them for approval. Apple assesses each version of each app, including running security scanners to find 

common coding vulnerabilities. 
• By default, apps are completely isolated and have no access to user data anywhere on the device. Even access to capabilities like Bluetooth is restrict-

ed. Developers who want additional access must request an entitlement from Apple. 
• If approved, the application and its entitlements are cryptographically signed by Apple and placed on the App Store. I’ll explain why this is so im-

portant in just a moment. 
• On the device side, iOS boots up using a chain of trust. This complex process relies on a series of digital signatures and code signing checks to assure 

that each part of the operating system is official, trusted, and tamper-proof. It also relies heavily on the Secure Enclave, which manages cryptography 
functions and holds the root encryption keys and certificates in a secure portion of the device’s system-on-a-chip so they can’t be modified. 

• When an app runs, the operating system extends the chain of trust to the certificate used to sign the app itself. That certificate must be valid, and 
the app’s code has to match code signature checks that ensure it hasn’t been modified since it was installed or updated. 

• Part of this process validates the app’s entitlements. Apple signs those so an app can’t suddenly start reading your contacts if it hasn’t officially been 
approved for an entitlement. Many entitlements also won’t work unless the user is prompted and approves the access. Facebook can ask to see your 
contacts, but you don’t have to let it. (And for the sake of the privacy of all your contacts, don’t!) 

• The app then runs in a sandbox that is isolated from the rest of the software on the device. Apps are provided their own file storage, separate from 
other apps. iOS uses internal security capabilities to enforce this isolation. When apps do need access to shared resources or each other, this access is 
also controlled by iOS and relies (partially) on more digital signatures for enforcement. 
Now explain it like I’m a fifth grader? 
Sure thing. Apple scans every app submitted to the App Store for malware and security vulnerabilities. After approving an app, Apple puts it in a 

digital envelope sealed with digital wax (those signatures and certificates we talked about). Hardware and software on our iPhones and iPads check the 

https://tidbits.com/2008/03/06/apple-announces-iphone-2-0-releases-sdk/
https://tidbits.com/2008/03/06/apple-announces-iphone-2-0-releases-sdk/
https://tidbits.com/2021/02/18/apple-platform-security-guide-reveals-focus-on-vertical-integration/
https://tidbits.com/2021/02/18/apple-platform-security-guide-reveals-focus-on-vertical-integration/
https://appleinsider.com/articles/22/03/25/eu-will-force-apple-google-to-allow-third-party-app-stores-payment-services
https://appleinsider.com/articles/22/03/25/eu-will-force-apple-google-to-allow-third-party-app-stores-payment-services
https://www.cnet.com/tech/mobile/in-appeal-apple-argues-epic-failed-to-prove-facts-of-fortnite-lawsuit/
https://www.theverge.com/2022/3/30/23003571/apple-app-store-netherlands-acm-alternate-payment-systems-binaries-ios
https://manuals.info.apple.com/MANUALS/1000/MA1902/en_US/apple-platform-security-guide.pdf
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seal and ensure the app was approved and no one has tampered with it. That same hardware and software then isolate the app when it runs so it can’t 
do bad things. All this keeps your device safe and, via entitlements, protects your privacy. 

The entire system relies on Apple services (the App Store and developer program, plus digital certificate servers), Apple software (iOS and iPadOS), 
and Apple hardware (the Secure Enclave and certain other hardware protections we are skipping). 

This sounds great, so malware is impossible on iOS? 
Alas, no. There has been malware on iOS. It’s just a lot harder and more expensive to create, much more difficult to distribute, and far easier to shut 

down. For example, the NSO Group developed an incredibly sophisticated iOS exploit that relied on building a Turing-complete emulator with-
in an obscure PDF feature. 

There are also plenty of scammy apps in the App Store that meet all of Apple’s security requirements but still come up with ways to trick users out 
of their money through sneaky subscriptions or by targeting kids. Unpleasant as these apps are, they can’t take over your iPhone and spread to other 
devices on the same network. 

How do we know this all actually works? 
As we like to say in the security world, the proof is in the pudding. There has never been any widespread malware on iOS. Malware is more of an 

issue on Android, but even there it is less of a concern when users stick with the official Google Play Store. 
In Nokia’s Threat Intelligence 

Report 2020, the company 
shared a breakdown of malware 
infections by device for 2019 and 
2020. In 2019, Android led with 
47% of infections, compared to 
less than 1% for iOS (the other 
two categories were Windows 
PCs at 36% and Internet-of-
Things devices at 16%). Howev-
er, noting that the security of 
official app stores like the Google 
Play Store has increased continu-
ously, Nokia found in 2020 that 
Android accounted for only 27% 
of infections, and iOS remained 
under 2%. (Windows increased 
slightly to 39%; the IoT devices 
drew most of the malware atten-
tion, jumping to 33% of infec-
tions.) 

These numbers support the fact that there is vastly less malware targeting iOS than Android, thanks to Apple’s insistence on a single App Store. 
Even within the Android world, the increasing security of the Google Play Store resulted in an overall drop in malware infections, even though they 
remain high due to the availability of alternative app stores and sideloading. 

Why are digital signatures so important? 
Earlier, I mentioned the chain of trust. Many forms of malware find a vulnerability on a computer and then use that to embed themselves in some 

pre-existing piece of software. This technique enables attackers to establish persistence, so the malware doesn’t just run in memory and disappear 
when the app shuts down or you reboot. 

The chain of trust does two things. First, it uses cryptographic signatures to ensure the running software comes from a trusted source. That’s why 
Apple embeds a read-only signature onto its devices; the attackers have no way to swap in a different signature to fool your iPhone into thinking that 
it’s running trusted code. Web browser developers like Google do something similar by embedding known signatures into their browsers as certifi-
cates that enable a “root of trust.” These root certificates are trusted by the Web browser companies and are used to sign and validate the site-specific 
certificates used by websites, so you get those little green validation marks when you connect to your bank. 

For apps, Apple also makes a cryptographic “hash” of the code and signs it digitally. A hash is a manageable number that maps to the app’s code 
and changes if even a single bit of the code changes. iOS can then ask, “Does this app come from where I expect?” and “Did the app change at 
all?” (And obviously, if the answer to either of those questions is “No!” iOS won’t let the app run.) 

Source: Nokia

https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html
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On iOS, this chain of trust runs from the lowest levels of the operating system when our iPhones and iPads boot, all the way to the apps we 

download and run from the App Store. The entire chain relies on these digital signatures, certificates, and hashes. 
Tell me again how knowing all this improves security? 
There are three benefits: 

• We know that all apps in the App Store have been scanned and approved by Apple. This significantly reduces the risk that an app we download is 
deliberately malicious or accidentally harmful. 

• We know that all the apps on our iPhones or iPads came from the App Store and are running the same code that we downloaded—malware 
infections that modify apps are nearly impossible. 

• We know that apps can’t get—or even ask for—access to data like contacts or calendars, or features like Bluetooth, without Apple having ap-
proved their entitlements. 

What about sideloading? 
Sideloading means allowing users to install apps directly, without going through any app store. Typically, users must enable sideloading manually, 

since devices default to staying locked down, but it’s still a huge security hole. Alternative app stores enable installing apps from additional, hopefully 
trusted sources. Sideloading lets users install anything they want… or can be tricked into installing. 

Of course, sideloading is nothing new—it’s how things work on the Mac today, where you can install any app from any source. Although much 
Mac malware takes advantage of sideloading, none of it has been truly widespread so far. That’s more likely a side effect of the Mac being a relatively 
small target; there are so many more iPhones and iPads combined that malware authors target them even though it’s very difficult; if it got easier, we’d 
see many more attacks. 

Could Apple enable alternative app stores? 
Yes. There are two ways Apple could support third-party stores: 

• Apple could authorize another store and issue it a certificate with which it could sign its own apps, after which the chain of trust would expand to 
include that certificate. This approach would be similar to how Web browsers come bundled with a series of root certificates used to sign the cer-
tificates of websites, although that system has been abused as well. 

• Apple could also issue certificates to all comers or disable some or all of its existing security checks for apps that users download from a third-party 
store. This approach, which is how things work on Android, would make possible a range of potential app stores with widely varying approval 
policies and levels of security. 
Why do alternative app stores reduce security? 
It comes down to consistency and enforcement. Apple couldn’t review the apps in those stores and ensure they meet Apple’s requirements. Nor 

would Apple be able to review entitlements in those stores. The alternative app stores would only be as secure as they want to be and are capable of 
enforcing. 

If Apple were to allow only a small number of vetted alternative app stores, this might not be too terrible. Apple could set standards for those part-
ners and issue them special certificates to sign their own apps. Then Apple could build a security program to ensure those partners met and main-
tained standards that were at least equal to Apple’s. 

On the other hand, if Apple were required to allow any arbitrary alternative app store, we immediately run afoul of the same problems that plague 
Android since there is no way to enforce any security standard. This model would either require Apple to issue certificates to anyone or, more simply, 
enable users to disable the signing mechanisms and allow any app to run without the security checks. 

The first option is much more secure, but it doesn’t provide many benefits to the third-party app stores beyond handling their own payments (I’ll 
get back to that). Also, Apple would likely still draw complaints similar to those the company faces over the official App Store, since Apple would 
have to set standards to be in the program, charge to participate, and probably anger all sorts of alternative app stores that don’t align with Apple’s 
goals. The second option creates a free-for-all without any security enforcement, and we can already see how that model results in a less-secure, mal-
ware-friendly environment on Android. 

Couldn’t users just stay secure on the official Apple App Store? 
Users could choose to trust only Apple, but over time, there would be both direct pressure and scams to move users to alternative app stores. Some 

popular apps might require you to use an alternative app store and decline to participate in Apple’s. Most people aren’t computer security experts and 
won’t know the implications of trusting a new app store on their phones, and even tech-savvy users will be forced to install Facebook, Instagram, and 
WhatsApp. 

What if your bank only supports an alternative store? Or someone tricks you into thinking your bank only supports an alternative store? How 
certain are you that you’ll be able to make the safe decision every time one comes up? Alternative stores and sideloading increase security complexity 
for users, and history shows us that complexity opens up opportunities for attackers. 

https://en.wikipedia.org/wiki/Root_certificate#Incidents_of_root_certificate_misuse
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Again, we already see this on Android, where users can be tricked into sideloading or using an alternative, untrusted app store to install some app 

without realizing it is a scam or malware. 
Isn’t this how “enterprise applications” work? 
Apple does have a program for enterprises to build and install their own apps onto corporate-owned devices. This is exactly how the best-case al-

ternative app store model could work. Apple issues a certificate to these companies, which then use a process to install the certificate on employees’ 
iPhones, allowing apps signed by that company to run. 

This system was abused by Facebook a few years ago, which highlights the trust issues that come into play when Apple starts handing out cer-
tificates. 

Don’t gaming consoles do the same thing? 
Absolutely. Apple didn’t invent the app store model or create the first walled garden marketplace. Video game consoles are probably the closest 

example. They are powerful computer systems with single-source app stores and locked-down hardware. Game companies have been running 
walled garden marketplaces since the first home systems appeared. The only difference back then was that we only loaded games from physical me-
dia, like cartridges or CD-ROMs. 

As a result, game systems also have extremely low rates of malware and scams, just like the iOS ecosystem. 

Why do developers and companies want alternative app stores? 
The first answer is easy: “follow the money.” Right now, Apple enforces app standards (such as no “adult” apps) and takes a 30% cut of all sales 

made within apps (there is now some variation in the fees). Apple also takes a cut of all in-app purchases. This is why you haven’t been able to buy a 
new book in the Kindle app; Amazon doesn’t want to pay Apple 30% of every book sale when it can instead make users buy books within their Web 
browsers and not share any of the revenue with Apple. 

The problem is that Apple 
has also long prevented Ama-
zon and other companies 
from linking out to their 
websites for purchases or 
even telling users that it’s an 
option. Happily, after pres-
sure from Japan and the 
Netherlands, Apple has re-
laxed its rules to allow alter-
native payment options or 
linking to external subscrip-
tion services. “Reader apps” 
that are primarily meant to 
provide access to digital con-
tent, such as Kindle, Netflix, 
Spotify, and others, can now 
direct users to an external site 
for payment, albeit with 
some rather stiff required 
language. (At least it’s better 
than it used to be.) 

Apple does deserve some 
cut of transactions—running 
the App Store does entail significant costs—but well below the standard 30%. 

Apple also has a history of frustrating developers in other ways. It sometimes rejects apps for seemingly arbitrary reasons. It doesn’t do a good job 
blocking clones and copies of popular apps, which can damage small developers. It puts in obnoxious requirements, like requiring developers to use 
“Sign in with Apple” if they also enable “Sign in with Google” or any other third-party sign-in service. Plus, there are entire categories of apps Apple 
simply doesn’t want on its platform and won’t accept into the App Store. 

Regardless, money, more than frustration, is what drives the push for alternative app stores. I highly doubt Epic Games is suing Apple for any rea-
son other than the cash. It just so happens that Epic Games has its own app store for games where it takes a cut of all the sales from the developers in 
its ecosystem. Just like Apple does now. And no, the Epic Games Store doesn’t allow alternative stores within it, either. 

Source: Apple

https://www.theregister.com/2019/01/30/facebook_apple_enterprise_certificate_revocation/
https://www.theverge.com/2022/3/30/23003503/apple-reader-app-developer-external-link-guidelines-announced-entitlements
https://www.theverge.com/2022/3/30/23003503/apple-reader-app-developer-external-link-guidelines-announced-entitlements
https://www.theverge.com/2022/3/30/23003503/apple-reader-app-developer-external-link-guidelines-announced-entitlements


22
Money comes into play in another way, too: privacy. Some developers and payment providers want to track users and their purchases so they can 

further monetize this information. Right now, Apple owns the customer relationship for in-app purchases, which is why, for example, you aren’t 
spammed by every app you ever downloaded. If you don’t create an account with a particular developer, they have no idea who you are. Also, if you 
sign up for a subscription to something in the App Store, it appears on your account and you can cancel whenever you want without having to jump 
through any hoops. 

In short, Apple enforces its philosophy that you are the customer, not the product being sold. There are robust ecosystems to track and sell your 
data that are significantly more restricted on iOS than Android because of Apple’s requirements. For example, Facebook is losing billions of dollars 
because Apple now forces the Facebook app to ask users for permission to track them. Well, and because 96% of users in the US opt out when 
asked. 

Why are regulators forcing Apple to support alternative app stores? 
Many companies have been unhappy with the App Store’s restrictions and financial model. Some of these companies, like Epic Games, have sued 

Apple in an attempt to force changes via the courts, while others have been lobbying governments. Apple is a huge target, and the European Union, 
in particular, is open to using regional regulations to increase the competitiveness of its local businesses by forcing interoperability. 

Global technology companies like Apple, Google, and Meta (Facebook) are facing increasing scrutiny worldwide due to their dominance across 
society. Issues surrounding alternative app stores and sideloading are among the many regulatory questions surrounding the tech giants, along with 
antitrust investigations, encryption regulations, and complex issues around content moderation and ownership. 

From one perspective, it seems unfair to force Apple to allow alternative app stores, given that it built a completely contained robust marketplace in 
a world with Android’s even larger competitive ecosystem. 

The opposing view recognizes that mobile devices have become essential and ubiquitous—in the future, everyday activities will be more difficult 
or even impossible without one. (In some places, you now need a smartphone to scan a QR code at a restaurant even to see a menu.) That points 
toward governments wanting some say in how their citizens are treated. The world is dominated by just two platforms, Apple and Google, both of 
which rely on their own app stores (Google also takes a 30% cut), but only Apple’s is mandatory. 

Right now, the European Union is the biggest threat to Apple’s model because of its sheer size and influence. But we also see lawsuits and pro-
posed regulations here in the United States, including the Epic vs. Apple case, which is on appeal. (Full disclosure: I signed an amicus brief to the 
courts in that case highlighting the dangers of alternative app stores.) 

Couldn’t Apple just allow alternative payment systems and keep the App Store secure? 
It may be too late to prevent governments—or possibly the courts—from forcing Apple to support alternative app stores and maybe even side-

loading. Apple had many years to respond to the complaints and concerns that led companies to file lawsuits and lobby lawmakers. When Apple 
talks about keeping the App Store locked down and exclusive, it always focuses on security without acknowledging the financial side of the equation. 

I believe that Apple could have reduced the likelihood of being forced to accept alternative app stores and sideloading by decoupling the security of 
the App Store from payments. Apple continues to fail to discuss or even consider App Store payments separately from App Store security, but the 
two are only slightly related. (Apple has some legitimate concern in preventing customers from being scammed by alternative payment systems, but 
that’s largely unrelated to platform security.) I can’t help but think that developer complaints would have been far more muted had Apple loosened 
some of its payment restrictions and percentages more aggressively. Apple might not be in this position today if it has been more responsive to devel-
opers in the past. 

Courts and regulators aren’t technology experts and seldom understand subtleties like the difference between payments and security. They tend to 
use a sledgehammer instead of a screwdriver. Apple simply let App Store dissatisfaction simmer for too long. 

What will happen now? 
Sadly, from my perspective as a security expert, I think that courts and regulators will force Apple to support both alternative app stores and side-

loading within the next few years. This will materially increase the security risk on iOS devices, especially for those less familiar with technology who 
don’t understand the security risks. It will start in Europe but quickly spread to other regions, including the US. It could also have larger implications 
in markets like China, where the government will likely try to exert even more control over what Chinese citizens can buy—imagine a highly regu-
lated Great Bazaar to match China’s Great Firewall. 

As Apple customers, we can still protect ourselves. Personally, I plan to stick with Apple’s official App Store and will continue to recommend the 
same to anyone willing to listen. I fully expect Apple to default to the same level of security we have today and require users to jump through a 
(hopefully) painful process to authorize other app stores and sideloading. I also fear that, at least at the start, the technical updates required to support 
alternative app stores will create new attack surfaces and security vulnerabilities that could have a broad impact. 

If any lawmakers, regulators, or judges are reading, I implore you to explore the implications of such requirements and consider that there are op-
tions to force payment processing changes rather than blowing up the entire security model that has kept iPhones so safe for over a decade. 

https://www.cnbc.com/2022/02/02/facebook-says-apple-ios-privacy-change-will-cost-10-billion-this-year.html
https://mashable.com/article/ios-14-5-users-opt-out-of-ad-tracking
https://en.wikipedia.org/wiki/Right_to_be_forgotten#Google_and_the_European_Union
https://www.theverge.com/2022/4/1/23006695/audible-barnes-noble-in-app-purchases-google-android
https://macdailynews.com/2022/02/03/senate-committee-approves-legislation-aimed-at-apples-app-store-would-mandate-third-party-app-stores/
https://macdailynews.com/2022/02/03/senate-committee-approves-legislation-aimed-at-apples-app-store-would-mandate-third-party-app-stores/
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Apple Launches Self Service Repair Program 
by JOSH CENTERS 

It seemed as though the temperature in hell was 
falling fast when Apple announced the Self Service 
Repair program last year (see “Apple Announces 
Self Service Repair Program,” 17 November 
2021). Steve Jobs famously despised the thought 
of users prying open their Macs, and that attitude 
has been baked deep into the company’s DNA 
ever since the second Jobs era. But the Right to 
Repair movement—especially a shareholder res-
olution in support of it—forced Apple’s hand. 

The Self Service Repair program is now avail-
able through the new Self Service Repair Store at 
www.selfservicerepair.com. Yes, that is the correct 
site despite the generic URL, complete lack of 
Apple branding, and WordPress template-level 
design. It almost looks fake. 

The site is actually run by a compa-
ny called Service Parts or Tools, Inc. or 
SPOT, demonstrating just how enthu-
siastic Apple is about this program. 
Stephen Hackett tracked the do-
main to an Apple partner called 
Communications Test Design, so 
perhaps Apple has outsourced the en-
tire Self Service Repair program. 

So far, the Self Service Repair pro-
gram is extremely limited, covering 
only the iPhone 12 and iPhone 13 
lineups, along with the third-genera-
tion iPhone SE. We would assume 
that most people who need a phone 
repair have an older iPhone. Also, no 
other devices are currently supported. 
In a white paper titled Expanding 
Access to Service and Repairs for 
Apple Devices, Apple says: 

In its initial phase, the Self Service 
Repair program is offering access to 
more than 200 individual parts and 
tools, allowing customers to perform 
the most common repairs on iPhone 
12 and later models, soon to be fol-
lowed by Mac computers with Apple 
silicon. This program launched in 
April 2022 in the US and will expand 
to Europe later in 2022. 

Mac Repairs & More

https://tidbits.com/2021/11/17/apple-announces-self-service-repair-program/
https://tidbits.com/2021/11/17/apple-announces-self-service-repair-program/
https://tidbits.com/2021/11/17/apple-announces-self-service-repair-program/
https://www.theverge.com/2021/11/17/22787336/apple-right-to-repair-self-service-diy-reason-microsoft
https://www.theverge.com/2021/11/17/22787336/apple-right-to-repair-self-service-diy-reason-microsoft
https://www.selfservicerepair.com/home
https://512pixels.net/2022/04/apple-launches-self-service-repair-store/
https://512pixels.net/2022/04/apple-launches-self-service-repair-store/
https://www.ctdi.com/
https://support.apple.com/content/dam/edam/applecare/images/en_US/otherassets/programs/Expanding_Access_to_Service_and_Repairs.pdf
https://support.apple.com/content/dam/edam/applecare/images/en_US/otherassets/programs/Expanding_Access_to_Service_and_Repairs.pdf
https://support.apple.com/content/dam/edam/applecare/images/en_US/otherassets/programs/Expanding_Access_to_Service_and_Repairs.pdf
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As it stands, the program offers the following repair types: 

• Battery 
• Bottom speaker 
• Camera 
• Display 
• SIM tray 
• Taptic Engine 

As independent Mac repairman Louis Rossman pointed out, the Self Service Repair program doesn’t include one major repair type: the Light-
ning port. The last time I had to get service for an iPhone was for broken pins in the Lightning port. In that case, however, Apple replaced the entire 
iPhone, so maybe Apple isn’t confident that technicians can make that repair quickly or effectively. 

The cost of a self-service repair varies greatly depending on which option you pick. A battery replacement bundle for the iPhone 13 costs only 
$70.99, but the bundle to replace the screen will set you back $269.95. You also receive a credit for returning the original part so Apple can reuse or 
recycle it. The battery bundle is $46.84 with the credit, and the screen kit costs $236.35 after the credit. 

The Self Service Repair Store also offers miscellaneous parts, like security screws for $0.20 or a SIM tray for $7.20. Considering that these are all 
genuine Apple parts, these seem like fair prices. 

Interestingly, the Self Service Repair Store also sells a wide assortment of official tools, like torque drivers, a heated display pocket (to glue the screen 
back on), and even a full display press. These too are surprisingly reasonably priced, with the most expensive tool—the heated display removal fix-
ture—costing $256.36. You could build your own iPhone repair shop for well under $1000. 

The good news is you don’t have to buy all of these tools. The Self Service Repair Store will let you rent a tool kit for 7 days for $49. Each iPhone 
model has a different tool kit that contains all the tools you need to perform the possible repairs. 

Apple is also offering repair manuals free of charge. However, don’t expect detailed schematics. As Apple said in its white paper: 
Industry and repair experts agree that the vast majority of board-level repairs are best performed in a factory environment using specialized equip-

ment capable of producing high quality, reliable, and repeatable results to meet original equipment manufacturer (OEM) standards. Boards are 
packed with many small components necessary for the device’s proper functioning. For example, ball grid array (BGA) parts require specialized 
equipment for their repair that is restricted to factory or advanced repair environments due to its cost and complexity. Therefore, board-level repairs, 
particularly those involving soldered components, are best performed by certified technicians who use controlled processes, calibrated factory equip-
ment, and rigorous testing. 

While it’s fair to say that soldered repairs are difficult, that’s still not sufficient reason to withhold the full schematics. As it stands, independent re-
pair shops like Rossman’s have to rely on bootleg schematics to perform their repairs. 

You might wonder what a self-service repair does to your warranty. Happily, nothing, as long as you don’t cause more damage. Apple says: 
The customer’s product warranty is not impacted by a Self Service Repair, however any issue or damage caused by the customer over the course of 

the repair would not be covered by Apple.  
Nitpicks aside, the Self Service Repair program is substantial and more than the mere publicity stunt that Rossman seems to think it is. For the first 

time, the average iPhone user has access to both official repair parts and the specialized tools Apple’s own technicians use. Even if shareholders had to 
twist Apple’s arm to implement it, and even if Apple seems to be trying to distance itself from the Self Service Repair Store, it’s a huge step forward for 
Right to Repair. 

Moving from 1Password to KeePass 
by JOSH CENTERS 

I’ve been using password managers for a long time, starting with the open-source KeePass in Windows nearly 20 years ago. When I moved back 
to the Apple world in the late 2000s, I was drawn in by the shininess of 1Password. It was made just for the Mac and looked the part. KeePass was 
always rough around the edges, while 1Password was neatly integrated with the Mac and iPhone. (For evidence of my longtime 1Password loyalty, 
see “1Password 7 for Mac Offers a Fresh Look… for an Upgrade Price,” 18 June 2018.) 

However, I always somewhat regretted switching away from KeePass, which stores its encrypted database in a standardized, open format. The orig-
inal KeePass has always been Windows-only, but there are multiple KeePass-compatible apps for all platforms, and you’re free to pick whichever 
one is right for you. With KeePass, I always felt like I had complete control of my password database. I was a little uncomfortable with 1Password’s 
proprietary database format and later with how AgileBits pushed 1Password users to store passwords on 1Password.com, but I felt the tradeoff for less 
friction was worthwhile. 

Unfortunately, 1Password developer AgileBits seems to be moving away from its Apple-centric roots. The upcoming 1Password 8, currently in 
early access, shifts the password manager to the cross-platform Electron development framework. In essence, Electron packages a Web app so that it 
acts like a native Mac app, which is great for cross-platform compatibility but seldom results in an app that feels like it was designed for the Mac. 
Electron is widely criticized, and deservedly so, but many apps might not have been ported to the Mac without it. 

https://www.youtube.com/watch?v=agG108sxkyo
https://www.selfservicerepair.com/tool-kit-rental
https://support.apple.com/manuals/repair-manual
https://keepass.info/
https://1password.com/
https://tidbits.com/2018/06/18/1password-7-for-mac-offers-a-fresh-look-for-an-upgrade-price/
https://keepass.info/download.html
https://blog.1password.com/1password-8-the-story-so-far/
https://releases.1password.com/mac/beta/
https://releases.1password.com/mac/beta/
https://www.podfeet.com/blog/2021/08/1password-electron/
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The other notable change is that 1Password 8 will no longer let you store your password database locally. Instead, you have to use 1Password.com, 

which makes some people uncomfortable. I have successfully used 1Password.com for a few years now (the company gave me a free subscription) 
but prefer to have my password database under my direct control. 

Along with my philosophical dislike of having my essential data locked into a single provider, I’ve also been running into more annoyances with 
1Password. For example, the 1Password browser extension used the Command-\ shortcut to autofill passwords—but the shortcut recently changed 
to Command-Shift-X to be consistent across all platforms. That’s just one small example of AgileBits changing something on the Mac to promote 
cross-platform compatibility. Overall, both the desktop and mobile apps have gotten clunkier and slower. Even my non-technical wife, commented 
on how 1Password wasn’t as smooth as it used to be. 

I still think 1Password is a great product, and you are far better off with any password manager than none at all. But I decided some time ago to 
switch from 1Password back to the KeePass ecosystem. It’s less about being unhappy with 1Password’s direction than preferring my data in open 
formats, and AgileBits’ recent changes have made me decide that the tradeoff between convenience and openness was no longer worth it. 

I also wanted more local control over my data. Recent iCloud outages have made me much leerier of relying on the cloud. I recently purchased a 
Synology NAS and several hard drives to store more of my data locally. I’ll write about that experience soon, but for now, I mention it only because 
that’s where I’m now storing my passwords. 

So if you’re fed up with proprietary, cloud-based password managers, read on! But understand that going your own way, while empowering, isn’t as 
easy or necessarily as secure. There’s been a lot of talk lately about “sovereignty” with regard to software—specifically, ownership and control of your 
data, free of big tech’s cloud. But tech companies like Apple and Google are big for a reason: control comes with a cost. As Spider-Man says, “With 
great power comes great responsibility.” 

If you want total control over your data and have the time and skills to maintain it securely, KeePass may be a good option. If what I describe be-
low sounds like too much trouble, but you still want an open-source solution, check out Bitwarden, which offers both a cloud service and a self-
hosted option (though the self-hosted option is a total pain to set up). I tried it but had trouble importing my 1Password vault. 

Understanding the Tradeoffs of KeePass 
The big selling point of cloud-based password managers like 1Password and LastPass is convenience. You don’t have to worry about securing, sync-

ing, and backing up your password database, and there’s nothing wrong with making that choice. There’s far less risk of data loss than if you’re doing 
it yourself, syncing setup and maintenance are far easier, and you don’t have the headaches of system administration and security maintenance. 

With KeePass, there is no cloud service. You are given an encrypted database in the open KDBX format, and you choose where to store it. That 
could be on your Mac, on a NAS, or in a cloud service like Dropbox, Google Drive, or iCloud. You can sync your password database directly be-
tween a Mac and your mobile devices, but it would be a hassle. A NAS or a cloud service helps you fluidly sync your passwords between platforms 
and devices. It’s also your responsibility to back up that file and maintain revisions in case you screw something up. 

Because of this open approach, you can choose from many KeePass-compatible apps across multiple platforms. I’ve recently used: 
• KeePassXC (Mac, free) 
• Strongbox (Mac and iOS, free with optional subscription) 
• KeePassium (iOS, free with optional subscription) 

For many, choosing an app can be overwhelming, but I enjoy being able to try different approaches. And I’ve had no trouble sharing my KeePass 
database among multiple apps. 

Whatever app you choose, be certain that you trust the developer completely—it’s not inconceivable that a malicious app could masquerade as a 
KeePass-compatible app and silently steal your passwords in the background. There has been at least one instance of a site modifying the KeePass 
code for Windows and injecting adware, though I’m not aware of passwords ever being compromised. (This is part of the tradeoff between open 
and closed platforms. See “Apple’s App Store Stubbornness May Be iOS’s Greatest Security Vulnerability,” 8 April 2022.) 

Transferring from 1Password to KeePass 
It took me a while to figure out how to switch from 1Password to KeePass. In addition to my passwords, I also maintain my two-factor authenti-

cation TOTP codes in 1Password, and I was unsure how KeePass would handle them. Thankfully, none of this turned out to be a problem. 
The developer of the iOS KeePassium app has written excellent documentation for making the switch, explaining how to export your 1Password 

vault locally and then import it into KeePassXC on the desktop. (KeePassium is not available on the Mac.) The main limitation is that 1Password 
doesn’t export attachments, so you’ll have to add them back to the corresponding KeePassXC entries manually. The KeePassium method looks long, 
but it only took me a few minutes to complete, and that’s how I made the switch. 

If you want a KeePass solution that is more coherent between Mac and iOS, Strongbox offers apps for both macOS and iOS. Its transfer process 
is simpler than KeePassium’s, but there is a major omission in Strongbox’s instructions: you can’t export an online database from 1Password, so you 
must first follow KeePassium’s instructions for transferring your 1Password database to a local vault, after which you can export from the local vault. 

I tried both methods, and both worked well, with all of my TOTP codes intact. Strongbox’s import actually worked a little better since it preserved 
my favorite entries. However, I had already moved my 1Password vault to KeePass and made some changes, so it wasn’t worth going through the 
export again. I’m also not currently using Strongbox on the Mac for reasons I’ll explain below. 

https://www.cnn.com/2022/03/21/tech/apple-outage/index.html
https://www.amazon.com/dp/B087Z34F3R/?tag=tidbitselectro00
https://www.amazon.com/dp/B08TZYBMMC/?tag=tidbitselectro00
https://bitwarden.com/
https://keepass.info/download.html
https://keepassxc.org/
https://strongboxsafe.com/
https://keepassium.com/
https://www.bleepingcomputer.com/news/security/site-promoting-keepass-password-manager-pushes-malware/
https://www.bleepingcomputer.com/news/security/site-promoting-keepass-password-manager-pushes-malware/
https://tidbits.com/2022/04/08/apples-app-store-stubbornness-may-be-ioss-greatest-security-vulnerability/
https://keepassium.com/articles/migrating-from-1password-to-keepass-keepassxc-keepassium/
https://strongboxsafe.com/support/#reamaze%230%23/kb/migration-and-import-slash-export/can-i-import-or-convert-from-lastpass-slash-1password-or-other-password-managers-to-strongbox
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Syncing KeePass Between Devices 

It’s easy enough to export from 1Password on your Mac, but how do you get that database onto your iPhone and other devices and keep that 
database in sync between them? The easy answer is to use a cloud service, and that’s what most people do. But I explicitly wanted to store my pass-
words on my own hardware on my local network. 

Apple now relies on SMB as the standard file-sharing protocol for macOS, and you can even access SMB servers from the iOS Files app. Unfor-
tunately, you cannot access your password database file from an SMB server via the Files app when you’re not connected to the server—there’s no 
offline caching—which renders it useless when you’re not on your local network. I have a VPN connection to my Synology so I can use it remotely, 
but I don’t want to have to activate the VPN just to access my passwords when I’m away from home. 

I also tried Synology Drive, which is similar to Dropbox and Google Drive but hosted on your own Synology NAS. Synology Drive provides two 
apps for iOS, and both integrate with the Files app, but unfortunately, using them for syncing KeePass-compatible iOS apps is problematic. 

I found the most reliable local 
syncing method to be an old-
fashioned WebDAV server (you 
may remember WebDAV from 
the days of Apple’s iDrive). 
Thankfully, Synology makes it 
easy to set up a WebDAV server 
in a few clicks. The iOS Strong-
box app can connect to Web-
DAV servers without relying on a 
third-party app, so that’s what I’m 
using on my iPhone, and it’s do-
ing a great job of staying in sync 
without additional complications. 
I’ve even made changes to my 
database on Strongbox while 
away from the house and seen it 
sync when I get home. When I 
eventually switch my wife over 
from 1Password, I’ll set her up 
with Strongbox. 

I’ve settled on KeePassXC for the Mac and Strongbox for the iPhone. Both apps are open source. The beauty of KeePass is I can mix and match 
apps as I see fit. 

I use Strongbox on the 
iPhone because of its 
built-in WebDAV sup-
port, but it’s a powerful 
app in its own right. It 
supports autofill, Face ID, 
security audits, password 
generation, and all the 
modern amenities you 
expect in a password app. 

Strongbox has some 
neat tricks of its own. In 
addition to Face ID, you 
can also set a secondary 
PIN for authentication. 
Additionally, you can set a 
“duress PIN,” a secondary 
PIN you would enter if 
someone were trying to 
force you to let them ac-

My Preferred KeePass-Compatible Apps

https://support.apple.com/guide/iphone/connect-external-devices-or-servers-iph8d8f0f1a0/ios
https://www.synology.com/en-us/dsm/feature/drive
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https://en.wikipedia.org/wiki/WebDAV
https://apps.apple.com/us/app/strongbox-keepass-pwsafe/id897283731
https://apps.apple.com/us/app/strongbox-keepass-pwsafe/id897283731
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cess your passwords. You can set the duress 
PIN to display a dummy password database, 
a phony error, or even wipe the local copy of 
your database. 

You can even change the app icon to dis-
guise Strongbox as another kind of app, like a 
calculator. I’m not sure how effective that 
would be, given that it’s still called Strongbox, 
but I appreciate the novelty. 

The best features of Strongbox require a 
subscription of about $15 per year, but I’m 
more than happy to support this high-quality 
open source app. 

Strongbox for macOS also boasts a well-
designed interface that feels Mac-native. It 
compares favorably to 1Password or any oth-
er proprietary password manager. It’s also 
distributed exclusively via the Mac App Store, 
so you get Apple’s stamp of approval. Unfor-
tunately, as elegant as Strongbox’s macOS-
native desktop version is, it doesn’t include 
Web browser extensions. Instead, Strongbox 
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recommends the Mac’s built-in autofill function, which works only in Safari, not in Brave, my browser of choice. 

There are several possible workarounds for this. For instance, you could use one of the available standalone KeePass-compatible extensions for 
Google Chrome and other browsers. My current desktop solution is KeePassXC, which isn’t pretty or particularly Mac-like but does provide browser 
extensions. It’s also incredibly fast and lightweight. I have some criticisms but bear in mind that KeePassXC is totally free and maintained by volun-
teers. 

I never considered 1Password 7 sluggish until I experienced KeePassXC’s speed. On the downside, KeePassXC lacks features that are commonplace 
in other password managers. Notably, it has no security audit feature like 1Password, nor any way to denote a login as a favorite except by storing 
entries in a manually created folder. 

The KeePassXC browser extension works well, but it’s not as well-integrated as 1Password’s. After installing the browser extension, you must enable 
it for each browser you want to use. At first, I couldn’t get it 
to work with just Brave selected, but it worked after I also 
selected Chrome and Chromium (which Brave is based 
on). You also have to click an authorization prompt to allow 
autofill on each site, which makes sense from a security 
standpoint but is annoying. Plus, you must select an option 
for websites that require you to enter your username and 
password on separate pages, though there’s usually an in-
browser prompt for that. 

As necessary as browser integration is, the KeePassXC 
browser extension is far from perfect. It relies on a connec-
tion to the KeePassXC desktop app, and sometimes that 

https://keepass.info//plugins.html
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connection gets interrupted until I refresh it. (In my experience, this problem can crop up with any extension that has to connect to a local app in-
stead of a cloud service. I’ve had similar issues with 1Password.) 

Most of the time, it works just fine, and it fulfills what I most need in a password manager browser extension: noticing when I add a new password 
or change a password and offering to update the database. 

Data Sovereignty Isn’t for Everyone 
If all this sounds like I left a smooth and perfectly functional app for a hodgepodge of cobbled-together solutions, it’s because I did. But now that 

I’ve hashed out the kinks, it works pretty well. I’ve created and changed several passwords on both my Mac and iPhone since switching from 1Pass-
word, and I have experienced no data corruption or loss. 

The upside of doing all of this is that I now have total control over my password database. It’s stored in Synology Drive, which keeps revisions and 
syncs a local copy to my Mac, where Time Machine also stores revisions. Plus, my Synology NAS backs up remotely to IDrive (unrelated to Apple’s 
old cloud storage offering) and locally to a 14 TB external drive, and they also keep revisions, so my password database is well secured. 

It was some trouble to set up, but for me, it was worth it to gain sovereignty over my password database. It’s now held right here in my home, with 
multiple encrypted backups both here and off-site. I don’t have to worry about a cloud service being taken offline or going out of business. 

So, if you’re unhappy with 1Password’s direction and want more control over your data, check out KeePass and its open-source brethren. 

ExtraBITS 
Apple Improves the AirTag “Unwanted Tracking” Sound — Apple has released an AirTag firmware update that makes it easier to hear the alert 
sound from an unwanted AirTag. 

Original HomePods Appreciating in Value — Despite being considered by some to be an overpriced flop, the original HomePod is now selling for 
more than its original retail price on eBay. Could that indicate that Apple priced it too low? 

Apple Issues kill -9 on macOS Server — Apple has officially discontinued macOS Server, the software product that originally brought together a 
wide variety of Internet servers and has been losing capabilities for years. 

Elon Musk Buys Twitter for $44 Billion — Billionaire Elon Musk has purchased Twitter for $44 billion and will take the social media company 
private. 

Chipolo Card Spot Puts Find My in Your Wallet — What’s in your wallet? The credit card-sized Chipolo Card Spot location tracker puts Apple’s 
powerful Find My network in your wallet to make it easier to find if lost. 

https://www.idrive.com/idrive/signup?p=joshuajdce
https://www.amazon.com/dp/B07YD3G568/?tag=tidbitselectro00
https://tidbits.com/2022/05/02/apple-improves-the-airtag-unwanted-tracking-sound/
https://tidbits.com/2022/04/21/original-homepods-appreciating-in-value/
https://tidbits.com/2022/04/21/apple-issues-kill-9-on-macos-server/
https://tidbits.com/2022/04/25/elon-musk-buys-twitter-for-44-billion/
https://tidbits.com/2022/04/08/chipolo-card-spot-puts-find-my-in-your-wallet/
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TidBITS 32nd Anniversary and the 32K Text Barrier 
by ADAM ENGST 

In the early years of TidBITS, the Mac’s built-in editing capabilities for text fields were limited to 32 kilobytes of text. That limitation trickled 
down to numerous apps and systems—for instance, early versions of Eudora couldn’t display more than 32K of text in a single message (see “Tid-
BITS & Eudora,” 3 April 1995). Unsurprisingly, the venerable BBEdit, which was released on 12 April 1992 and recently celebrated its 30th an-
niversary, had a custom text engine that never suffered from the 32K limit. 

The 32K size restriction also hampered the email gateways that allowed messages to flow between the Internet and commercial online services like 
AOL, AppleLink, and CompuServe (see “Gateways III/America Online,” 19 October 1992). For years, we had a self-imposed limit on the size of a 
TidBITS issue to ensure it wouldn’t be bounced, truncated, or prevented from display because of being too large. 

The 32K limit eventually faded away, but given that this issue of TidBITS marks our 32nd anniversary, it recently popped back into my head. 
There is something to be said for the focus provided by an arbitrary constraint. Since the dawn of printing, publishers have edited text to fit within a 
physical space on a page, and by the early 1990s, desktop publishing had supplemented the editor’s efforts with powerful copyfitting tools that could 
adjust font size, leading, kerning, and more. But we couldn’t avail ourselves of such layout trickery—when TidBITS needed to traverse an email 
gateway or be displayed in a 32K-limited app, a character was a character. So we trimmed and tweaked each week until Nisus told us that the charac-
ter count was low enough. 

I don’t miss having to cut 1200 characters to get a TidBITS issue down to size before publishing, but there was a sense of comfort in being bound-
ed, in not feeling the need to comment on everything because there was simply no room. Technology has infiltrated nearly every part of modern life, 
and it’s difficult, as a technology publisher, to resist the pull to express an opinion on every topic that comes down the pike. We may write about sub-
jects that venture further afield at times, but it’s important to me—and you—that we maintain our attention on the world of Apple. 

All this is by way of saying that even if TidBITS is on track to exceed its own 32K barrier of sorts with 32 years of publication, I hope that you’ll 
continue to appreciate our focus on Apple-related tech news, reviews, techniques, and explorations that ease tedious tasks, encourage good comput-
ing habits, explain complex topics, and remind us how amazing today’s technology is. 

As we reach this milestone, I’d like to thank all those who have helped TidBITS over the years, especially the 3650 current TidBITS members, 
and I hope those whose memberships are up for renewal will continue to support our work. Voluntary contributions like these have kept TidBITS 
financially stable since 2011. Modern publishing trends encourage exclusive subscription-only email newsletters and website paywalls, but TidBITS 
will continue to be available to those who can’t pay as long as we can make ends meet. If you join the TidBITS membership program at any level, 
you’ll also get discounts on over 90 Mac apps, including TextExpander from longtime sponsor Smile. 

Five Solutions for Pasting Plain Text on a Mac 
by JOSH CENTERS 

Tell me if you’ve had this problem: you copy some text and paste it into a word processor, a spreadsheet, or any other app that supports stylized text 
and end up with text that looks different than the rest of your text. It may be a different font, font size, or color. Once it’s there, fresh text you add 
afterward takes on that formatting such that you find yourself fussing with formatting instead of focusing on your writing or editing. 

By default, pasting text into many Mac apps brings with it any styling that had been applied. Maintaining text styles is often desirable—particularly 
when duplicating or moving text around within a document—but it’s often an annoying waste of time when you’re bringing content into a docu-
ment from another app. In such situations, it’s best if you can paste just the text itself and have it take on the styling of the text around it. 

There are numerous ways to solve this problem. Some are free, and others take advantage of a commercial utility that you may already have for 
another purpose. If the built-in solutions don’t work in your particular workflow, turn to one of the alternatives. 

Built-in Solution: Paste and Match Style 
Apple has long acknowledged this need with a command in the Edit menu: Paste and Match Style. Many other apps mimic the naming of Apple’s 

command, although you may also see variants like Paste and Match Formatting (Microsoft Word), Paste Text Only (Nisus Writer Pro), Paste without 
Formatting (Adobe InDesign), and Paste Without Format (Affinity Publisher). 

For something as commonplace as pasting, a keyboard shortcut is welcome, and Apple’s default is Command-Shift-Option-V. That works in 
many apps, although the slightly simpler Command-Shift-V is also frequently used—it’s what you’ll find in Adobe InDesign, Nisus Writer Pro, and 
even the Web interface of Google Docs. 

For the vast majority of situations, the built-in approach is all you need. Occasionally, however, you’ll find yourself in a situation where there seems 
to be no way to strip styling while pasting. Here are some alternative approaches that should work anywhere. 

Tidbits
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Quick and Clunky: Run It through a Plaintext Editor 

If you already use a plaintext editor like BBEdit, a simple way to strip that unwanted formatting is to paste the text into a new document, select all, 
copy again, and paste it in its final destination. This approach works because BBEdit and similar apps pay no attention to text styling—they care only 
about the characters. It’s a fine workaround for infrequent use, but it’s slow and inefficient. 

Pure Paste for Monterey 
For a smoother and more flexible way of pasting plain text by default, check out Pure Paste. It lives in your menu bar and, by default, strips for-

matting from your clipboard automatically. You can override it on a per-copy basis, and it allows you to exclude particular apps for which pasted text 
should always come in with its formatting. Other options let you optionally preserve HTML links and remove tracking parameters from URLs. 

Pure Paste is free, has no ads, collects no personal information, has no network connectivity, and ignores anything copied from a password manag-
er. The only downside is it requires macOS 12.3 Monterey or later. 

TextExpander 
TextExpander enables you type an abbreviation to expand 

it into a longer word or phrase. For example, I type xte in-
stead of TextExpander. Less well-known is the fact that it can 
also strip formatting from clipboard text. While I wouldn’t 
recommend subscribing to TextExpander just for this feature, 
if you already own it, you can create a snippet that pastes the 
clipboard contents without formatting. Follow these steps: 
1. Choose File > New Snippet. 
2. Make sure the Content menu is set to Plain Text. 
3. From the little keyboard icon, choose Clipboard to insert 

the Clipboard token into the snippet. 
4. In the Label field, give it a name like “Paste Plain Text.” 
5. In the Abbreviation field, enter the abbreviation you’ll type 

to invoke the paste. 
For the abbreviation trigger, I use xpt since I prefix all of my 

TextExpander shortcuts with “x” to make them unique and 
easy to type on both macOS and iOS. 

Keyboard Maestro 
If you already use Keyboard Maestro to automate actions 

on your Mac, it too offers the capability to strip formatting 
when pasting text. It takes only a minute to create a Paste 
Plain Text macro: 
1. Choose File > New Macro. 
2. Enter “Paste Plain Text” in the name field at the top. 
3. Click the New Trigger button, choose Hot Key Trigger, 

and press Command-Control-V (or whatever you like). 
4. Click the New Action button, search for “Filter” in the 

Actions list, and double-click it to add it to your macro. 
5. Leave the Filter pop-up menu set to System Clipboard 

and the To pop-up menu set to Source, but from the 
With pop-up menu, choose Remove Styles. 

6. Back in the Actions list, search for and add the Paste ac-
tion. 
Then, whenever you press Command-Control-V, Key-

board Maestro looks at whatever is on the clipboard, filters 
out all the styles, and pastes it in whatever text field contains 
the insertion point. 

https://www.barebones.com/products/bbedit/
https://apps.apple.com/us/app/pure-paste/id1611378436?mt=12
https://textexpander.com/
https://www.keyboardmaestro.com/
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More Than One Way to Skin a Character 

I won’t pretend this list is anywhere near comprehensive—there are many ways to paste 
plain text. Glenn Fleishman is a fan of Pastebot from Tapbots. The Mac App Store also has 
the Paste Plain Text menu bar app, though it asks for your email address. And finally, those 
who use Microsoft Office should also be aware of the Paste Options button, which lets you 
decide after pasting if you want to keep the formatting of the source you’re pasting, match the 
formatting of the destination where you’re pasting, or just paste plain text. 

If you have another solution for pasting plain text that you prefer, tell us about it in the 
comments.

Can’t wait for the next newsletter to see what the guys and gals at Joy of Tech are up to? Then simply go on over to their web-
site and see past and current cartoons and other things

http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
https://tapbots.com/pastebot/
https://apps.apple.com/us/app/paste-plain-text/id1407015686?mt=12
https://support.microsoft.com/en-us/office/hide-or-display-the-paste-options-button-dace7144-924d-4bcc-a964-5fbe1f3fedab#ID0EBBD=macOS
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Membership Application Form 
Membership entitles you to access to our online forums, participation in prize drawings, and access to the bar-
gains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership dues 
($30) apply to the calendar year and are paid each December for the following year. Use the following table for 
NEW MEMBERSHIP ONLY: 

 JAN 1 to MAR 31 - $30.00  APR 1 to JUN 30 - $20.00  
  JUL 1 to SEPT 30 - $15.00  OCT 1 to DEC 31 - $10.00 

Please Print Clearly!     Today’s Date  

Name 
 Street Address 
 City/State/ZIP 

 Home Telephone 
 E-mail Address

Have you previously been a member of SMMUG? 
How did you learn about SMMUG? 

Make your check payable to:  SMMUG   
Then mail or give this form and your check to:

SMMUG, Inc.    
2100 Wood Avenue 
Colorado Springs, CO 80907-6718 

Please make an online account for me. 
User Name _______________

Don’t make an online account for me. I 
do not want one or I already have one.

Business Telephone 

About Us 

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, Col-
orado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices. 

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the second 
Monday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, where 
our collective expertise can help answer your questions.  

All members receive a monthly newsletter, published on our web site, see great reviews of software and hardware, or can partici-
pate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate memberships 
are granted. 

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operating the club and its meetings. 

http://www.smmug.org

