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Three Reasons You Might Want a 
Home Security Camera

by GLENN FLEISHMAN

It’s easy to feel that we live in a surveillance state, with every public space seemingly monitored by 
government cameras, companies placing video cameras in stores and offices, and every other car owner 
sporting a dashboard cam. Why add yourself to that mix by putting video cameras in your home? 
Reasons abound for wanting to purchase home security cameras to monitor the environment in and 
around where you live, a vacation house, or another place you may rent or make available to others.

I recently finished writing Take Control of Home Security Cameras for Take Control Books, and in 
my research, I found that most people install video cameras for some overlapping reasons: maybe you’ve 
fallen victim to “porch pirates” and are fed up with packages being snatched from your porch. Or maybe 
you want to watch the hummingbirds feeding on your back deck. Perhaps you want to do a little bit of 
both, or just have a better sense of the coming and goings around your house.

Deter and Report Crime
Burglaries have dropped significantly around the globe in recent years. In many countries, fewer than 

half as many break-ins with intent to steal occurred per 100,000 residents in 2016—the most current 
year for such statistics—as in 2005. That includes the United States, whose rate dropped nearly in half 
even with a population growth of 11%, and places like the Netherlands, with 75% fewer burglaries 
among a stable population.

While property crime has plummeted, it’s certainly not down to zero. And you may live—as I do—in 
a pocket in a city that for whatever geographic, socioeconomic, or topographical reasons has a measurably 
higher property crime rate than the rest of your area.

That can be because your house or street is tucked out of the way, views are obscured, or your area is 
perceived as or is wealthier than regions around you, even if you’re not particularly wealthy yourself!

Sometimes you want to know if people are lurking around your house or gather evidence if a crime is being 
committed.

Whatever the reason, if one of your goals for installing a camera is to capture video (and audio), there 
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SMMUG Info 2
SIG NEWS

The Saturday SMMUG Special Interest Group 
(SIG) will meet from 10:00 AM to 12:00 Noon, 
Saturday, March 14, 2020, in the Fire Station 18’s 
meeting room at: 6830 Hadler View (a map is 
located at the end of this NL). The meeting will be 
divided in to two parts. 

The First part starting at 10:00 we will focus on 
Photo’s editing. Starting at 11:00 will focus on 
iOS, helping everyone become both comfortable 
and proficient with their iPhone, iPad, and iPod 
mobile devices. 

All are invited, but new users are especially 
encouraged to attend this free meeting. Bring your 
tips and tricks, questions and suggestions. 

For more information about Special Interest 
Groups (SIGs), go to the SMMUG website.

Scan this QR code to be taken to our 
SMMUG website

ADVERTISING
You can advertise your business or service 
through the Silicon Summit.

RATES 
Per inch   $10
Quarter page   $15 
Half page   $25 
Full page   $50 
Insert                  $15

A 10% discount is applied for ads that 
run two or more months, except for 

inserts.

Sponsor ing Membersh ips a re a l so 
available to merchants who want to see 
their business name and address listed on 
the front page. Sponsoring Memberships 
are $100 for one year.

MEETING DATES
 

Our regular monthly meetings are on the second 
Monday of every month. Upcoming meeting 
dates are as follows:

 
March 9  
April 13  
May 11  
June 8  
July 13  

August 10  
September 14  
October 12  
November 9  
December 14

                                                                              
MISSED AN ISSUE?

You can find the previous issues of the 
Silicon Summit posted in PDF format at 
the SMMUG website.

THIS MONTH AT SMMUG

March 9, 2020
6:00 Q&A Session
6:45 Networking Break
7:00 Ralph Kewish will talk about Keynote 

and his walking the Camino de 
Santiago in Spain.

8:00 Adjourn

Future Meetings:
April: Photos by Mike, Guy Johnson
May: Music sources and devices by Mike
June: Home networking part 2 by Jim
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Announcements

March  Presentation
Ralph Kewish will talk about his walking the Camino de Santiago in Northern Spain. He will also discuss some of the 
things that should be considered in doing a long walk, such as the use of cell phones for communication and an App for 
navigation. Pictures of the walk will be shown along with his impressions of Spain.

Door Prizes For The March Meeting:
Scrivener [software]
PDFpenPro [software]
PDFpen for iOS [App]
(2) Little Snitch [software]
$10 gift card,
Phone stand
Water bottle
Digital alarm

Club News
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are five things to consider:
• Deterrent: The presence of a camera may scare off potential thieves or miscreants from engaging in crime in the first place.
• Alerts and alarms: If someone appears outside or inside your home, you want to be alerted to their presence and be able to see what’s going on so 

you can take action, like calling the police, or have an automatic action occur, like floodlights turning on and a siren going off. With some systems, 
events can even trigger a monitoring service that examines live video (with your advance permission) and calls police or dispatches a paid security 
guard service.

• Video for criminal charges: If a crime is committed in or near your home, your 
cameras may have captured it, and it may be valuable in finding perpetrators or getting 
a conviction. (There are issues about admissibility I get into later in the article.)

• Video for civil lawsuits: If someone vandalizes your property, steals from you, or 
otherwise causes damage, video can be an effective tool in a lawsuit to recover money or 
obtain other relief.

• Monitoring crime in the area: You may be in an area with enough general lawlessness 
that you use a camera to help as part of neighborhood efforts, such as monitoring for 
car thefts or break-ins at other houses. You might also want to make your video readily 
available to other neighbors and the police.
For each of these goals, the kinds of camera specs you need are reasonably 

straightforward:
• 1080p, 2K, or 4K recording: Modern cameras typically offer 720p or 1080p as an 

option, and some higher-end models can record in 2K or even 4K. Higher resolution 
means more detail and clarity. The difference between 720p and 4K could mean the 
difference between seeing a person with a beard and being able to identify them.

• Outdoor focused: Cameras are made to withstand indoor or outdoor conditions, and you typically want an outdoor battery-powered model that 
connects wirelessly, that is highly water-resistant, and that you can place in a mount far out of reach (and maybe out of view) of a potential lurker. 
This prevents the camera from being knocked down or someone cutting its network connectivity, power, or both. (Water resistance is rated by 
Ingress Protection or IP level, and you want IP65 or IP66 to keep someone from disabling your camera by spraying water at it.)

• Night vision: Most camera models feature infrared LEDs to illuminate indoor and outdoor scenes. However, because crimes often occur with 
low or no lighting, you might opt for a camera that requires a power source instead of a battery to allow for higher-intensity infrared LEDs and a 
more sensitive image capture sensor. (Infrared LEDs don’t work on the inside of a window looking out—they reflect off the glass.)

• System integration: Most cameras offer smartphone or other alerts when triggers set off recording, such as motion or a camera being unplugged. 
If you’re concerned about a break-in or other actions, you likely want a camera tied into an alarm system that can trigger a siren, call a monitoring 
company, and turn on floodlights.

• Full capture: This is a more niche need, but if you have constant problems with crime, you may want to retain a continuous video feed for an 
extended period. In this case, you may need to purchase an integrated multi-camera system that includes or supports a network video recorder that 
can record days or weeks of video to a local hard drive. However, some cloud-connected cameras offer continuous recording, too, and the price is 
falling. Google is rolling out a revised storage plan for its Nest cameras that covers all the cameras in a home for just $12 per month for 10 days 
of continuous footage and 60 days of motion-triggered clips.

• Storage: Because you may not discover a crime has occurred until well afterward, you almost certainly want long-term storage of motion clips. 
Many cameras include some free clip storage, often the last day’s worth, but offer paid subscriptions that include 7, 30, or 60 days of 
motion-triggered clip storage. Amazon’s Blink cameras uniquely include 2 hours of clip storage (from 5 to 60 seconds each) that remain available 
as long as you want. You can also opt for a camera that stores clips on a memory card.

• Third-party access: Some systems let you share video directly with law-enforcement officers or provide it to neighbors who can then choose what 
to do with it. If this is an ongoing concern, consider that factor when deciding which camera you purchase. Ring offers such features, but they’re 
controversial (see “Amazon Using Police Departments to Sell Ring Cameras,” 29 July 2019, and I devote a section of the book to it, too).

Use Video to Prove a Crime
You might want to record video to use as evidence of a crime. But can that video be used to charge someone or be introduced in a trial? (Let me 

note: I am not a lawyer and this does not constitute legal advice.)
For people without permission to be on your property or inside your home, the answer generally appears to be yes. However, police have to follow 

an investigative process in obtaining the video from you, documenting a camera’s position, and making sure they can prove the date and time and 
location of the recording.

Continued from page 1

A vast array of camera models abound for 
outdoor use, optimized to use infrared light 
and often high-resolution video to snag 
otherwise invisible action.

https://support.google.com/googlenest/answer/9546397?hl=en
https://support.google.com/googlenest/answer/9546397?hl=en
https://tidbits.com/2019/07/29/amazon-using-police-departments-to-sell-ring-cameras/
https://tidbits.com/2019/07/29/amazon-using-police-departments-to-sell-ring-cameras/
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Merely emailing a video to the police won’t work as evidence in court! In fact, if the police rely on video without following the rules, that could lead 

to any other evidence they collect based on that video being thrown out—the so-called fruit of the poisoned tree.
Defense attorneys may be able to block a video on many grounds or destroy its credibility if all the niceties aren’t followed. For instance, if a 

camera’s clock is set incorrectly and the timestamp on the video is inaccurate, that casts doubt on the veracity of its recordings.
However, an increasing number of cases rely on video recorded by someone of a crime against them or their property, or on video given by 

neighbors, offered by nearby businesses, or subpoenaed by police.
If you have video evidence of a crime involving someone you invited into your home, like a babysitter or plumber, and your cameras are hidden, 

not every state or judge will admit the evidence, as guests may have an expectation of privacy, regardless of their behavior. (It’s a little like the “you 
invited the vampire in” rule of mythology.)

Defendants, by the way, are often allowed more leeway to introduce into evidence video that might exonerate them, as the balance of power in a 
criminal proceeding favors defendants providing evidence that casts doubt.

Keep Track of Comings and Goings
While camera vendors emphasize security in their marketing pitches, personally controlled cameras on your property can meet many more needs 

than deterring or recording burglaries. This includes many distinct activities, all of which have privacy, security, and safety considerations:
• Know when packages are delivered, so you or a neighbor can retrieve them before someone else steals them. Some camera software even recognizes 

a package delivery versus other kinds of people arriving at your front door.
• Get a remote face check that you can use to admit a contractor or delivery person.
• Confirm that a child has left the house or arrived home. Smartphones help with this, too, but not all children have one (shocking, I know).
• Monitor an infant in its room.
• Monitor or communicate with a babysitter or nanny.
• Capture footage of birds and wildlife. This may be for appreciation, like a hummingbird cam, or out of concern. In some areas, homeowners have 

to monitor for animals they view as pests—munchers of vegetables or potential spreaders of disease—like rabbits, deer, rodents, and other small 
animals. You might also need to beware of predators like mountain lions, cougars, and bears—oh my!—or alligators, coyotes, and wolves, 
depending on where you live.

• Capture people letting their dogs poop on your lawn and not picking it up. Seriously, I imagine that’s a top-ten, if not top-five purpose.
There’s no single camera model that’s perfect for all these purposes. But there are 
four general considerations that overlap:
• Need to greet someone at the door: To this end, you almost always want a 

doorbell cam with a button visitors can press. The camera may provide facial 
recognition, which can even be used to unlock the door for known parties if 
also paired with a smart lock. These doorbell cameras or front-door cameras 
always post an alert on your smartphone or another device when they see a 
face, allow two-way audio communication, and show (often with a fish-eye 
lens) the entire area around the door. 

• Need to monitor what’s happening inside your house: This kind of 
monitoring can be creepy, but in the appropriate situation, it can be helpful or 
even provide necessary oversight. If you have employees (like a nanny) or 
contractors in your house routinely, you may want a camera both to tune in 
live or to review video if something does something wrong and tries to hide it. 
(They may want it, too, to prove they didn’t do anything wrong.) The 
presence of a camera might deter improper actions, too. A wide array of 
indoor models meet this need. Some cameras can even detect the distinctive 
tones of a smoke or carbon monoxide detector and alert you that it has gone 
off.

• Need to monitor goings-on in front of your house: For contractor work, 
the coming and going of people to a porch, and even checking up on kids 
playing in the front lawn, you want either an outdoor battery-powered 
camera—possibly with a solar panel to avoid having to recharge the battery—
mounted in a position that is hard to get at; or an indoor camera mounted 
directly onto a window.

• Need to communicate with people inside your house: Most indoor cameras 
include two-way audio, like an intercom. Check the specs on cameras to make 

• A home security camera can alert you when a package has been 
dropped at your porch, and even allow you to let in known people.

https://tvtropes.org/pmwiki/pmwiki.php/Main/MustBeInvited
https://tvtropes.org/pmwiki/pmwiki.php/Main/MustBeInvited
https://tvtropes.org/pmwiki/pmwiki.php/Main/MustBeInvited
https://tvtropes.org/pmwiki/pmwiki.php/Main/MustBeInvited
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sure the feature is present and read reviews to learn how well it works. Reviewers often focus attention on this feature.

What We Don’t See
A home security camera won’t magically solve problems, especially when petty crime is involved. What these cameras typically offer is insight: a 

better sense of what’s happening when you’re not looking and information about whether things happened as you expected—a contractor built a 
fence, a kid came home from school late, or someone stole your mail just minutes after mail carrier delivered it.

These little bits of knowledge can help you better shape your day, worry less about your surroundings, and, yes, have evidence when things go 
awry.

Looking to learn more about Apple’s new HomeKit Secure Video storage? It’s a developer-level option that lets camera makers tie their devices in with Apple’s 
HomeKit home automation system. To avoid concerns about sensitive video falling into the wrong hands, HomeKit Secure Video encrypts all recordings 
end-to-end from your devices and stores them encrypted on iCloud servers—just like iCloud Keychain—so that nobody but you can view them. I cover 
HomeKit Secure Video in Take Control of Home Security Cameras, but if you’d like to know more about it, let us know in the comments, and I’ll write 
an article about how it works with some of the first cameras that support it.

TipBITS: Enable the Startup Chime on New Macs
by ADAM ENGST

I have recently been playing with some very old Macs and emulators, which reminded me of how the Mac’s startup sound evolved over the years 
before going quiet in 2016. Ken from the Computer Clan made a nice video that provides a history of the startup sound and demonstrates how the 
startup sound changed over time.

When Apple disabled the startup sound by default in 2016, someone discovered that a Terminal command could bring it back:
sudo nvram BootAudio=%01
Unfortunately, that approach stopped working with Mac models in 2017, presumably due to Apple removing the option in a macOS update, and 

since then, new Macs have started up silently. Now, however, Twitter user DylanMcD8 has discovered a new NVRAM parameter that brings back 
the startup sound, even on the latest Macs.

sudo nvram StartupMute=%00
TidBITS Talk members report it working on 2017 iMacs, 2018 Mac minis, a 2018 13-inch MacBook Pro, and a 2019 16-inch MacBook Pro. 

However, AppleInsider said that it didn’t work on several machines—it’s unclear why not.
I don’t understand what modern-day Apple has against the startup sound. Sure, make it an option for those who need their Macs to be silent at all 

times, but it’s a useful indication that the Mac is working as expected—at least to that point in the boot process. Perhaps Apple is trying to encourage 
the belief that Macs are always available like iPhone and iPads, but reality doesn’t support that.

To reverse this setting, should you want to, change the command to:
sudo nvram StartupMute=%01
Thanks to Howard Oakley, whose post on his Eclectic Light Company blog was the first instance I saw of this, though it has subsequently 

spread widely.

ExtraBITS
Putting a $31,199 Mac Pro Through Its Paces -- Who would want a Mac Pro costing nearly $32,000? Craig A. Hunter found that it’s a good 
value for the right sort of professional, given that it can complete calculations that would cost thousands of dollars per solution on a supercomputer.

Movie Villains Don’t Use iPhones -- An amusing anecdote from director Rian Johnson reveals Apple’s level of influence over Hollywood, but such 
influence isn’t out of the ordinary.

Is Apple Turning iOS into Adware? -- Apple’s services business is growing by leaps and bounds, but is Apple’s relentless push to sell services with 
non-stop ads hurting its core products? (Short answer: Yes, it is.)

Pedometer Apps Turn Your iPhone into a Step Counter -- Step counting is a good way to ensure you’re staying active, and if you don’t have an 
Apple Watch, your iPhone can keep track of how many steps you take every day. Apple’s Health app includes step counting among its fitness 
metrics. Better yet, try a third-party pedometer app such as ActivityTracker Pedometer or Pedometer++.

Tired of Web Sites Blocking Standard Browser Controls? StopTheMadness! -- Have you run across Web sites that steal control of your Web 
browser so you can’t copy text or use standard system functions? StopTheMadness can give you back control over your browser.

https://www.takecontrolbooks.com/security-cameras/?pt=TIDBITS
https://www.takecontrolbooks.com/security-cameras/?pt=TIDBITS
https://www.youtube.com/watch?v=e7LW_NvSuIk
https://www.youtube.com/watch?v=e7LW_NvSuIk
https://twitter.com/DylanMcD8/status/1230962794188722180?s=20
https://twitter.com/DylanMcD8/status/1230962794188722180?s=20
https://talk.tidbits.com/t/how-to-enable-the-startup-chime-on-recent-macs/11169
https://talk.tidbits.com/t/how-to-enable-the-startup-chime-on-recent-macs/11169
https://appleinsider.com/articles/20/02/22/how-to-turn-your-mac-startup-chime-back-on
https://appleinsider.com/articles/20/02/22/how-to-turn-your-mac-startup-chime-back-on
https://eclecticlight.co/2020/02/22/how-to-enable-the-startup-chime-on-recent-macs/
https://eclecticlight.co/2020/02/22/how-to-enable-the-startup-chime-on-recent-macs/
https://tidbits.com/2020/02/28/putting-a-31199-mac-pro-through-its-paces/
https://tidbits.com/2020/02/28/putting-a-31199-mac-pro-through-its-paces/
https://tidbits.com/2020/03/01/movie-villains-dont-use-iphones/
https://tidbits.com/2020/03/01/movie-villains-dont-use-iphones/
https://tidbits.com/2020/02/20/is-apple-turning-ios-into-adware/
https://tidbits.com/2020/02/20/is-apple-turning-ios-into-adware/
https://tidbits.com/2020/02/24/pedometer-apps-turn-your-iphone-into-a-step-counter/
https://tidbits.com/2020/02/24/pedometer-apps-turn-your-iphone-into-a-step-counter/
https://tidbits.com/2020/02/17/tired-of-web-sites-blocking-standard-browser-controls-stopthemadness/
https://tidbits.com/2020/02/17/tired-of-web-sites-blocking-standard-browser-controls-stopthemadness/
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DOOR PRIZE WINNERS

For The February 2020 Meeting
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Can’t wait for the next newsletter to see what the guys and gals at Joy of Tech are up to? Then simply go on over to their 
website and see past and current cartoons and other things

http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
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Computer Electronic Show 2020 
CES 2020: Clean Air and Clean Water, Plus Robots and Holograms

In general, CES shows the cutting edge of gadgetry, both those products (or at least product categories) that we’ll all have to have in five years, 
cheek-by-jowl alongside those products or ideas that will never see the light of day. Eureka Park, the portion of the show for startups, is where CES 
metaphorically looks on and says, “Whoa, man, what were you thinking when you came up with that?” Here’s where most companies won’t exist 
five years from now—and might only exist in a business incubator now—but also where I see the wildest thinking and most inventive solutions of 
the show.

Coolfinity Intermittent-Power Refrigerator
Refrigeration is one of those technologies that it’s hard to imagine what it’s like to live without, but that’s the 

situation worldwide for anyone living with an unreliable power supply. That doesn’t only affect the luxury of a cold 
beverage on a hot day—it can be lifesaving to have cold beverages when heatstroke is dangerously likely, and it’s 
always lifesaving to have reliable refrigeration for medicines that must be kept cold. And of course, if food is scarce, it 
has to be preserved for as long as possible. Coolfinity has a solution: two models of refrigerator—one for 
consumables and another for medications—that need only 6 hours of power every 24 hours to keep things cold. If 
the power cuts out, an “ice battery” cools the interior as it discharges, and that plus insulation creates a 48-hour 
window during which the fridge’s contents stay cool. Coolfinity’s literature talks about getting its product into 
less-developed regions but doesn’t answer a key question: could this technology cut home refrigeration energy costs 
from the 13.1% they currently average? I would think so because you could put it on a timer—but their literature 
doesn’t say. And in any case, the company isn’t currently offering individual sales. Still, if you’re interested in this for 
home use, or maybe want to be kept apprised of ways of supporting Coolfinity’s campaigns in other countries, the 
company has an email newsletter.

Hydraloop Water Recycling System
Make a short list of infrastructure needs that are more important than 
electricity, and clean water is in the top three. That’s a problem in many 
parts of the world, including the United States, where freshwater sources 
are overtaxed and droughts are frequent. (Secondarily a problem because 
our landscaping standards are inherited from French kings from 400 
years ago.) Hydraloop has a fix for this: use your water twice. Hydraloop’s 
products are the size of a refrigerator with about half the depth, and each stores and treats up to 80 gallons 
of water. It connects to your household plumbing to take in water from the bath and shower—and 
optionally a washing machine—treat it back to cleanliness, and then redirect the output for home use (in 
the washing machine or toilets), as garden irrigation, or into a swimming pool—Hydraloop offers a 
separate model for each of these three use cases. When you have enough recycled water in the tank, it will 
be used preferentially to incoming freshwater, but new water is always drawn as needed when the tank is 
dry. An app tells you when you can run a load of laundry on just recycled water and when you can spend 
an extra ten minutes in the shower because you’ll be using that much water anyway later in the day. 
Hydraloop models will ship in the US in the second half of 2020 and start at $4000; some of the listed 
intakes and outputs require extra pumps, and there are additional 
costs for shipping and installation.

Luft Cube Air Purifier
If you need your air cleaned more than your water, Luft Cube might be up your alley. It grabbed my 

attention because it’s palm-sized, whereas many air purifiers at CES are the size of desk fans or larger. The 
premise behind the Luft Cube is that you can toss it into a bag and set it up in an office, home, or car near any 
USB-C power source. A fan draws air past a UV LED light and through an antibacterial mesh, then radiates 
the cleaned air outward. In a room of 177 square feet, the maximum space the company recommends for 
coverage, the entire room will be recirculated in about 3 hours. Luft Cube is available in various colors and for 

https://tidbits.com/uploads/2020/02/Eureka-2020-3.jpg
https://tidbits.com/uploads/2020/02/Eureka-2020-3.jpg
https://coolfinity.com/
https://coolfinity.com/
https://michaelbluejay.com/electricity/refrigerators.html
https://michaelbluejay.com/electricity/refrigerators.html
https://coolfinity.com/coolfinity-form/
https://coolfinity.com/coolfinity-form/
https://coolfinity.com/coolfinity-form/
https://coolfinity.com/coolfinity-form/
https://www.who.int/news-room/fact-sheets/detail/drinking-water
https://www.who.int/news-room/fact-sheets/detail/drinking-water
https://www.usatoday.com/story/weather/2018/02/02/u-s-drought-worst-level-nearly-4-years/300850002/
https://www.usatoday.com/story/weather/2018/02/02/u-s-drought-worst-level-nearly-4-years/300850002/
https://theweek.com/articles/483762/blades-glory-americas-love-affair-lawns
https://theweek.com/articles/483762/blades-glory-americas-love-affair-lawns
https://theweek.com/articles/483762/blades-glory-americas-love-affair-lawns
https://theweek.com/articles/483762/blades-glory-americas-love-affair-lawns
https://www.hydraloop.com/
https://www.hydraloop.com/
https://tidbits.com/uploads/2020/02/Eureka-2020-2.jpg
https://tidbits.com/uploads/2020/02/Eureka-2020-2.jpg
https://www.luftcube.com/
https://www.luftcube.com/
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pre-order on Indiegogo for $109 with shipping planned in March 2020.

Odd.Bot Robot Weed Eater
Some people need their crops cleaned of weeds. Usually, this requires herbicides, bulky tractors that burn 

fossil fuels, or extensive manual labor. Odd.Bot introduces a fourth method: robot weed eaters. Their Weed 
Whacker—a term I was surprised to find is not trademarked—rolls along on three legs and can identify 
weeds both between crop rows and in between specific plants. When it finds one, a projecting scoop grabs it 
out of the ground and casts it aside. The engineer demoing the robot was rightly proud of two AI advances 
Odd.Bot had made: its ability to distinguish weeds from crops and its reliability rolling along on uneven farm 
terrain. The Weed Whacker is not yet available, but when it ships, it’ll be a service you purchase per use, not a 
product you’ll buy. Odd.Bot is a Dutch company, so if you’re not in the Netherlands, you may want to get 
on the company’s mailing list to express interest; the Weed Whacker is small enough that I don’t see why a 
future version couldn’t be used in a decently sized home garden. You may also see its cousin on a beach, as 
the company is developing a second model designed to clean up trash and detritus that washes ashore.

NanoAR Glass Projection System
I’m a fan of meaningless CES buzzwords and was greatly amused by NanoAR’s 

invention of “photonic projection,” a state you can duplicate by turning on a flashlight. But 
what the company meant is pretty cool—it’s not the projection of the photons it’s touting 
but rather the screen they’re caught by, which is, to all appearances, just a pane of glass. 
Some kind of glass treatment catches an image projected onto it from a projector hidden on 
the floor. The result is a clear image that almost hovers in mid-air (if you don’t notice the 
edges of the glass), just transparent enough to see whatever is physically behind the glass.

Smoodi Automatic Smoothie Maker
My local convenience store has a machine that will make you a soda in up to 165 flavors—or once you consider 

mix-and-match possibilities using the app, 4.4 million flavors. If you wish you had a similar option for healthier beverages, 
you may want a Smoodi. Smoodi machines are designed for stores and corporate kitchens, and they let you pick from one of 
three flavors of fruits, berries, and veggies (unhelpfully named “Tropical Vibes,” “Green Energizer,” and “Brain Boost”); add 
in a selection of toppings and additives such as cocoa, flax, or coconut; and watch it mix up a smoothie and then clean up after 
itself. To me, this sounds as appetizing as gargling a Chia Pet, since chia is one of the toppings—but to each their own, and I’d 
probably like the just-berries option. No prices are listed—you tell Smoodi how many smoothies you think you’ll sell or give 
out to employees per day, and the company will quote you a price.

DreamOn Sleep Wristband
The DreamOn Band is a clever idea, but I still can’t figure out why it exists. The premise 
is that the human brain has certain electrical rhythms associated with falling asleep faster 
and sleeping deeper once you get there. The company’s claim is that, when provided with 
tactile and sound pulses from a wristband that mimics these rhythms, your brain will fall 
into pace with them and start your forty winks without drugs or other sleep aids. I’m not 
qualified to vet the medical claim, but a booth representative said the magic words that 
improve my confidence, “We’ve published 
peer-reviewed studies.” You control it with an 
iPhone app, but that leads to my fundamental 
question: why is this a $149 product instead of an 
Apple Watch app? I don’t see the DreamOn Band 

doing anything that an Apple Watch (or many other smartwatches) can’t. It’s currently 
out of stock; new orders will ship in 10–12 weeks.

Incus Hearing Assistant
After spending the day looking at assistive hearing technologies that could get lost in 

one’s ear, I was negatively surprised by the Incus, a $150 microphone/speaker that looks 
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like a mouse that fell off a 2004 iMac (the white thing at the bottom left of the photo below) and that was depicted as being worn by an elderly 
woman using a chest strap the size of a seat belt. But I thought the pendant version that the company also had on display was pretty—or at least, 
something my grandmother would have worn—and perhaps worthy of coverage, so I asked how much it cost. “Uh… that’s $15,000. Not for sale.”

Bob “Dr. Mac” LeVitus’ Tips
Teach Siri to Pronounce Any Name Properly... 

It always irks me when Siri mispronounces a proper name. And it 
irks me even more when Siri mispronounces my surname. 

• Calling Lisa LuvEEEtis
• Calling Allison LeveeTuss
• Calling Jacob LevittUs
• Calling Jodie LevIttyCus

For the record it's pronounced Love-itis, just like the disease and The 
J. Geils Band's not particularly popular song, Love-itis.

I took it upon myself to figure out a way to teach Siri to say LeVitus 
properly. This was most definitely a rabbit hole, but in the end it was 
worth it. 

My solution was to edit contact records on my iPhone by scrolling to 
the bottom of the record, and clicking Add Field, and adding a field 
called Pronunciation Last Name. and typed Love-eye-tuss.

That worked pretty well after testing numerous pseudo-phonetic 
spellings, but then I read an article at iMore.com by Lory Gill 
describing a much faster and easier way to teach Siri to say a name 
correctly.

So, the next time Siri mispronounces a name, just say, "Hey Siri! 
You're pronouncing the first/middle/last name wrong," and you'll see 
something like this: 

Tap the Play icon for each option to listen to them, and then tap 
Select for the winner. 

Read the full article at iMore.com.

A Cool and Useful Apple Watch Tip
I heard Dave Hamilton mention this Apple Watch tip recently on 

Mac Geek Gab (perhaps my very favorite podcast...). While I've 
know about this for years, many of you may not have (and it's so worth 
knowing). So here it is: When you press the Digital Crown to access 

the apps on your Apple Watch, the default is Grid View, with little 
icons in little circles, something like this:

I hated that view. My fingers are too fat; my eyes are too old; and the 
icons are too tiny. So, I found a solution ages ago—long-press on the 
grid and choose List View:

And BOOM! The Grid disappears and the glorious List appears in 
its place:

You'll never have to deal with those tiny icons again (unless or until 
you want to, in which case you long-press the list and choose Grid 
View). 

Reprinted with Bob LeVitus’ permission. Sign up for Bob’s free Insiders Mailing List.
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TipBITS: Google Drive Sorting Can Hide New Documents
by ADAM ENGST

Here at TidBITS, we rely on Google Docs for all our collaborative writing and editing. We have a TidBITS Articles folder in Google Drive that 
we share with our regular contributors, and whenever we work with a new author, we share an article template file with them manually. As a result, 
that TidBITS Articles folder has become the central location where Josh and I look to find the articles we need to edit—new files and those that were 
most recently edited bubble to the top by default.

So you can imagine my frustration when, for about a week, Josh would tell me that a new article was ready for editing, but it didn’t show up at the 
top of the TidBITS Articles folder. I could find the article by searching for a word I thought was in it, but since I hadn’t read the article yet, finding it 
was sometimes just dumb luck. Once I had found the article and taken my edit pass, it appeared at the top of the folder as it should. Maddening! 
Josh wasn’t having the problem, so it was clearly somehow related to my system.

I tried different browsers, multiple Macs, and logging out and back into Google Drive, but nothing helped—new articles didn’t appear. Then one 
day, randomly, I scrolled to the bottom of the TidBITS Articles folder and all suddenly became clear.

Google Drive lets you sort by name or last modified date in either ascending or descending order. In a slight twist from what we’re used to on the 

The Internet
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Mac, there are three options under the Last Modified menu. You might not have even realized Last Modified was a menu since the downward 
arrow indicating that doesn’t appear until your pointer moves over it (one demerit for poor discoverability, Google).

The options are:
Last Modified: The default option makes the most sense for most people, most of the time, since it merely looks at the last-modified date for 

every file—whoever made the change—and sorts accordingly.
Last Modified By Me: This option is more subtle and can be useful when you share a folder with other people but want to focus on the 

documents you edit.
Last Opened By Me: The final option is essentially the same as the previous one but considers a file as “touched” if you merely open it, even if 

you don’t make any changes.
My problem stemmed from the fact that my sort order had somehow changed from Last Modified, which is what I want, to Last Modified By 

Me. That change caused my confusion because, with either Last Modified By Me or Last Opened By Me, all the files that you haven’t yet edited or 
opened sort to the very bottom of the file listing when the sort order is set to ascending, as mine was. Out of sight, out of mind.

Such a sort order is sensible, of course, because if you haven’t yet edited or opened a file, it has no “last” date to sort by. But if, like me, you’re 
accustomed to everything showing up at the top of a Google Drive folder, particularly one that might have quite a few files in it, you’re unlikely to 
think to scroll down.

I hope you can learn from my week of frustration caused by a not-so-obvious sorting error.

#DeathToAutoPlay—Netflix Finally Lets Us Disable Auto-Play Previews
by ADAM ENGST 

I spend a lot of time feeling like a modern-day Don Quixote, off tilting at tech windmills. Of my Bad 
Apple articles, Apple has addressed only one—the issue with Reminders sorting badly, which the company 
fixed in macOS 10.15 Catalina and iOS 13 (see “Bad Apple #4: Reminders Stinks at Sorting,” 3 May 
2019). But I never really expected Apple to be sensible and alphabetize the items in iOS’s Settings app (see 
“Bad Apple #2: Alphabetize Settings in iOS,” 21 February 2018).

Nor did I expect much to come of my campaign against Netflix’s callously disrespectful auto-play preview 
videos (see “#DeathToAutoPlay—No More Audio and Video That Plays Automatically!,” 6 February 
2019). Since that time, I’ve been spending more time in Amazon Prime Video and using the WatchAid app 
to get to Netflix shows (see “Avoid Netflix AutoPlay Previews on the Apple TV with Reelgood and 

WatchAid,” 9 August 2019). But it’s hard to 
avoid the Apple TV’s Netflix app entirely, since 
it has some shows I’d like to watch, and 
WatchAid’s database isn’t perfect.
  So it was with great surprise that I saw the 
news from Netflix on Twitter today.
  It’s wonderful to hear that Netflix, upon receiving feedback from customers that they 
abhor this feature, sprang into 
action and—exactly 1 year to 
the day after my initial 

article—introduced an option. Don’t get me wrong—I’m not complaining about the 
eventual outcome, but seriously, a year?

Turning off the auto-play previews is easy, if a little hidden. Sign into Netflix on the 
Web, click your avatar in the upper-right corner, and choose Account. In the Account 
screen, click Manage Profiles, click your profile, deselect the “Autoplay previews while 
browsing on all devices” and click Save.

Netflix admits the change may not take effect immediately, but says you can force it to 
load by switching to another profile and then back. For my account, the only thing that 
worked, several days later, was signing out of Netflix on the Apple TV and then signing 
back in.

Now if only Apple would stop advertising at us in the Apple TV app, we would be 
headed in the right direction again (see “Why Is the Apple TV Constantly Advertising at 
Us?” 16 January 2020).

https://tidbits.com/uploads/2020/02/Google-Drive-Last-Modified-menu.jpg
https://tidbits.com/uploads/2020/02/Google-Drive-Last-Modified-menu.jpg
https://tidbits.com/series/bad-apple/
https://tidbits.com/series/bad-apple/
https://tidbits.com/series/bad-apple/
https://tidbits.com/series/bad-apple/
https://tidbits.com/2019/05/03/bad-apple-4-reminders-stinks-at-sorting/
https://tidbits.com/2019/05/03/bad-apple-4-reminders-stinks-at-sorting/
https://tidbits.com/2018/02/21/bad-apple-2-alphabetize-settings-in-ios/
https://tidbits.com/2018/02/21/bad-apple-2-alphabetize-settings-in-ios/
https://tidbits.com/uploads/2020/02/DeathToAutoPlay-smaller.jpg
https://tidbits.com/uploads/2020/02/DeathToAutoPlay-smaller.jpg
https://tidbits.com/2019/02/06/deathtoautoplay-no-more-audio-and-video-that-plays-automatically/
https://tidbits.com/2019/02/06/deathtoautoplay-no-more-audio-and-video-that-plays-automatically/
http://www.watchaid.tv/
http://www.watchaid.tv/
https://tidbits.com/2019/08/09/avoid-netflix-autoplay-previews-on-the-apple-tv-with-reelgood-and-watchaid/
https://tidbits.com/2019/08/09/avoid-netflix-autoplay-previews-on-the-apple-tv-with-reelgood-and-watchaid/
https://tidbits.com/2019/08/09/avoid-netflix-autoplay-previews-on-the-apple-tv-with-reelgood-and-watchaid/
https://tidbits.com/2019/08/09/avoid-netflix-autoplay-previews-on-the-apple-tv-with-reelgood-and-watchaid/
https://twitter.com/netflix/status/1225506511184703493
https://twitter.com/netflix/status/1225506511184703493
https://tidbits.com/uploads/2020/02/Netflix-auto-play-tweet.png
https://tidbits.com/uploads/2020/02/Netflix-auto-play-tweet.png
https://help.netflix.com/en/node/2102
https://help.netflix.com/en/node/2102
https://www.netflix.com/profiles/manage
https://www.netflix.com/profiles/manage
https://tidbits.com/uploads/2020/02/Netflix-profile.png
https://tidbits.com/uploads/2020/02/Netflix-profile.png
https://tidbits.com/2020/01/16/why-is-the-apple-tv-constantly-advertising-at-us/
https://tidbits.com/2020/01/16/why-is-the-apple-tv-constantly-advertising-at-us/
https://tidbits.com/2020/01/16/why-is-the-apple-tv-constantly-advertising-at-us/
https://tidbits.com/2020/01/16/why-is-the-apple-tv-constantly-advertising-at-us/


14

Reviews
Scrivener 3

by L. Davenport

Scrivener is an program for writers of all kinds - from amateurs to professionals. It has a wide variety of features to accommodate different 
purposes, including novels, screenplays, academic papers and dissertations, general non-fiction, journalism, blogging, and much more. It’s a 
ring-binder, a scrapbook, an outliner, and a text editor.

Now, before I lose the interest of individuals that aren't story writers, know that Scrivener tries to present as simple an interface as possible. 
You can configure it to look like a 
basic word processor or configure 
it to use outlines and index cards 
(for organizing your material). 
Basically, it is useful to anyone 
who needs to create text, collect 
research notes, sort ideas, etc. It 
has a degree of flexibility and 
complexity to suit every need.

Scrivener lets you compose your 
text in any order or in sections as 
large or small as you like. You can 
hammer out every last detail 
before typing a word or create a 
draft and then restructure it later. 
Novelists can write each scene in a 
separate document or write whole 
chapters as one document. Theses 
can be split into arguments, 
chapters or paragraphs. You can 
switch instantly between editing 
your manuscript one section at a 
time or together as a whole.

Scrivener allows you to write, 
research, and arrange long 
documents by breaking them into 
smaller sections. Each section is 
integrated into a project outline, 
meaning that you can step back 
and work with an overview. 
Restructuring is as easy as drag and 
drop.

You can import your research 
documents - images, PDF files, web pages, even movie and sound files directly into Scrivener. You can view it right alongside whatever you’re 
writing, so your research is always within reach.

How you structure your project is for you to decide - you might have a folder for each chapter containing text documents for each scene; you 
might have no folders and just use text documents for each chapter; you might do something completely different. There’s no right way or 
wrong way - only your way.

Every document in a Scrivener project is associated with a synopsis and notes. Scrivener’s outliner (Figure 3) and Cork board (Figure 2) views 

,
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show only the synopsis and title of each document, allowing you to get an over-all view of your document.

Metadata
You can use meta-data to record and find useful 

information, Color code sections using labels, track the 
progress of revisions by applying a "Status", and assign 
keywords for anything you want. You can even create your 
own meta-data fields to suit the demands of your project.

Table Of Contents
Except for ebooks, there is no support for inserting a table 

of contents into your document that will update itself as you 
change the names of items in your draft or move them 
around. But for output, there are tools to produce a static list 
that is cross-referenced to page numbers.

Collections
Collections let you create lists of related documents from 

anywhere in your project. Build smart lists that automatically 
show you documents that need more work, or scenes written 
from a particular point of view. Want to track which 
chapters are flashbacks? Just throw them in a "Flashbacks" 
collection.

Set Targets and Track Progress
You can set word or character targets for your entire 

manuscript or for sections within it or set a target for the 
current writing session. Scrivener can keep track of word and character counts as you write and you can check the Writing History to see how 
much you have written each day, each month, or a combined total.

Templates
When you first open Scrivener, you are presented with a Projects Template window that is divided into these categories: 

• Getting started: This is where the Scrivener manual is located, plus it has a very in-depth interactive tutorial that takes you step-by-step through 
learning most of Scrivener's features.

• Blank: A typical blank page ready for you to configure to your needs.
• Fiction: Novel, Novel with Parts, and Short story templates.  
• Non-Fiction: Essay (Chicago style), General Non-Fiction, General Non-Fiction (LaTex), Paper (APA), Paper (MLA), Research proposal, and 

Undergraduate Humanities essay templates.
• Scriptwriting: Scrivener is not intended to be a 

dedicated scriptwriting program, but it does have basic 
script formatting and export formats that most 
scriptwriting software can read (Figure 10). This 
makes Scrivener suitable for first drafts. The available 
templates are: BBC Radio scene style, BBC Taped 
drama, Comic strip, Documentary Script, Screenplay, 
Stage play (UK), Stage play (US).

• Miscellaneous: Persuasive Lecture, Poem, and Recipe 
collection templates. BTW: The Recipe template is 
very complex with all the meal categories/folders from 
appetizers to deserts already created for you. It even 
comes with a "Measurements and Equivalents" 
document in the "Resources" folder that already has 
common ounce-to-cup etc. conversions listed. 

Figure 2. You can use Scrivener’s Cork Board and Index cards to map out 
the order of your document before you even start. They can be reshuffled 
later if you want to rearrange the order of your chapters etc. The cards are 
titles and have short descriptions.

Figure 3. The Outline view shows the same information as the cork board 
view, but just in a different way.
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Character and Scene templates

Other added features included with the Novel templates are empty 
Character Sketch (Figure 7) and Scene Sketch (profile) templates. If you are 
writing about a few people, it should be easy to keep straight each person’s 
goal, physical description, personality, occupation, habits/mannerisms, 
background, and internal conflicts. But if you are writing a novel with 
hundreds of people like in the Harry Potter® books, it would be very hard to 
remember all of these details for each of your characters. For example: I have 
read stories on the internet where the author starts writing about a trait, 
background, etc. for a character - not realizing that those traits were for a 
different character. OOPS! 

It might be equally hard to keep track if your story covers quite a few 
locations. You would need to remember the season, unique features, sights, 
sounds, and smells for each location. Again, I would read stories where the 
author gets confused and refers to an event at a location only to have mixed 
up his location details. This gets very confusing. 

So you can see how using one of these templates for every character or 
location can be a big help in keeping everything straight in your story. 
Mistakes ruin the flow of the story and you know that there are people out 
there who are just like me, who love to catch author’s mistakes. Don’t give 
them/me the satisfaction.

The Scrivener Interface
Once you choose either a blank template or one of the ready-made 

templates followed by choosing where your document will be saved, the 
Scrivener main Interface window will open up (Figure 1). This window is divided into six different parts: 

Across the top is the Toolbar which is customizable (with around 60 different Scrivener specific tools).
Beneath the Toolbar is the Format Bar (which contains your 

standard text editing and formatting tools).
Along the left side is the "Binder" (a hierarchal list of all items in 

your project). In other words, it is a nested list of documents that can 
be expanded and collapsed so you can work with your whole outline 
or only subsections of it (left side of Figure 1). You can drag-and-drop 
items, document chapters, etc. to change their order in your project. 

On the right side is the "Inspector". It has five panes of information 
which cover different aspects of your document: Bookmarks, Notes,  
Meta-data, Comments, Footnotes, and Snapshots (snapshots save a 
version that you can revert back to or compare between different 
versions).

At the center is your Editor window. This can be displayed as either 
a single pane or split (either horizontally or vertically) into two panes 
which shows you two different locations in your document, two 
different documents, etc.

At the bottom is your Footer Bar: It will change depending on the 
type of document visible and the current editor mode. The Footer Bar 
generally concerns itself with manipulating or providing information 
about the content in the Editor. It displays the Zoom drop-down 
menu and the Statistics Bar that contains a word count. 

Now if this seems a bit confusing or overwhelming to you, you can always hide the Binder, Inspector, Format Bar, Toolbar, and the Footer Bar. 
Then all you would see is the Editor window. No clutter. No confusion. So you can start simple and then add features as you need them. 

As your needs grow, you may want to take advantage of Scrivener's three different View Modes:   
Scrivenings view: If you have divided your document into many parts (such as chapters or scenes in a novel or play), you may want to see all of 

the chapters or text at once rather than individually clicking on each document in the Binder. The Scrivenings view stacks all the files together like 

Figure 4. Drawing a blank on a new character name? The 
Name Generator will come up with hundreds of different 
name combinations for you to choose from.

Figure 5. You can split the Editor into two parts/panes. So you have 
two different parts of your document showing at the same time. Or 
(like in this case) you can place an audio file in one window and start 
transcribing the audio in the other. 
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they were on a long spool of paper. So even though your 
project may contain dozens or hundreds of files, it looks 
like one long document.

Cork board view: Cork board view is exactly that. A 
Cork board background with index cards tacked to it 
(Figure 2). Each file or folder you add to your project 
receives an index card that you can add a title and a short 
synopsis to (explaining what is contained within or needs 
to be added to this section). This is a good way for writers 
to map out the order of their novel or document before 
actually writing it. Or maybe after writing your novel, you 
decided that a particular scene would work better earlier or 
later in the story. Simply go to the Cork board view and 
drag that scene's index card to another location. Wha-lah! 
Everything reshuffles.

Outliner view: The Outliner view (Figure 3) is another 
way to organize your documents. The outliner provides feedback for metadata. It is a handy place for easily making and viewing bulk changes to 
your documents. The Cork board shows one level of depth, whereas the Outliner views hows more than one level at a time.

Name Generator
Do you have a hard time coming up with names for your characters or need a 

pseudonym to protect the identify of an interviewed “source”. Then you’ll like Scrivener’s 
Name Generator (Figure 4) which contains hundreds of common, regional, hyphenated, 
and literary names. You can specify how obscure you want the name, whether it is a 
hyphenated name, whether the forenames are just initials, etc. Press the “Generate Names” 
button and Scrivener will provide you a list of names for you to choose from. Still not 
satisfied? Change some of the Generator options and let it generate a whole new set of 
names. It is bound to come up with a name that will suit your needs.

Transcribing audio and media files
Transcribing audio and media files in Scrivener is easy (Figure 5). All you have to do is to 

activate the split view (either horizontally or vertically), bring in the audio file and then 
open it in one of the views. You can then play the audio file in one Editor pane while 
typing/transcribing in the other.

Linguistic focus
The Linguistic focus tool will fade out the text in the editor, leaving only the selected 

part of speech highlighted. So  you can highlight all of the “Direct Speech” that is within 
quote marks (Figure 6), adjectives, adverbs, pronouns or whatever you wish to focus on. 
You can edit the text while in this focussed state.

Additional features:
• Sync: This lets you can easily share your work with collaborators or editors, and later read back any changes they have made directly into your 

project. You could also access these files from cloud folders using mobile devices.
• Bibliography: Scrivener integrates with bibliography programs like 

Bookends, EndNote, Zotero, or Sente.
• Math Equations: Scrivener integrates with MathType (purchased 

separately) which lets you create mathematical notation for word processing 
documents.

• Scratchpad: This can be used to quickly jot down notes that can be read 
independent of which Binder file is open. 

• Full Screen View: Scrivener supports full screen mode which blocks out 
everything except the document.

Figure 7. You can use the Character Sketch 
template to keep track of each persons 
characteristics, internal conflicts, etc.

(Figure 6) The Linguistic Focus Panel lets you focus on different parts of 
speech in your document. In this example,  “Direct Speech” is selected. So all 
of the dialog is highlighted and the rest of the text is faded out. You can then 
edit the selected text while in this focussed state.

Figure 8. You can mark text with a revision level.
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• Even more features: 

Annotations, Footnotes, 
Endnotes, Commentary 
notes, In-line notations, 
Color-coded Revision 
markings, and Automatic 
backup.

Compiling /Exporting
When you are finished 

creating and editing your 
document, it needs to be 
compiled for export or 
printing. Compiling is a lot 
more than just selecting the 
Export menu. Scrivener's 
Compile feature (Figure 9) 
gives you complete control 
over what is or isn't 
exported. You can choose 
the file format: such as 
Word, Open Office, 
HTML Web Page , 
MultiMarkdown, PDF, Final Draft, Fountain Screenplay, Rich Text or Plain 
Text, ePub or Kindle eBooks. You can specify the exported font styles, set how 
headers and footers appear, plus fine-tune the formatting of each level 
of your draft. If this seems overwhelming, you can opt to use one of 
Scrivener’s ready-made presets. BTW: Amazon’s KindleGen utility needs to 
be downloaded and installed to export a complete Kindle book. 

As a little side note, I like that not only can you save as an eBook, but you can 
also add a picture as cover art for your eBook.

These are only few of Scrivener’s features. If you are interested in learning more 
about Scrivener, I suggest that you go to the Scrivener website and watch the 
available video tutorials.

iOS Version
There is an iOS version of Scrivener (sold separately) that requires iOS 9.0 or 

later and is compatible with iPhone, iPad, and iPod touch. This can be used by 
itself or it can be synced with the Mac version.

The Skinny
Evaluation: I must admit that at first Scrivener did seem a bit overwhelming. But after watching all the available video tutorials and taking my time 
running through the interactive tutorial - I felt more at ease using this program.
I believe that this will be a great asset to anyone who needs to organize their writing projects.
Requires: OS X 10.12 or higher
Company: Literature and Latte
Price: $49  BTW: The “Purchased from Vendor” license is for all Mac computers in your household whether you or a family member is using it. 
• Scrivener from the Mac App Store: $48.99    
• Scrivener for iOS from the App Store: $19.99
• Students and academics can buy Scrivener with a 15% discount.
Available 30 Day Trial Copy

Figure 9. When you are finished with your document, manuscript, eBook, etc., you need to compile it 
for export or printing. Scrivener’s Compiler lets you specify exactly what is to be compile/exported, its 
font, formatting etc.

Figure 10. Scrivener comes with a number of script formats 
built in. But you can also create your own script formats 
tailored to your own requirements.

http://www.literatureandlatte.com/learn-and-support/video-tutorials?os=macOS
http://www.literatureandlatte.com/learn-and-support/video-tutorials?os=macOS
https://apps.apple.com/app/scrivener/id972387337
https://apps.apple.com/app/scrivener/id972387337
https://www.literatureandlatte.com
https://www.literatureandlatte.com
https://www.literatureandlatte.com/download?product=Scrivener
https://www.literatureandlatte.com/download?product=Scrivener
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PDFpenPro 11
by L. Davenport

Apple’s Preview program can open and display PDFs and it has a few handy tools for rearranging or copying pages. Well PDFpenPro can do all 
that plus it takes it a few steps further. PDFpenPro lets you combine and reshuffle pages, add or modify text, move, copy, resize, add or delete 
images, add signatures and markups, perform OCR on your scanned files, fill out and save cross-platform interactive forms, and convert web pages 
to PDF files.

Do you have a document that others need to see, but it contains sensitive or personal information that you would rather they not see? Simply use 
PDFpenPro’s Redact feature to black out or erase the text. 
Afterward go ahead and give out the document knowing that the 
sensitive information is unreadable.
  Are you collaborating with a college on a manual or document? 
Simply open his PDF document in PDFpenPro and use the 
Scribble tool along with a mouse or a stylus & tablet device to 
hand-write notes or draw arrows showing the proper location of a 
paragraph or image, etc. The following is a more in-depth 
discussion of some of these features along with a few more not 
already discussed.

Editing tools
You can inset blank pages, remove, copy, duplicate, or crop pages or resize graphics 

that came with the PDF Document. Better yet, you can actually grab the image and 
move it to the desired location or even replace it with another image.

As stated earlier, you can reshuffle the pages in your PDF document - you can even 
drag a page from one opened PDF document to another opened PDF document. 

Pages can be viewed as single pages or facing pages. You can also view the 
document in the Split-View mode. This way you can look at two parts of the 
document at the same time in either horizontal or vertical views (Figure 3).

 You can instruct PDFpenPro to place page numbers in the footer or header of 
each page (aligned: right, left, or center - Figure 4) and add Comments and Notes 
that can be moved to any location on the page. You can also add hyper-links to a page 
within the current document, to another PDF document, or the Internet. 

There is a Scribble tool that lets you write or draw freeform scribbles with the 
mouse or with a tablet & stylus. So you can draw arrows, circles around text or 
images, etc. When you release the mouse button, the Scribble tool will automatically 
smooth out your scribble - which is handy when you are trying to create your 
signature using the mouse rather than a tablet and stylus.

PDFpenPro includes Applescript support and even comes with several 
ready-made scripts to help automate some processes (Figure 9).

If you have an Evernote account, you can use PDFpenPro's "Save to Evernote" 
option to send your document to your Evernote account. Later you can access it 

Figure 1. If you receive a form, you can have PDFpenPro find all of the text fields. You can then fill the form within PDFpenPro.

Figure 2. If you want to send a form to someone else, you 
can create all of the document’s text fields, radio buttons, 
check boxes, etc. Then save it as a PDF and send it to 
them. They can open it in a program like Apple’s 
Preview, enter the required text, click on the check boxes 
& radio buttons, sign it, and then email it back.



from any of your Mac or mobile device.

Table Of Contents
Do you need a Table of Contents for your PDF? No problem. 

Highlight the words you want placed in the Table of Contents and 
they are instantly placed in the PDF’s sidebar. After you have added 
all the desired words to your table of contents, you can rearrange 
them in the order of your choosing, or even nest subcategories 
within main categories. Once you save the changes you can jump 
back and forth within your document by clicking on the different 
table of contents items

Library
You can store things like scribbles created with the scribble tool, 

drawing tool objects (polygons, lines), markup tool objects (text 
boxes, comments), or images (pictures, signatures) in the Library 
palette. In fact it comes with a group of boxes, circles, lines, proof 
reading marks, and a variety of stamps (you can choose from 
Standard Business, Sign Here, Dynamic Stamps or User Defined 
stamps) that you can use in your document (Figure 5).

Library items can be re-used over and over again. 

Form Editing tools
Have you ever received a form that had to be printed, filled out, 

then either faxed or scanned back into the computer and emailed 
back to the sender? Never? Then this won’t wow you. But if you have, then you will like PDFpenPro’s Form Editing tools. With them you can 
create cross-platform interactive forms e.g. you can make clickable text fields, radio buttons, checkboxes, and signature fields.

In the Figure 1 screenshot you can see a simple form that I made in an art program along with a screenshot (to its right) of it being filled out from 
within PDFpenPro. Now you can electronically add your signature or fill in the text boxes right from the computer. This eliminates the need for 
printing, signing, and then rescanning the form back to the computer.

Signing Documents
There are different ways to sign your PDF document: 

1. You can import a scanned image of your signature. BTW: If the scanned image is too large, 
you can resize it or crop it using PDFpenPro’s crop tool.

2. You can create a Signature field in your PDF file while you are in PDFpenPro. Once you 
click on that field, a window opens for you to enter your signature using a trackpad, mouse, or 
a tablet and stylus.

3. You can apply a digital signature using an “Adobe Approved Trust List (AATL)” certificate, or 
a self-signed certificate that you create in PDFpenPro. 

You can save these signatures to PDFpenPro’s “Library” so you can reuse them in the future.

PFD file Encryption
PDFpenPro has three levels of encryption to choose from (Figure ): 

1. Weak: 40-bit RC-4 encryption level. Files with this encryption level can be viewed by users of 
any PDF viewer.

2. Strong: 128-bit AES encryption. Files with this encryption level can be viewed by users of 
PDFpen 4.2 and later, Adobe Reader 7 and later, and Preview in macOS 10.5 and later.

3. Strongest less compatible: 256-bit AES encryption. Files with this encryption level can be 
viewed by users of PDFpen 5.3 and later, Adobe Reader 9 and later, Preview in macOS 10.7 
and later.

You can also set an Owner Password. This lets you specify whether certain actions are possible 
for your document, such as printing or editing (Figure). These actions can only be performed by 
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Figure 3. This is not showing facing pages. It is showing (vertical) split 
view where you can see two different parts of your document at the same 
time.

Figure 4. You can add page numbers to 
different locations within your PDF 
document.
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someone with the owner 
password.

OCR
The reason PDFpenPro 

can manipulate PDFs is 
because most PDFs contain a 
text layer. But if you have a 
PDF that has been scanned 
or want to scan a document 
straight from within PDFpenPro, PDFpenPro’s OCR (Optical Character Recognition) feature will convert 
the document to text. The OCR feature can not only recognize black text, but it can also recognize colored 
text on a colored or shaded background. You can scan and OCR in the PDFpen but you can also batch 
OCR multiple documents at a time in PDFpenPro. The documents will OCR in the background as you 
continue working in PDFpenPro.

WaterMarks
You can stamp pages in your document with a watermark, such as “DRAFT”, “Confidential”, or a 

company logo. These watermarks can be text boxes or images that you drag into your document. Once 
there, you can convert it into a watermark, and set its its opacity and rotation on the page (Figure 6). 
Afterward it will appear behind the text of the document. Only one watermark is allowed per page. but 
different watermarks can be applied to alternating pages using even and odd distribution. 

New from HTML
PDFpenPro can scan folders containing HTML files that are sitting on your Mac or in online websites and create a PDF document that includes 

all the web pages, complete with clickable links (Figure 7). This would be handy if you want to download content to read offline, if you are 
collaborating with a web designer, want to make changes to your 
own website or make suggestions on changes to someone else's 
website. Once PDFpenPro converts the website to a multi-page 
PDF file, You can use PDFpenPro to edit or write corrections or 
suggestions.

Portfolios
You can combine related files together into a single unit called a 

Portfolio. You can select a wide range of file types (PDF, PNG, 
DOC, and more) to be part of a portfolio. 

Export
In addition to exporting as a PDF, you can also export in Excel, PowerPoint, PDF Archive, Text, TIFF, 

JPEG, and PNG Formats.

PDFpen Versions
There are two versions of PDFpen - a basic 

version and a Pro version. PDFpenPro has all the 
editing features of PDFpen plus the advanced 
features shown in the table at the end of this 
review.

Testing
• OCR:  I took a screenshot of a page of text that 

in addition to the traditional black text, it had a 
couple of the paragraphs formatted in red and 

Figure 5. You can store things like scribbles, drawing tool objects (polygons, lines), markup tool objects (text 
boxes, comments), or images (pictures, signatures) in the Library palette.

Figure 

Figure 6. You can add Watermarks 
to your PDF documents by 
converting an image that you bring 
into PDFpenPro.

Figure 9. PDFpenPro comes with 
several ready-made scripts to help 
automate various processes.

Figure 7. PDFpenPro can scan an HTML page or website and convert 
it in to a multi-page PDF document .

Figure 8. PDFpenPro has three levels of encryption 
to choose from ranging from Weak to Strongest.
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sitting on top of a light blue background. I brought that image into an art program 
where I rotated it quite a bit and then saved it. Afterwa60rd I opened it in 
PDFpenPro. The first thing that happened was PDFpenPro said: “This document 
appears to be scanned. Would you like to perform optical character recognition on 
it?” I told it to OCR the document. To my surprise, not only was it able to read the 
rotated text, but it then rotated it back to horizontal and made all of the words 
readable/searchable. Even the ones that were in red sitting on top of a blue 
background. Impressive.

• Copy HTML Pages: As you can gather, I write software reviews. And while I am 
learning a program, I like having a manual that I can search for words/features etc. 
Not all Help files are searchable, especially if they are nested HTML files. But more 
and more software programs come with only an in-app or online HTML Help file 
- not a PDF manual. So time and again (as recently as a week ago) I had to go to a 
program’s Help file either on the computer (if they had an HTML help file/folder) 
or on their website and look for its Index page. I would click on the first header/link 
which would take me to a second page (with all of the info on that topic) and I 
would have to save it as a PDF file. Afterward I would have to return to the Index 
page and repeat that process for EVERY heading and subheading. What a pain! 
Well anyway, once I had all of these PDFs, I would take them into my old copy of PDFpenPro and combine them into one PFD file that I could 
search. A hassle, but it got the job done.

Fast-forward a week until I started on this review and I am reminded of the “New from HTML” Option. So I went to the Smile website’s 
PDFpenPro Help’s top page and told PDFpenPro to save everything (up to three levels) to a PDF file. It worked! I then tried it on an HTML 
help folder on my Mac and it worked again! What a timesaver! How did I ever forget about this option? 

• Creating and filling out forms: Test 1) I created a “Contact Info” form in an art program and brought it into PDFpenPro - just like it was a 
form someone sent me. The first thing I did was to 
have PDFpenPro find all of (what it thought were) 
text fields and it made them actual typeable text 
fields. I then proceeded to fill out the form within 
PDFpenPro (Figure 1 right image) and then saved 
it to the desktop - ready to be emailed off.  Test 2) I 
created a simple form and brought it into 
PDFpenPro and manually added the text fields at 
the top, radio buttons, and check boxes at the 
center, along with a line element and a Signature 
Stamp (from the Library) at the bottom. Afterward 
I saved it as a PDF file. Then acting as if I was a 
person who just received the form, I typed in all the 
information, clicked on a radio button and a check 
box and added a signature from within Apple’s 
Preview (Figure 2). It worked perfectly. --- These 
were only a few of the tests I performed. I am 
pleased to say that they all were successful.

The Skinny
Evaluation: I am a long-time user of PDFpenPro (albeit I was using the much older version 5) and I really liked using it. Now with PDFpenPro 
11’s added features I like it even more. I was quite surprised at how accurate the OCR was. I suggest that you download the demo copy and see if 
PDFpenPro is something that will make your life easier too..
Requires: OS X 10.12 - 10.15
Company: Smile Software 
Street Price: PDFpenPro: $124.95; Family pack: $149.95; 5 user Office pack: $349.95
       PDFpen $74.95; Family Pack: 93.95; 5 user Office Pack: $224.95 --- PDFpen 5 [for iPad & iPhone] $4.99

SMMUG members: go to the Member Discounts web page on the SMMUG website to get the 20% off discount code for PDFpen  
& PDFpenPro - from single users to  5-User family or Office packs. You will also qualify for a FREE upgrade to version 12x.

Available Trial copy

PDFpenPro only featuresPDFpenPro only featuresPDFpenPro only features

OCR multiple documents in 
batch

Edit names of Bookmarks Create and edit document 
Table of Contents

Create and edit cross-platform 
fillable PDF forms

Correct typos in the invisible 
OCR text layer

Add and delete file 
attachments and annotations

Create form fields 
automatically makes existing 
PDF forms fillable

Edit document permissions to 
restrict specific actions e.g. 
saving, printing, copying, etc.

Create Portfolio documents, 
combining related files 
together

Export to Excel, PowerPoint 
and PDF Archive formats 
(requires Internet connection 
for .pptx and PDF/A, must be 
a licensed user)

OCR horizontal Chinese, 
Japanese, and Korean

Convert websites to 
multi-page PDFs, complete 
with hyperlinks

Create PDF Portfolios Owner Password

Figure 10. An Owner Password can be set so that saving, 
printing, and copying can be restricted by the document 
owner.

http://www.smilesoftware.com/PDFpenPro/index.html
http://www.smilesoftware.com/
http://www.smilesoftware.com/
http://www.smilesoftware.com/PDFpenPro/index.html
http://www.smilesoftware.com/PDFpenPro/index.html
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Little Snitch 4
by L. Davenport

Most of my friends know it, so I will admit it to you. I am paranoid! I have tried to fight it, but I can’t resist it. What am I paranoid about? 
Computer security. It started way back in 1984 when I purchased my first Mac - a Mac 512KE and it has lasted until today. Over the years I have 
purchased various firewall and antivirus programs. This helped with my paranoia until I discovered that not only should you have a firewall to 
prevent hackers from accessing your Mac, but you also need a reverse firewall to prevent your information from being sent out from your Mac. 

Did you know that your installed programs and even your Mac phones home? That is, when you start a program (if you are connected to the 
Internet - and who isn’t now-a-days), it usually tries to connect with the developer’s website to check for updates, to detect piracy of their software, 
etc. 

All developers are honest, right? They wouldn’t dream of snooping or collecting anything from your computer. Right? If you believe that, I have 
some swamp land to sell you. We take it on faith that they are honest, but all it takes in one nefarious programer to create a program or game that 
you install. Little did you know that there was also a virus or a key-logger hidden in its code. Woops! There goes your credit card numbers or your 
financial documents to the programer. Ready to be sold on the dark web.

Knowing of this hole in my computer security, I started looking for a reverse firewall that would stop information from leaving my computer. 
That’s when I came across the Little Snitch program. Once installed, it would alert me every time a program was trying to access the Internet. If it 
was something that I initiated or that I knew was OK - I let it proceed. But if it was not something that I initiated or could identify, I had Little 
Snitch block it. FYI: Little Snitch lets you set whether it is to be blocked once, forever, or for a set amount of time. I like that flexibility. Denying an 
outgoing attempt once is a good way to see if it was in-fact a legitimate outgoing attempt. If your program, etc. stops working, you will know that 
you should allow that outgoing attempt the next time it pops up. But if everything still works perfectly after denying it once, you can set it to always 
deny it the next time it pops up.

Figure 1. The Configuration window is the interface for managing rules and profiles.
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Downloading an infected program is only one of the ways that your 

Mac can get compromised. There are so many people out there trying 
to separate you from your money, so you have to be careful even when 
you get onto the Internet. You can get in trouble just by going to a 
bad website that has ways of infecting your Mac. For that matter, the 
website may be legitimate, but someone has hacked it. So you are 
routed to their bogus site so they can “Phish” for your credit card 
number etc. 

When you access web pages, information about your Mac, the 
browser that you are using, and who knows what else are sent back the 
the website. Some times this is innocent or is used to direct ads your 
way. Other times it may have more darker intentions.

FYI: Not all outgoing traffic is bad. In-fact, some of it is necessary 
for the ease of use of your Mac. For instance your Mac checks the App 
Store to see if your programs and the Mac’s OS are up to date. You 
may stream music or movies from sources like Netflix, Hulu, Pandora 
or iTunes. Or you may send and receive messages or emails as part of 
your daily activity. These are legitimate activities and can be allowed. 
But as I mentioned earlier, not everything should be allowed to pass in 
or out of your Mac.

So I happily used Little Snitch for many years but eventually for one 
reason or another I stopped using it.

Fast forward to today. More and more we are hearing about denial 
of service attacks, etc. so we need to be more vigilant than ever. And 
don’t let the nay-sayers tell you that the Mac is safe and you don’t have 
to have protection. Now that the Mac is more popular than ever, more 
and more hackers are turning to the Mac to make a buck or two. It is 
better to be safe than sorry. 

The other day I looked to see if Little Snitch was still around and to 
see how it has improved over the years. This way I could see whether I 
wanted to start using it again. Here is what I found:

Needless to say (since I am writing this review), Little Snitch is still 
here and the program has had significant upgrades and updates. The 
most important to me is that it is now a two-way firewall, e.g. it 
monitors both outbound AND inbound traffic. So it is now much 
more useful against attacks. 

BTW: I want to clarify one point - Little Snitch is a two-way 
firewall that tries to stop information etc. from entering or exiting your 
Mac. It is not a virus detector/eradication program. If you want both 
types of protection, you will need to buy a separate virus protection 
program.

You may wonder why you would need Little Snitch when Apple 
already has a built-in firewall? Simple, Apple’s firewall is a one way 
firewall. Little Snitch is a two-way firewall plus it gives you detailed 
information on all of the network traffic. More about this later.

Installing Little Snitch
When you first install Little Snitch, you are asked two questions:

1. Do you want to use the Silent Mode? This is recommend for the 
first week or two. If you choose the Silent Mode, it allows all 
attempts and you are done for the moment. FYI: In this mode, 
Little Snitch is mostly invisible to the user. It allows all network 
access which is not explicitly forbidden by a rule. You can review 

Figure 3. This is a typical alert letting me know that Safari is trying to 
access the help.obdev.at website/network. Should I allow it or not?

Figure 4. You can choose how long to allow or deny the network 
access.

Figure 2. It surprised me to see that Apple’s Stocks widget goes to 
Yahoo to get its stock information.
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your connections in the Network Monitor at any time and create 
rules for them with a single click. Later on if you want, you can 
change the Silent Mode to “Deny” all network access 
attempts.Though this would greatly restrict your access to the 
Internet, etc.

2. Do you want to enable the Alert Mode? This is for users that 
want to get notified and then decided immediately whether to 
allow or block connection attempts.

The next install screen lets you choose:
• macOS Services: Whether to allow connections required for 

various macOS Services like Location Services, Date & Time, 
Synchronization, App Store, etc.

• iCloud services: Whether to allow connections required for syncing 
with various iCloud services like Contacts, Calendar, Cloud Drive 
etc.
Afterward Little Snitch tells you that it is ready and to enjoy using 

little Snitch.
FYI: I set Little Snitch to the Alert Mode so almost immediately 

Little Snitch popped up with an alert that Apple’s Stocks widget 
wanted to connect to “apple-finance.query.yahoo.com…” (Figure 2). I 
don’t use the Stocks app so I chose the length of the Rule to be: 
“Forever”, clicked the “Any connection” radio button, and then hit the 
“Deny” button. So the Stocks app alerts have never popped up again. It 
was as simple as that. BTW: It really surprised me that the Apple Stock 
widget tries to connect to Yahoo. Who knew? I guess Little Snitch did.

The next alert was when I was using Safari to access Little Snitch’s help file on their website. I initiated the connection so I knew it was OK. But I 
decided to allow it only once (Figure 3).

So you can see from the last two examples, Little Snitch clearly identified the Stock and Safari programs which were trying to make the network 
connections. One caveat: As I said, Little Snitch tries to tell you what is accessing the Internet, but not everything has an obvious name. Some may 
be a cryptic string of letters &/or numbers. Little Snitch does give you more information (Figure 5) or other ways of narrowing down which 

Figure 6. The Network Connection’s Map lets you see at a glance where all the network traffic is coming from and going to. The sidebar on 
the left shows you all of the current coming and going network activity (I was surprised to see one of the connections going to Germany). 
To the right (if no connection is selected) is a summary of all of the traffic along with some statistics. If a connection is selected, it will show a 
summary for the selected connection.

Figure 5. You can click on the eyeglasses button and then the grey 
button to its left to get more information if you are not sure whether to 
allow or deny the  network access.
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program or process is trying to access the Internet or external network. 

If you want more information than just the program and the final destination’s names, 
you can click on the eyeglasses button to the right of the alert window (Figure 5). This will 
reveal highly technical details like the IP address of the connection, its Reverse DNS Name, 
and whether the app or service has a code signature (meaning it has been released by 
someone or some organization enrolled in Apple’s developer program).

Rules
Little Snitch’s behavior is defined by rules. When Little Snitch sees a new connection 

attempt, it first consults the rule set. If any matching rules are found, the one with the highest 
precedence determines the action taken. If none is found, the default action is taken: In Alert 
Mode, a connection alert is shown (for you to immediately make the decision) and in Silent 
Mode the connection is immediately allowed or denied (according to how you previously set 
the Silent Mode’s preferences). 

As previously mentioned, the alert also lets you set the “Rule Lifetime”. You can select 
intervals from 15 minutes to 2 hours, Until Logout, Until Restart, or Forever (Figure 4).

Are you thinking: “Man I don’t want to allow or deny all of those connections.” Well you 
can either choose the Silent mode so Little Snitch automatically does it for you or know that 
if you set the Rule Lifetime for an alert to: “Forever” you only have to set it once and then 
forget it. Little Snitch will remember your Rule and apply your Rule (in the background) 
every time that it pops up. So a little work upfront and then forget about it afterward.

To get you started, Little Snitch comes with a set of rules that allow common Mac tasks so 
you aren't bothered by these alerts.

Profiles & Profile Switching
If your Mac accesses the Internet or networks both at home and away from the home, you may want to set up at least two different sets of rules or 

Profiles. For example, you may want to set up these different Profiles:
• Home: This Profile would allow local network connections in addition to all of your in/out traffic rules.
• Away from home: You would want a more restrictive set of rules for when you access the Internet through open networks like at Internet cafes 

and public libraries, or for when you access your office network. 
• Non security reasons: If you are connected using an expensive or slow data plan, you may want to deny software updates. Likewise, if you use 

your computer to show slides when you give a presentation, you wouldn’t want to be interrupted by connection alerts.
You can manually select which Profile is to be used for each instance or you can turn on the “Automatic Profile Switching”. With this option 

turned on, Little Snitch tries to uniquely identify every network you join and stores this data for later use. 
When you join a network not yet associated with a profile, Little Snitch asks what to do (Figure 7). When you choose a Profile, it becomes 

associated with that network and automatically activates every time you join that network. However, if you choose “Do Nothing”, you’ll never be 
asked again when you join this network.

Internationalized domain name warning
When Accessing a website, Little Snitch will inform you if the displayed domain may be a look-alike. Internationalized domain names may 

contain a Unicode character that looks very similar to the alphabet. For example: At a quick glance, the URL: applе.com may seem OK. But in 
reality, the е at the end of Apple is really a cyrillic letter. So instead of going to the Apple website, you would be going to a bogus copycat website. 
Little Snitch helps prevent this from happening by alerting you to the fact. FYI: I have seen this happen in emails sent to me. It looked like it is from 
Apple or some company that I frequent, but it wasn’t. It was a “Phishing” attempt. Also, in my bogus Apple.com listing shown above, I made the 
cyrillic E shaped letter larger so it would be easily seen and identified. In real life it is usually reduced in size to match the real alphabet letter’s in the 
URL address. This makes it very difficult to identify it as a cyrillic letter. So Little Snitch identifying these bogus letters would be a big help if it ever 
happens to you.

Program modification warning
Before Little Snitch applies an Allow rule, it checks the identity of the program. If this check fails and the identity has changed or cannot be 

confirmed, it shows an alert with a warning. You then can decide whether to Deny that program’s future network connections; Accept the changed 

Figure  7. You can set up different Rule Profiles 
and have Little Snitch automatically switch 
between them when you move to a different 
location/network.
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program and then update its identity check; or Disable identity checks altogether.

Network Monitor
The Network Monitor visibly shows which application, Unix command or system service (“process”) is connecting to which Internet server and 

shows where this Internet server is located on a map (Figure 6). It also records statistics for each connection: The amount of data transferred, data 
rates for the last hour, ports used, etc. 

The Little Snitch Configuration
The Little Snitch Configuration program is the interface for managing rules and profiles. It is also the central hub for creating and editing the rules 

for Little Snitch (Figure 1). 
The sidebar shows the rules or rule suggestions grouped by different criteria: All, Background processes, System, Global, or Factory rules, etc. At 

the center of the window is a list of the actual rules or rule suggestions. To the right is the Inspector. This contains detailed information about the 
currently selected rules or suggestions.

Research Assistant
Little Snitch’s Research Assistant is a tool which obtains information about connections from external sources. It provides information going 

beyond technical details and may therefore be a valuable help when you have to decide whether to allow or deny a particular connection. The 
Research Assistant comes with two modules:
• Classic Research Assistant: This obtains more information via Objective Development’s online database.
• Info from Vendors: This module is based on information provided by application developers and is included in the application’s resources.

Restore From Backup
There is nothing more irritating than going through the process of setting up all of your Little Snitch rules and profiles only to have a system or 

hard drive crash and you lose everything. Well to forestall this problem, Little Snitch lets you save backups of your rules, profiles, and preferences. 
Simply restore from this backup and you are back up and running in no time.

The Skinny
Evaluation: I will admit that at first glance, Little Snitch seems overwhelming. But if you start with the Smart Mode and then start slowly building 
up your rules, it isn’t as intimidating. Alternately, if you set it to the Alert Mode, Little Snitch may be a little annoying with all of its alerts. But after 
awhile (with you allowing and denying the network activity) the alerts should slow way down. 

I like that Little Snitch tries to tell you exactly what program or process is trying to connect to the Internet or network. I have looked at other 
programs that only list the IP address or some obscure string of text. How do you know whether to allow or deny it from that limited info? I also like 
the feeling of security it gives me. So if you don’t want your personal or financial information leaving your Mac and you want to stop potentially 
hazardous traffic from entering your Mac - you need this program.

If you are interested, I suggest that you download the trial copy and take it for a test-run. FYI: The trial copy runs for three hours, and it can be 
restarted as often as you like. The Network Monitor expires after 30 days.

Requires: Mac OS X 10.11 or higher

Company: Objective Development

Street price: $45; Family license: $89; Multi License (5x): $169
 
Available Trial Copy

https://www.obdev.at/index.html
https://www.obdev.at/index.html
https://www.obdev.at/products/littlesnitch/download.html
https://www.obdev.at/products/littlesnitch/download.html
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Double-Check Your iPhone’s Medical ID Emergency Contacts
by ADAM ENGST

Have you configured your Medical ID on your iPhone? Mike Matthews wrote about this feature for us in “Can Your iPhone Replace Your 
Wallet?” (30 June 2017), but all too many people haven’t taken the time to enter the few bits of information that could save their lives in the event 
of serious injury. So it’s worth repeating, with an added bit of detail about emergency contacts that I’ve just learned.

Configure Medical ID
Apple has made it easier to create and edit your Medical ID in recent versions of iOS. You can now access it in one of two ways. Either open the 

Health app, tap your avatar, and tap Medical ID, or go to Settings > Health > Medical ID. Once you’re there, follow these steps:
1. Tap Edit at the upper right.
2. Fill in your personal details, including medical conditions, medical notes, allergies and reactions, and any medications you take regularly. This 

is the crucial bit—it’s essential that medical personnel have this information to avoid administering a drug that could cause an adverse reaction.
3. At the bottom, tap Add Emergency Contact, select a contact, and—this can be confusing—select the phone number at which you would 

want them notified in case of emergency. Also, specify a relationship—it may be useful to emergency responders. Repeat for as many people as 
you’d want to be notified.

4. Tap Done to save your information.

If you just want to add an emergency contact, there’s an easier approach.
1. Open Contacts (or Phone > Contacts) and tap the contact card for the person you want to add.
2. Scroll to the bottom and tap Add to Emergency Contacts.
3. If the person has more than one phone number, select which number should be alerted in case of emergency.

Tidbits
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One note: It doesn’t matter what phone number you select if it’s just for emergency responders or medical personnel to use. However, if you can 

imagine wanting to use the Emergency SOS feature of the iPhone or Apple Watch, make sure to select a phone number that can receive a text 
message, since Emergency SOS uses text messages to alert your emergency contacts.

Use Medical ID
To access your Medical ID, press and hold both the side button and either of the volume buttons for a few seconds to bring up Emergency SOS, 

and then slide the Medical ID slider. Note that this also disables Touch ID and Face ID; you’ll have to enter your passcode the next time you want 
to unlock the iPhone.

To access someone else’s Medical ID—if they’re in an 
accident and you’re helping—follow these steps:

From the Lock screen, press the Home button or 
swipe up to get to the Passcode screen. You don’t want 
Touch ID or Face ID to work here—the goal is to see 
the passcode keypad.

Tap Emergency in the lower-left corner.
On the Emergency Call screen, tap Medical ID.

Verify Emergency Contacts
Here’s the problem a friend recently pointed out. When you add an emergency contact to your Medical ID, you’re adding a specific phone 

number, not the person’s contact card in general. What happens if you change the emergency contact’s phone number? At least in iOS 13, the 
Medical ID contact information updates properly; it’s conceivable 
that previous versions of iOS did not do this.

However, if you were instead to change the emergency contact’s 
phone number by removing the old number and adding a new 
one—a not unreasonable thing to do—the link between the contact 
and the Medical ID breaks, and the previous number remains listed 
in Medical ID. The solution is to remove the emergency contact 
from your Medical ID and add the person again.

The practical upshot of this realization is that if you set up your 
Medical ID some time ago, it’s worth checking your emergency 
contacts to make sure the correct phone numbers are still listed.

You can see them listed in your Medical ID, of course, but if you 
look in the Contacts app, you’ll also see a bold red asterisk next to the 
name of each emergency contact. In their contact cards, Emergency 
Contact will appear at the top, and that red asterisk will appear next 
to the appropriate phone number. (If the red asterisk doesn’t appear 
when you think it should, I suspect that means the link between the 
phone number and the Medical ID emergency contact has been 
broken, such that Medical ID is just holding onto the last-seen 
number.)

So take a minute and make sure you have a Medical ID configured 
in your iPhone and check that your emergency contacts show the 
correct phone numbers. The life you save could be your own.

Reuse governed by Creative Commons license. TidBITS has offered years of thoughtful commentary on Apple and Internet topics. For 
free email subscriptions and access to the entire TidBITS archive, visit www.tidbits.com.
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HOW TO FIND US
General meeting:
SMMUG General Meetings are held on the SECOND Monday of 
each month at Fire Station 14 located at 1875 Dublin Blvd (at the 
intersection of North Academy and Dublin). 

Directions:
From Academy, go east on Dublin and then turn right on 
the very first street. There is parking on the west and south 
sides of the Fire Station (with additional parking located to 
the north and further west of the Fire Station). The entrance 
is on the west side of the building.

Smoking is not permitted on the premises. 

Sig meeting:
The SIG Meetings are held on the SECOND Saturday of each month at Fire Station #18’s meeting room - located at: 6830 Hadler View 
[the fire station is behind Walgreens]. 

Directions:
#1) Take I-25 to Garden of the Gods Rd (head west), turn right on Centennial, left on Flying W Ranch Rd., right on Hadler View.
#2) (This route is bumpier and probably not the best for winter travel) Take I-25 to E. Woodman/W. Rockrimmon Blvd., turn right on Vindicator 
(at the Safeway intersection), and then right on Hadler View.
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Membership Application Form
Membership entitles you to access to our online forums, participation in prize drawings, and access to the 
bargains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership dues 
($30) apply to the calendar year and are paid each December for the following year. Use the following table for 
NEW MEMBERSHIP ONLY:

 JAN 1 to MAR 31 - $30.00  APR 1 to JUN 30 - $20.00
 JUL 1 to SEPT 30 - $15.00  OCT 1 to DEC 31 - $10.00

Please Print Clearly!     Today’s Date 

Name
 Street Address

 City/State/ZIP
 Home Telephone

 E-mail Address
Have you previously been a member of SMMUG?
How did you learn about SMMUG?

Make your check payable to:  SMMUG  
Then mail or give this form and your check to:

SMMUG, Inc.    
2100 Wood Avenue
Colorado Springs, CO 80907-6718 

Please make an online account for me.
User Name _______________

Don’t make an online account for me. 
I do not want one or I already have 

Business Telephone 

About Us

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, 
Colorado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices.

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the second 
Monday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, where 
our collective expertise can help answer your questions. 

All members receive a monthly newsletter, published on our website, see great reviews of software and hardware, or can 
participate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate 
memberships are granted.

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operating the club and its meetings.

http://www.smmug.org
http://www.smmug.org

