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Apple Starts Pushing High Sierra on Unsuspecting Mac Users
by Adam C. Engst

If you’re running macOS 10.12 Sierra or earlier, and do not want to upgrade to 10.13 High Sierra 
right now, be careful because Apple has started pushing High Sierra to older Macs and making it easy to 
upgrade inadvertently. In short, if you get a macOS notification asking you to install High Sierra, click 
the Details button to launch the App Store app, and then quit it.

Here’s the story.
I realized this was happening because I’m testing Watchman Monitoring, an app and service used by 

Apple consultants, managed service providers (MSP), and large Mac-using organizations. Watchman 
Monitoring sits in the background, looking for events of interest on a Mac and notifying the consultant, 
MSP, or IT admin who’s responsible for keeping that Mac running. I have Watchman keeping an eye on 
all of our Macs, my parents’ Macs, and my aunt and uncle’s Macs — in other words, the Macs that I’ll 
have to fix if something goes wrong.

The first hint was an email from Watchman Monitoring telling me that my aunt’s Mac had started 
downloading the High Sierra installer. I was surprised, since she’s quite capable on her Mac but never 
undertakes major upgrades without asking me first. I saw that message while on a plane to MacTech 
Conference, and once I had landed in Los Angeles, I received additional messages from Watchman 
telling me that my father’s and uncle’s Macs had also downloaded High Sierra. That was too many 
simultaneous instances to be anything but an automatic push from Apple.

Happily, because I was flying to MacTech, within minutes of arriving at the hotel, I’d run into 
Watchman Monitoring’s Allen Hancock, who confirmed my suspicion that Apple was pushing out 
High Sierra updates. Additional details became available while talking to Jason Dettbarn, CEO of device 
management firm Addigy, since Addigy’s consultant and MSP customers who had used Addigy to block 
unauthorized macOS upgrades were scrambling to explain what was going on to their users. (At least they 
weren’t scrambling to deal with a bunch of users inappropriately installing High Sierra!)

What happens is that Apple’s Software Update automatically downloads High Sierra in the 
background and then presents the notification shown at the top of this article to the user, offering just two 
choices: Install and Details.
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SIG NEWS

There will be no SIG meeting in December!

For more information about Special Interest 
Groups (SIGs), go to the SMMUG website.

Scan this QR code to be taken to our 
SMMUG web site

ADVERTISING
You can advertise your business or service 
through the Silicon Summit.

RATES 
Per inch   $10
Quarter page   $15 
Half page   $25 
Full page   $50 
Insert                  $15

A 10% discount is applied for ads that 
run two or more months, except for 

inserts.

Sponsor ing Membersh ips a re a l so 
available to merchants who want to see 
their business name and address listed on 
the front page. Sponsoring Memberships 
are $100 for one year.

MEETING DATES
 

Our regular monthly meetings are on the second 
Monday of every month. Upcoming meeting 
dates are as follows:

December 11, 2017
----------------

January 8, 2018  
February 12, 2018  
March 12, 2018  

April 9, 2018  
May 14, 2018 
June 11, 2018 
July 9, 2018  

August 13, 2018  
September 10, 2018 

October 8, 2018  
November12, 2018  
December 10, 2018

                                                                              
MISSED AN ISSUE?

You can find the previous issues of the 
Silicon Summit posted in PDF format at 
the SMMUG website.

THIS MONTH AT SMMUG

December 11, 2017
6:00 Q&A Session
6:45 Networking Break
7:00  Demos of Photos Apps by Members and 
Elections of Board Members for 2018.
8:00 Adjourn
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Announcements
Elections for 2018 SMMUG Officers and Board of Directors Members

We will be electing our 2018 SMMUG Board of Directors at our Annual Meeting on December 11, 2018.  All positions are open. We will be 
electing the following for 2018:
• The President manages the day to day operations of the Corporation, in accordance with these bylaws and direction from the Board.
• The Vice President will in the absence of the President, perform the President's duties and other duties as assigned.
• The Secretary records and reports the minutes of Board Meetings.
• The Treasurer maintains the corporate financial and membership records and report the financial and membership status to the Board and 

Members on periodic basis and perform other duties as assigned.
• Directors-at-Large (up to six (6) positions available)

In order to nominate yourself or someone else for a position, please contact our Election Committee Chairperson, Rich Voelker at 
smmugvote@voelker.com.  If you are nominating someone other than yourself, please ensure the person is willing to accept the nomination. Please 
title your e-mail, “SMMUG Nomination”.

You must be a current paid member in good standing to vote. Each member in good standing can vote once either by e-mail or in person at the 
Annual Meeting. If you cannot make the December 11th Annual Meeting or would rather vote via e-mail, please title your e-mail “SMMUG Vote” 
and send in your vote to smmugvote@voelker.com.  You may vote once for each position. All e-mailed nominations and votes must be in by 7:00 
p.m. December 11, 2017.  

If you have questions, please e-mail the SMMUG Board at info@smmug.org or click on the “Contact Us” tab on our website, 
http://www.smmug.org. 

Don’t Forget to Pay your Club Dues for 2018!
Members enjoy the following benefits to name a few: 

• Monthly instruction and review of current hardware/software and issues relevant to the Apple Mac OS, iOS, Watch OS, AppleTV OS at 
General Meetings and Special Interest Groups (SIGs) 

• Excellent monthly newsletter with relevant articles 
• Website to connect members, offer timely bargains and tips, etc. 
• One large incentive prize per year and monthly door prizes 
• At least one industry leading Guest Speaker per year 
• One-on-one problem solving during monthly networking breaks and SIGs 
• Annual pizza party 
• An opportunity to socialize with other members in an era when many User Groups have disbanded 

Special incentive: If you join or renew your membership by the January meeting, you will have the opportunity to win an Apple TV.

Door Prizes For The December Meeting:
Kodak Printomatic Camera
Phone cover
Mouse
AppleWatch Watchband
Car charger
Earphones

Club News

mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:info@smmug.org
mailto:info@smmug.org
http://www.smmug.org.%A0
http://www.smmug.org.%A0
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If you don’t want to install, the only way to cancel is to click Details, which launches the App Store app and displays the High Sierra description, 

and then quit App Store. That’s confusing — Apple should instead present a Cancel button.
You almost certainly don’t want to click Install when that notification appears. Regardless of your opinion of High Sierra, installing it will take 

quite some time — an hour or more — and you should make sure you have a backup before starting, as per Joe Kissell’s advice in “Take Control of 
Upgrading to High Sierra.”

This automatic upgrade behavior 
may be annoying, but it was possible 
with Sierra as well, although no one I’ve 
talked to remembers Apple pushing 
Sierra in the same way. Apple explains 
it in a support document — it’s tied to 
the “Download newly available updates 
in the background” checkbox in System 
Preferences > App Store. There’s no real 
harm in deselecting that checkbox — 
you’ll just have to wait for updates to 
download when you decide to install. 
That may be better than using limited 
bandwidth for an unexpected 5 GB 
download.

(Do not disable “Install system data and security updates” because that option is essential for protecting your Mac against patched security 
vulnerabilities (see “Make Sure You’re Getting OS X Security Data,” 30 March 2016).)

Since I’m traveling, it has been difficult to verify certain details. However, TidBITS reader Curtis Wilcox confirmed that the full 5.21 GB Install 
macOS High Sierra app is downloaded to the Applications folder. If you need the disk space back, you can delete it from there, or later launch it 
manually when you’re ready to upgrade to High Sierra.

High Sierra has been out for less than two months and has received two updates so far, as detailed in “macOS High Sierra 10.13 Supplemental 
Update Fixes Early Bugs” (5 October 2017) and “macOS 10.13.1 High Sierra Offers Minor Fixes and More Emoji” (1 November 2017). 
Both seemed highly targeted, so it seems likely that the next update will address more bugs and may get to the point where more IT admins and 
consultants recommend upgrading to it.

Apple is clearly trying to move macOS in the direction of iOS, where upgrades are difficult to avoid. However, macOS is a much more complex 
environment and one that’s usually more important to people’s livelihoods, so we recommend approaching upgrades carefully. Presenting people 
with a one-click install that offers no chance to back up first and that will take hours of time prioritizes ease of use over doing what’s best for the user, 
and that’s a dangerous tradeoff.

Apple Pushes Updates to Block the Root Vulnerability Bug
by Adam C. Engst

[Editor’s Note: This article is a significant update to “Update Immediately to Block the Root Vulnerability Bug” (29 November 2017), since 
so much information changed since we first published that piece. This article supplants the previous one. -Adam]

If this is the first you’re hearing about 
the root vulnerability bug that was 
discovered and patched last week, you 
can read “High Sierra Bug Provides 
Full Root Access” (28 November 
2017) for details about how it allowed 
anyone to gain admin access to your Mac without a password. As I predicted in that article, Apple quickly released Security Update 2017-001 to fix 
the bug. I have installed the update and confirmed that it 
works as advertised.

On 29 November 2017, Apple initially made Security 
Update 2017-001 available as a regular download via Software 
Update, but later that day, the company started using the 
automatic update mechanism built into macOS to push the 
update to all Macs running High Sierra, both versions 10.13.0 and 10.13.1.

https://www.takecontrolbooks.com/high-sierra-upgrading?pt=TIDBITS
https://www.takecontrolbooks.com/high-sierra-upgrading?pt=TIDBITS
https://www.takecontrolbooks.com/high-sierra-upgrading?pt=TIDBITS
https://www.takecontrolbooks.com/high-sierra-upgrading?pt=TIDBITS
https://support.apple.com/HT201475
https://support.apple.com/HT201475
https://support.apple.com/HT201475
https://support.apple.com/HT201475
http://tidbits.com/article/16377
http://tidbits.com/article/16377
http://tidbits.com/article/17541
http://tidbits.com/article/17541
http://tidbits.com/article/17541
http://tidbits.com/article/17541
http://tidbits.com/article/17608
http://tidbits.com/article/17608
http://tidbits.com/article/17651
http://tidbits.com/article/17651
http://tidbits.com/article/17650
http://tidbits.com/article/17650
http://tidbits.com/article/17650
http://tidbits.com/article/17650
https://support.apple.com/en-us/HT208315
https://support.apple.com/en-us/HT208315
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No restart is necessary, so Apple can install the update without requiring interaction from the user. We believe that a Mac must be awake for the 

automatic update to install since we’ve seen it appear on a MacBook Pro that was awake, but not on a MacBook Air that was sleeping all day 
(lazybones!).

If your Mac has been asleep since Apple released 
Security Update 2017-001, you’ll see it in the 
Updates tab in the App Store app, and you can still 
install it manually. We usually recommend caution 
when it comes to installing updates, but this 
vulnerability is so severe that the fix is more important 
than any trouble it could conceivably cause.

In fact, it did cause problems. Apple released two 
versions of Security Update 2017-001 last week. The 
first updated High Sierra to build 17B1002, and the 
second to build 17B1003. (To verify that number, 
choose  > About This Mac and click the Version 
10.13.1 line.) The second version was necessary 
because the first broke authentication for file 
sharing. We didn’t test file sharing after installing the 
first version of the update because the original bug 
didn’t affect file sharing.

If you installed Security Update 2017-001, and your build number is 17B1002, Software Update should offer you the update again; install it 
manually to fix the file sharing bug and move to build 17B1003. On my iMac with build 17B1002, no automatic update took place before I 
updated again manually, but other users received the automatic update after installing the first update manually.

For those who need a standalone installer for Security Update 2017-001, Apple has made downloads available for both 10.13.0 and 10.13.1.
If you have a legitimate use for the root user account on your Mac, you’ll need to re-enable it and change its password in Directory Utility after 

installing the update. Hardly anyone should have to do this.
Why all this fuss? Although the Mac community identified the primary attack vectors on 28 November 2017 when the vulnerability was first 

publicized, it’s possible that there are others that are not blocked by changing the root password or disabling remote access. We have to assume that 
black hat hackers are probing every possible area where this bug could provide access. That’s why it’s entirely reasonable for Apple to push the security 
update to all systems.

In an early statement to John Gruber of Daring Fireball, Apple said:
Security is a top priority for every Apple product, and regrettably we stumbled with this release of macOS.
When our security engineers became aware of the issue Tuesday afternoon, we immediately began working on an update that closes the security 

hole. This morning, as of 8:00 a.m., the update is available for download, and starting later today it will be automatically installed on all systems 
running the latest version (10.13.1) of macOS High Sierra.

We greatly regret this error and we apologize to all Mac users, both for releasing with this vulnerability and for the concern it has caused. Our 
customers deserve better. We are auditing our development processes to help prevent this from happening again.
Apple deserves credit for releasing this security update in less than 24 hours after the bug was publicized on Twitter. That quick 
reaction time is reassuring, much as I’m sure many developers, testers, and deployment teams at Apple had a truly awful day.
But the fact that Apple could introduce a security hole the size of a truck into High Sierra is appalling. Ensuring that unauthorized 
users can’t act as the root user in a Unix system is basic security, because anyone who can become root can do anything they want. 
That the vulnerability escaped notice in Apple’s security testing is almost worse than the bug itself, and the initial release of 
Security Update 2017-001 breaking file sharing authentication is also distressing.
And yes, if you’ve been waiting to upgrade to High Sierra, pat yourself on the back. 10.12 Sierra and earlier versions of OS X 
don’t suffer from this bug.

Reuse governed by Creative Commons license. TidBITS has offered years of thoughtful commentary on Apple and Internet 
topics. For free email subscriptions and access to the entire TidBITS archive, visit www.tidbits.com.

https://www.macrumors.com/2017/11/29/apple-macos-high-sierra-file-sharing-fix/
https://www.macrumors.com/2017/11/29/apple-macos-high-sierra-file-sharing-fix/
https://www.macrumors.com/2017/11/29/apple-macos-high-sierra-file-sharing-fix/
https://www.macrumors.com/2017/11/29/apple-macos-high-sierra-file-sharing-fix/
https://support.apple.com/kb/DL1943
https://support.apple.com/kb/DL1943
https://support.apple.com/kb/DL1942
https://support.apple.com/kb/DL1942
https://daringfireball.net/linked/2017/11/29/high-sierra-root-login-fix
https://daringfireball.net/linked/2017/11/29/high-sierra-root-login-fix
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DOOR PRIZE WINNERS

For The November 2017 Meeting
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Can’t wait for the next newsletter to see what the guys and gals at Joy of Tech are up to? Then simply go on over to their 
website and see past and current cartoons and other things

http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
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iOS, watchOS, & tvOS 
iOS 11 Encrypted Backup Change Reduces Security, Boosts Data Safety

by Rich Mogull
Digital forensics firm Elcomsoft revealed this week that Apple has changed how encrypted iOS backups are protected, reducing security to 

improve the overall user experience.
Elcomsoft’s discovery kicked off a vigorous debate on Hacker News and Twitter, but does this change represent a real risk to the average Apple 

user? The answer is yes, but that answer has to be understood in the proper context. In absolute terms, Apple’s change is a step backward for iOS 
security, but the nuances of real-world usage suggest that Apple believes it’s a net improvement for protecting user data from loss.

While I wish that Apple hadn’t made this change, and I do consider it a hit to my personal security, I can see where Apple is coming from and 
how the company may see it as enhancing the safety of user data. Let me explain.

The Difference between iCloud and iTunes Backups -- By default, iOS devices try to back up to iCloud. Apple encrypts those backups in 
storage, but they aren’t protected with a separate user-defined password or encryption key. That’s why Apple can access customer data if required by 
law enforcement; Apple controls the encryption key and can recover the data without the customer’s knowledge or permission.

Before you call this a massive security flaw, keep in mind that my sources tell me that Apple has seriously looked at encrypting these backups with 
customer-managed encryption. However, allowing users to control encryption keys creates a massive usability problem. If someone were to lose their 
device and couldn’t remember their iCloud credentials, which happens all the time, they would lose access to all their data forever. Yes, it’s possible to 
regain access if you have more than one device, but many millions of Apple’s customers own just a single iPhone.

I would love to see Apple make customer-managed encryption for iCloud backups an option, but I see no viable path for it to become the default. 
Too many users lose access to their iCloud accounts — and thus to irretrievable family photos — for Apple to implement something that would 
unilaterally prevent data recovery. And too few journalists and security professionals either understand or want to admit the complexity of Apple’s 
situation, which leads to oversimplified suggestions that “Apple could just…”

Apple does try to minimize customer risk by limiting what is backed up. Most notably, your keychain passwords are not backed up to iCloud 
unless you separately enable iCloud Keychain, which has a different passcode that follows an entirely different security and restore mechanism. Apps 
can also control what data goes into an iCloud backup, ensuring that really sensitive information isn’t exposed.

Encrypted iTunes backups are a completely different beast. Rely on iTunes for backing up your iOS device and effectively all your data, including 
your entire keychain, is backed up locally (although I believe app programmers can still block the transfer of some keychain items in their code). The 
security assumption is these local backups are protected by a separate password and strong encryption, Apple never sees them, and no one but the 
device owner can access them. I’ve glossed over a few details, but that’s essentially how encrypted iTunes backups work.

That’s why, when you upgrade to a new iPhone or iPad, you should always restore from an encrypted iTunes backup or an iCloud backup that 
has iCloud Keychain enabled. You won’t have to log back into everything as most of your keychain items will be restored, plus a lot of other 
ephemeral data.

How Encrypted iTunes Backups Changed -- In iOS 8, 9, and 10, if you made an encrypted iTunes backup to your local machine, the 
password protecting the backup was owned by the iOS device. Although you set the password on your computer, the device itself would then 
protect all future backups to any computer using that password. The host computer itself wouldn’t have access to the backup password, although 
you could store it in the keychain.

In other words, when you make an encrypted iTunes backup, your iOS device does the encryption, not your computer. This approach materially 
improved the security of iOS backups, since the computer itself couldn’t access the data without the encryption key. It also prevented someone who 
had gained physical possession of the device from performing an encrypted backup with a new password and then using that to unlock and snoop 
the data.

This backup password was different from your computer’s login password or device’s passcode. If you lost your backup password, you could never 
restore from those backups ever again, as you would want to do when buying a new iPhone. Since there was no way to set a new backup password 
without knowing the old password, no one, including Apple, could help you. Worse, according to Elcomsoft, you could never again make another 
encrypted backup that you could restore in the future without factory-resetting your device.

(Conceivably, if you still controlled the device, you could switch to iCloud backups, reset the device, and restore from iCloud to reset the iTunes 
backup password, although I haven’t tested that.)

This previous iTunes approach was secure, but not very user-friendly; just the opposite of how iCloud backups are user-friendly, but not as secure 
as they could be.

https://blog.elcomsoft.com/2017/11/ios-11-horror-story-the-rise-and-fall-of-ios-security/
https://blog.elcomsoft.com/2017/11/ios-11-horror-story-the-rise-and-fall-of-ios-security/
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Here’s what’s new and controversial. In iOS 11, Apple lets you reset the encrypted local backup password if you know the device’s login passcode.
Using the device passcode as a second password reduces security because if an attacker can get the passcode, they can then reset the encrypted 

backup password and perform arbitrary backups with a weak passcode that tools from companies like Elcomsoft can crack.
“So what?” you say. “The attacker has the iPhone and the passcode anyway.” True, but iOS devices employ a fair number of protections even if 

you have local access. Tools that can read full device backups can access much more information. For example, they can pull passwords out of your 
keychain that are not accessible when using iOS. Your iPhone may use your email password to log into your email account, but it never displays that 
password. By hacking into a backup, an attacker can read it and log into your account or change your password and lock you out. And that’s just the 
tip of the iceberg — all other passwords stored in the keychain would be accessible as well.

Before this change, there was no way an attacker could hack into your iTunes backups without the backup password. Now, if the attacker can get 
your passcode, everything in the iPhone is fair game.

Risks Have Nuance -- I’m a bit surprised Elcomsoft publicized this change in iOS 11 because it’s a boon to forensics firms. Elcomsoft often hypes 
up their ability to access iOS devices, but when you read between the lines, you see that their access pretty much always depends on having a 
passphrase or some other circumvention first. Security firms often use these kinds of discoveries as a marketing tool, so you should always take them 
with a grain of salt.

Let’s take a step back and look at this change within the context of the Apple ecosystem.
There are over a billion iOS devices out there, with many hundreds of millions of users. In recent years, Apple has had an exceptional track record 

on security and privacy in the iOS world. Elcomsoft hints they believe Apple made this change at the behest of law enforcement, but doing so would 
be antithetical to Apple’s current culture. Apple is the company that faced down the FBI.

Here’s how I see it. What percentage of iOS users use encrypted iTunes backups? What percentage of those people lose their backup password and 
then have to reset their device — possibly with a complete loss of data — if they ever want to make or restore from an encrypted backup again?

On the other side of the equation, what percentage of users with encrypted backups lose their device (even temporarily) and the passcode, thus 
allowing an attacker to change the encrypted backup password, perform a backup, and crawl through their data?

Only Apple, via support requests, knows those numbers, and thus we have to assume that Apple believes that fewer people will suffer from 
inherently reduced security than will benefit from a second chance at recovering data from a backup.

There is no question that allowing the iOS device passcode to act as a secondary backup password reduces the security of encrypted iTunes 
backups on an individual level. As a professional paranoid I really wish Apple hadn’t made this change.

But there is also a legitimate case to be made that Apple improved the overall iOS experience for a much larger percentage of its customer base by 
making it less likely that average users could lose access to their encrypted iTunes backups entirely.

As an Apple customer who once had to factory-reset one of my children’s iPads because I had forgotten the backup password, hadn’t backed up to 
iCloud to save space, and couldn’t recover it from the Mac keychain where I… had failed to store it, I can certainly see Apple’s point of

Surprise! Apple Releases iOS 11.2 to Combat Reset Loop Bug
by Josh Centers

As I write this, it is Saturday morning, 2 December 2017. The sun has yet to rise. I have yet to put on pants. Nonetheless, I’m staring at the release 
notes for iOS 11.2, a significant update of iOS that Apple released overnight. Despite the company’s penchant for opening pre-orders at the absurd 
hour of midnight Pacific time, Apple usually releases software updates, at least for those of us in the United States, on a weekday, while it’s light out.

What gives?
Just before I fell asleep last night, news broke of a terrible bug affecting Australian users. As the clock struck midnight and the date changed to 2 

December 2017 down under, Australian iPhones started rebooting. And rebooting. Every few seconds or minutes, affected iPhones rebooted again.
Reddit users in /r/iphone caught on to the problem and quickly began suggesting solutions. The obvious solution, rolling back the clock, broke 

so many apps that it was not advised. The best alternative was to turn off third-party notifications. But the real fix is to install iOS 11.2.
You can download the iOS 11.2 update either in Settings > General > Software Update or 

via iTunes — it’s about 430 MB on an iPhone X. We usually advise a waiting period before 
installing such large updates, but given Apple’s software quality problems this week, the better 
part of valor would seem to be to install it right away. We hope the iOS 11 quality assurance 
team did a better job on the 11.2 release than the High Sierra team did with the root 
vulnerability bug update.

As for you, gentle iOS user, if your device is stuck in a terrible reboot loop, your best bet, per 
iMore’s Rene Ritchie, is to navigate to Settings > Notifications and disable all third-party 
notifications. That should stop the reboot loop.

iOS 11.2 also fixes another glaring glitch that caused error-inducing lag in the built-in 
Calculator app (see “iOS 11 Calculator Lags Cause Errors,” 9 November 2017). 

https://www.reddit.com/r/iphone/comments/7gzntq/psa_iphone_rebootrespring_issues_megathread/
https://www.reddit.com/r/iphone/comments/7gzntq/psa_iphone_rebootrespring_issues_megathread/
https://twitter.com/reneritchie/status/936891296819511296
https://twitter.com/reneritchie/status/936891296819511296
http://tidbits.com/article/17619
http://tidbits.com/article/17619
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Unofficially, it reportedly fixes the lesser known bug that autocorrected the word “it” into the abbreviation “I.T.”

Besides preventing your iPhone from entering an infinite loop of reboot doom or turning your 24 into a 6, iOS 11.2 finally brings us Apple Pay 
Cash, the now-official name for Apple’s person-to-person Apple Pay feature. Well, it sort of does. It wasn’t available at release, and as of 4 December 
2017, there is (sometimes) a switch to enable it in Settings > Wallet & Apple Pay, though it doesn’t seem to be functional yet.

Apple Pay Cash would undoubtedly be the top story if not for this reboot bug. Our condolences to the Apple Pay Cash team for having their 
feature release overshadowed by a bug fix. We plan to have in-depth coverage once Apple enables it.

iOS 11.2 also adds support for faster Qi “wireless” charging for the iPhone 8, 8 Plus, and X, if you have a compatible charger. These devices push 
out 7.5 watts of power, as opposed to the typical 5 watts.

The update also adds three new live wallpapers for the iPhone X. You can find them in Settings > Wallpaper > Choose a New Wallpaper.
In the Podcasts app, you can now swipe up while playing an episode to see a sleep timer, episode description, chapters, episode notes, and Up 

Next.
On the accessibility front, iOS 11.2 adds support for real-time-text phone calls for the deaf and hard of hearing.
Closing out the list of new features, HealthKit now supports downhill snow sports.
Also, iOS 11.2 improves video camera stabilization. Right now, it’s great to see Apple improving any sort of stability. Sorry, couldn’t resist.
The rest of the changes are bug fixes for less severe problems. The iOS 11.2 update:

• Fixes an issue that could cause Mail to appear to be checking for new messages even when a download is complete
• Fixes an issue that could cause cleared Mail notifications from Exchange accounts to reappear
• Improves Calendar stability (look, more stability!)
• Resolves an issue where Settings could open to a blank screen
• Fixes an issue that could prevent swiping to Today View or Camera from the Lock screen
• Addresses an issue that could prevent Music controls from displaying on the Lock screen
• Fixes an issue that could cause app icons to be arranged incorrectly on the Home screen
• Addresses an issue that could prevent users from deleting recent photos when iCloud storage is exceeded
• Addresses an issue where Find My iPhone sometimes wouldn’t display a map
• Fixes an issue in Messages where the keyboard could overlap the most recent message
• Addresses an issue where the keyboard could respond slowly
• Improves VoiceOver stability in Messages, Settings, App Store, and Music (stability is good!)
• Resolves an issue that prevented VoiceOver from announcing incoming Notifications

Apple hasn’t yet published a list of security updates for iOS 11.2, although they should appear soon on the Apple Security Updates page. That 
team must have had the weekend off.

Kudos to Apple for moving up iOS 11.2 release schedule to help affected users, but this is yet another nasty bug that Apple’s testing should have 
caught and fixed sooner. It doesn’t help that it reared its ugly head the same week as a security hole the size of Texas was found in macOS 10.13 
High Sierra, and the first update to fix that problem broke file sharing (see “Apple Pushes Updates to Block the Root Vulnerability Bug,” 30 
November 2017). And it hasn’t even been a month since the iOS bug that autocorrected the letter “i” to the letter “A” followed by a question mark 
in a box (see “Me, Myself, and A⍰,” 7 November 2017).

Something is clearly rotten in the state of Denmark, by which I mean Apple’s quality assurance department. Many long-time TidBITS readers 
have been complaining for years about Apple’s declining software quality. Major missteps like these give Apple a black eye and, when they affect tens 
or even hundreds of millions of users, cause a significant waste of the world’s time.

Amazon Still Promising Prime Video App for Apple TV in 2017
by Josh Centers

The Apple TV often feels like a forgotten middle child. Apple’s most exciting announcement for it this year wasn’t a new feature, but an app: 
Amazon Prime Video, which would let customers view movies and shows purchased from Amazon and stream titles — including Amazon’s original 
programming — included for free with Amazon Prime subscriptions.

Amazon’s video app is nearly as widespread as Netflix. It’s available on my Sony TV, my Amazon Fire Stick, my PlayStation 4, and even my 
Nintendo Wii U. Outside of my toaster, it seems that the only device in my house that can’t stream video from Amazon is my Apple TV. (And 
inside a toaster, it’s awfully hot.)

At this year’s Worldwide Developers Conference, Apple and Amazon finally announced that we would be able to watch Amazon video natively 
on the Apple TV by the end of the year (see “Apple TV to Get Amazon Prime Video and More Later in 2017,” 5 June 2017). TidBITS readers 
are champing at the bit for this app! Every time I write anything about the Apple TV, readers ask where the Amazon Prime Video app is.

But it’s December, and Amazon Prime Video for the Apple TV remains vaporware. Is it still due in 2017? Surprisingly, yes. Amazon public 
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relations told me, “Thanks for checking in. Yes, you can expect the launch this year.”

So there you have it — at least Amazon PR is on the record as promising the Amazon Prime Video app before 2018. Keep your eyes peeled for it 
becoming available any day now for your fourth-generation Apple TV or Apple TV 4K.

That said, the cynic in me could imagine Amazon shipping the app late in the month to avoid cutting into holiday sales of Amazon Fire TV 
devices. [NL Editor’s Note: I was just informed that the Amazon Prime app for Apple TV has just been released]

iOS 11.1.2 Fixes iPhone X Cold and Live Photo Problems
by Josh Centers 

Apple has released iOS 11.1.2 to address two issues with the iPhone X: one where the screen becomes 
temporarily unresponsive after a rapid temperature drop and another that could cause distortions in Live 
Photos and videos.

You can get the iOS 11.1.2 update, which is 51.4 MB on an iPhone X, in Settings > General > 
Software Update or via iTunes.

Despite the fact that the two bugs described apply only to the iPhone X, Apple has made iOS 11.1.2 
available to all iOS devices. So, if you have an iPhone X, and particularly if you live in a cold climate, it’s 
probably worth updating within a few days.

Owners of other iOS devices can likely wait for another update because this one has no security fixes.

Face ID’s Innovation: Continuous Authentication
by Rich Mogull

Every year, as I travel around the security conference circuit, the hallway conversations always turn to the interesting things attendees have seen 
lately. To be honest, I can’t remember the last time I was excited about a legitimately cool security technology. I see plenty of security evolution, but 
not much revolution.

That is, until my iPhone X arrived on launch day, and I got to try Face ID in real-world usage. Put simply, Face ID is the most compelling 
advancement in security I have seen in a very long time. It’s game-changing not merely due to the raw technology, but also because of Apple’s design 
and implementation.

First things first — Face ID nails nearly every criterion I came up with to evaluate it in “Preparing for a Possible Apple “Face ID” Technology” 
(18 August 2017). The false positive rate, unless you happen to have an identical twin, is 1 in 1,000,000 compared to 1 in 50,000. Watch enough 
videos of journalists trying to fool Face ID with masks and it becomes clear that Face ID is more expensive to circumvent than Touch ID. We 
haven’t seen a public vulnerability yet, but I always assume one will be found eventually. Although Apple sometimes has a weak spot in 
underestimating bad actors, it did a good job with Face ID. iPhone X Review: Testing (and Tricking) FaceID [Video].

In my pre-release article, I wrote: “Face ID doesn’t need to be the same as Touch ID — it just needs to work reasonably equivalently in real-world 
use.” In my personal experience, and for every user I’ve talked with and in every article I’ve read, Face ID’s core usability is equal to or greater than 
that of Touch ID.

For example, Face ID doesn’t work as well at any angle from which you could touch your iPhone, but it works better than Touch ID when your 
hands are wet. I’ve tested it in all sorts of lighting conditions and haven’t found one that trips it up yet. The only downside is that Face ID lets you 
register just one face — my wife and I have become accustomed to being able to use Touch ID on each other’s devices.

I believe Face ID is slower at actual recognition than Touch ID, but it’s nearly impossible to notice due to the implementation. In the time it 
would take to move your finger to a Touch ID sensor, Face ID could have already unlocked your iPhone X.

That’s the real Face ID revolution. Since you’re almost always looking at your iPhone while you’re using it, Face ID enables what I call 
“continuous authentication.”

Continuous Authentication -- We’re used to authentication events being discrete — you do something that requires proving that you’re the 
person performing the action, and the iPhone asks you to authenticate.

In the past, you had to either unlock your iPhone once and allow access to everything (well, everything that didn’t require a separate password) or 
put your finger on the Touch ID sensor whenever an app wanted you to authenticate. Face ID is different.

With Face ID, since you’re usually looking at your phone when an authentication event occurs, the iPhone X can scan your face as soon as you 
initiate the task that needs authentication, so it doesn’t need to ask you to do anything additional. And the iPhone X does this constantly. Here are 
examples I’ve discovered so far:
• Notifications, by default, don’t show details on the Lock screen until you look at the iPhone X. This is my favorite new feature since it improves 

security with little usability impact. (However, if you prefer being able to read notifications when your iPhone is sitting on the table in front of you, 
change Settings > Notifications > Show Previews to Always or Never.)

https://support.apple.com/en-us/HT208282
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• I always disable Control Center on the Lock screen for security reasons, but now just looking at my iPhone X unlocks it so I can use Control 

Center. You can disable lots of other features on the Lock screen now too — look under Allow Access When Locked in Settings > Face ID & 
Passcode.

• Safari now optionally uses Face ID before filling in passwords on Web sites. Previously, even with Touch ID, they filled automatically if the 
iPhone was unlocked. That’s enabled by default in Settings > Face ID & Passcode. Many third-party apps, such as 1Password, can also use Face 
ID for authentication.

• Apple Pay and the App Store now authenticate with Face ID without prompting you for separate authentication actions.
• Apps can authenticate as you open them. This is where I believe Face ID is a bit slower than Touch ID, but it still feels faster because I don’t need 

to touch the Home button.
In short, Face ID allows your iPhone X to authenticate you under nearly every circumstance you need without requiring any action other than 

looking at the screen, which you’ll do anyway.
We’re just scratching the surface of what this first generation of Face ID makes possible. Imagine the use cases as Face ID gains features like 

multiple user support and as Apple starts embedding it in other devices. As an example, one of the most significant problems in healthcare security is 
the need for users to authenticate quickly to shared workstations in clinical environments. I could see a future version of Face ID embedded in an 
iMac solving that problem, changing an entire industry, and selling a lot of iMacs!

I’ve previously said that Touch ID lets you use a strong password with the convenience of no password at all. Face ID exceeds that mark, and its 
introduction of continuous authentication may be the ultimate expression of effortless security.

[A previous version of this article aimed at security professionals appeared on my blog at Securosis.]

iPad Productivity Gets a Boost with iOS 11
by Julio Ojeda-Zapata 

I have long used the iPad as a productivity device — that is, for getting work done, not just for reading ebooks and watching Netflix.
But the iPad and iOS have never matched the Mac and macOS in terms of flexibility and versatility. I’ve had to make my peace with the tablet’s 

limitations to enjoy its greater portability and unique features, such as its touchscreen.
With the release of iOS 11, though, it’s time to take another look at how the iPad fares as a getting-stuff-done machine. Many of the features in 

iOS 11 are iPad-specific and are meant to make it feel more Mac-like for those looking to be as productive as possible.
Mac-style enhancements to iOS 11 — most of these iPad-specific — include a more flexible Dock, a better way to find files, more powerful 

drag-and-drop capabilities, improved multitasking and multi-touch features, upgraded split-screen functionality, new ways to use the Apple Pencil, 
and more.

With iOS 11, in short, the iPad feels like a whole new machine. I’m having a blast writing this story on an iPad Pro while making use of all the 
new software features. The experience is not yet on par with a Mac, but it’s a lot closer than it used to be.

Here is a rundown of iOS 11 features, which I’m testing on a 10.5-inch iPad Pro, and how they have improved how I work on an Apple tablet.
The New Dock -- The most prominent, important iPad shift in iOS 11 is a revamped Dock, which is far more versatile than before.
The fresh Dock can fit in more app icons, for starters. Originally, the iPad accommodated only four icons, mimicking the iPhone (which doesn’t 

get the new Dock). Later, that number rose to six. Now, with iOS 11, it can hold a whopping 13 icons, along with 3 optional slots on the dock’s far 
right for recently used apps and Continuity suggestions. The new Dock provides an efficiency boost, since your most-used apps are clustered in a 
single place and always at the ready, just like on a Mac.

The Dock can even accommodate iOS app folders, though docked folders can be hard to recognize since they lack labels or other identifiers.
Certain apps function as folders of a 

sort, too. Press on the new Files app in 
the Dock say, and a popover 
materializes with recent documents you 
can then tap to open. You’ll have to 
experiment to see which apps support 
this feature. For at least some apps, this 
feature also works when their icons are 
on the Home screen.

Best of all, the Dock is readily 
accessible at all times, even when you’re 
in an app. It is hidden by default but appears when you swipe upward from the bottom of the screen. The Dock then stays visible until you do 
something with it or dismiss it with a downward swipe.

https://securosis.com/blog/face-id-is-the-future-of-security-authentication
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This is game-changing. One of my big complaints with all earlier versions of iOS was needing to press the Home button to make the Dock — 

along with the Home screen — visible so I could tap another app icon. It’s not hard, but it’s a larger mental context switch, and doing it many 
thousands of times over the years has worn on me.

There’s still that mandatory swipe action, of course, which is similar to macOS’s Dock hiding option, which I find annoying — I keep my Mac 
dock visible at all times. An always-visible Dock on an iPad’s much smaller screen makes little sense, though, and having my most-used apps readily 
accessible outweighs that minor inconvenience.

Improved Multitasking -- Hardcore productivity on a Mac hinges on having multiple windows visible at the same time so you can, say, write in 
one window while consulting reference material in another. It has long been possible to open and position multiple windows on the screen, and a 
few years ago, Apple added Split View to formalize this capability, although I don’t know how heavily it’s used. (Click and hold on the green zoom 
button in a window to invoke Split View; you then choose another window in Mission Control to occupy the other side of the screen.)

The iPad has had a similar Split View feature for a while, but it was limited. iOS 11 drastically improves it, offering far more flexibility.
Apple has completely changed how you create a Split View arrangement in the first place. Gone is the awkward vertical app picker; now you drag 

from the Dock. To begin, open the first of the two apps. Then with that app on the display, drag another app icon upward from the Dock and to 
the right or left edge of the screen. Drop the dragged app before you get to the edge of the screen and you get a Slide Over pane instead of Split 
View.

Now you have more options for resizing side-by-side apps while in a landscape mode — drag the divider to 25/75, 75/25 or 50/50 proportions. 
(Only the first two work in portrait mode.)

Plus, if you just need a quick look at another app, you can put it in a Slide Over pane, which floats over the current app. To avoid obscuring one 
side or the other, you can now reposition Slide Over panes to the left or the right of the screen with a finger swipe on the inner edge of the pane. You 
can also swipe a Slide Over pane from its left edge off screen to the right and bring it back with a swipe in from the right edge.

On an iPad Pro, it’s possible to get up to four apps onscreen at once. It’s fussy, but if you open a Slide Over pane and hide it, you can then open 
another app in Split View, and bring the Slide Over pane back in for three windows. If one of those apps was playing video, you then can switch out 
of it to put it into picture-in-picture video pane, for a total of four apps onscreen at the same time. Other iPads are more limited in how many apps 
can be visible at once, and this varies from model to model.

You can even swap the left and right positions of Split View panes by dragging down on the handle at the top of one to turn it into a Slide Over 
pane, dragging its edge to put it on the other side, and then dragging the top handle down again to convert it back to a Split View pane. This trick 
takes a bit of practice to get the finger motions right. Check out the video below to see this in action. iPad Split View position swap
Do you use certain Split View app pairings over and over? Now 
they persist. Do an upward swipe with the Dock visible (or an 
extra-long upward swipe when it’s not) and you’ll see iOS 11’s 
redesigned app switcher. The app switcher shows both 
previously used apps and your recent Split View combos as 
tidily arranged thumbnails. Very handy, although there is a 
limitation: any app can be shown in only one pairing at a time. 
(The app switcher screen also displays Control Center on the 
right.)

None of these features on its own is a game changer, and it may take 
you some time to teach your fingers the necessary swipes. But taken 
together, they have made me more likely to reach for my iPad when I 
need to get work done.

Drag and Drop -- On Mac, it’s a given that you can use 
drag-and-drop actions, such as moving several files at once from one 
place to another.

The iPad has been far more limited in this regard, but iOS 11 closes 
the gap dramatically — albeit with new finger-on-screen interactions that might seem daunting initially.

Here are a few examples of situations in which you can use drag-and-drop:
• Drag a Web URL from the Safari address bar to the text field of a Mail message when the two apps are beside each other in Split View. Similarly, 

drag a photo from the Photos app into an email message, or transfer snippets of text between notes and word-processing apps.
• Move multiple items (wiggling app icons on the Home screen, files within the Files app, and so on) simultaneously. To do this, start dragging one 

item. Then tap nearby items. These get clumped together with the first item as you keep dragging. This is a great way to transfer files from one 
folder to another, quickly organize apps on the Home screen, and so on.

• If you want to put two apps into Split View but neither is in the Dock, do the following. Use a finger to tap, hold, and begin to drag one of the 

http://www.youtube.com/watch?v=AEei3mqgPu0
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apps. With another finger, tap to open the second app. While that is happening, keep dragging the first icon until it falls into place as a Split View 
(or Slide Over) pane. Again, this is a bit tricky. See the video below to get the idea.

  Split View with apps not in the dock
Drag-and-drop has the potential to make your work sessions faster and less frustrating. I often want to drop multiple files into an email message, 

for instance. However, I’m finding situations where drag-and-drop doesn’t seem to work correctly. I got excited about being able to drop multiple 
photos into a blog post created in WordPress, for instance, but I could not get it to work at all.

The New Files App — Another longtime knock against the iPad has been its lack of a Mac-style Finder — that is, a way to get at your files via a 
familiar folders-within-folders arrangement.

A first imperfect attempt, iCloud Drive, released as part of iOS 8, contained folders with files associated with iCloud Drive-savvy apps. Later, 
Apple expanded it to show files in specific Apple-ecosystem locations, such as a Mac’s Documents and Desktop folders. Individual files could also 
live loose in iCloud Drive, outside any folder. iCloud Drive’s contents synchronized across all of a user’s iOS and macOS devices.

iCloud Drive has now been absorbed into a new app called 
Files that’s available on both the iPad and the iPhone. Files also 
provides access to any installed third-party cloud-storage services 
like Dropbox, Google Drive, and Microsoft’s OneDrive, showing 
them in the sidebar, at the top, under Locations.

Tapping any of the icons provides ready access to those 
accounts, just as if they were accessed via the services’ apps, but all 
in one place.

You can designate folders — but not individual files — from 
just about any service as favorites. To do so, drag the folder to the 
sidebar and into the Favorites area, below Locations. For reasons I 
don’t understand, this doesn’t seem to work with OneDrive.

Files has a tagging system that is fairly robust, though 
sometimes confusing. Existing tags synced from iCloud are shown 
in the sidebar as colored dots in the Tags section, below Favorites.

You can tag both files and folders in a variety of ways. Options 
include dragging a file or a folder onto a tag; pressing an item’s 
icon and tapping Tags in the contextual menu; and opening a tag 
by tapping it to show all associated files and folders, and then dragging more files into that folder-like tag view.

Creating new tags is non-intuitive and took me a while to figure out. Tap and hold a file or folder to bring up the contextual menu. Then tap 
Tags, followed by Add New Tag. Give the new tag a name and color.

Files, unlike the revamped Dock, isn’t a sea change for me because I never favorite or tag files on a Mac. And although it’s nice to see the contents 
of all my Internet “cloud drives” all in one place, using the individual apps has never been an annoyance.

And yet, I now have only the Files app in my Dock, with the Dropbox and Google Drive apps tucked out of view in a folder.
Apple Pencil with Notes -- The iPad Pro-specific Apple Pencil can come in handy for a couple of productivity tricks, although, as Josh Centers 

notes, you don’t need one to harness these features (see “11 Things You Should Know about iOS 11,” 20 September 2017).
• Instant Notes: If you have an iPad Pro running iOS 11, you can tap the Lock screen with an Apple Pencil to create a new note in the Notes app. 

However, neither an iPad Pro nor an Apple Pencil is necessary. Just add a Notes button to Control Center, and then tap that button to create a 
new note. (Look in Settings > Notes > Access Notes from Lock Screen for options if you’d prefer to edit the last note instead of creating a new 
one.)

• Instant Markup: Similarly, iOS 11’s new Instant Markup feature works well with the Apple Pencil but doesn’t require one. Markup 
functionality is sprinkled throughout iOS 11. For instance, you can doodle on just-created screenshots, mark up photos by way of the editing 
tools in Apple’s Photos, scribble on just-created PDFs in Safari by way of a markup button that appears on the upper right, and highlight bits in 
PDF in iBooks by tapping the marker icon.

Taking Stock -- The iPad has been my go-to mobile-productivity device for some time now, with the iPad Pro cementing that role recently. As 
I’m heading out the door for work, it’s the device that I reflexively reach for. Why?

The iPad is thin, lightweight, and (with a keyboard cover and back cover sheathing it on all sides) rugged to the point that I don’t blink at tossing 
it into my bicycle’s pannier bag. Other draws include the built-in camera that’s handy in my journalistic line of work, that keyboard cover for a 
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laptop-like arrangement, and the option of cellular Internet access. Finally, don’t dismiss the attraction of direct manipulation on the touchscreen — 
many iPad users have found themselves trying to tap their MacBook screens.

There are still downsides to using an iPad as a work device. No matter what iPad you get, screen real estate is limited compared to a 27-inch iMac, 
and it’s impossible to connect a second screen. Even with iOS 11’s improvements, there’s still a very real learning curve to the necessary swipes for 
using Slide Over, Split View, and drag-and-drop.

Worse, many iPad apps lag behind equivalent Mac apps in terms of functionality and sophistication. Few people would argue that an iPad is a 
cutting-edge video-editing device, for instance. And despite the millions of apps in the App Store, there are still gaps — TidBITS currently relies on 
the version control system Subversion for its content management system, but there’s no functional Subversion client for iOS. These holes in the 
app ecosystem make an iPad a nonstarter for many.

Regardless of these limitations, iOS 11 on the iPad has eliminated much of the friction that hampered productivity in previous versions of iOS. As 
a journalist who works mostly with text and photos, the combination of iOS 11 and an iPad Pro is terrific.

Consumer Electronics at the PEPCOM Holiday Expo
by Jeff Porten 

Whenever I report for TidBITS from CES (aka the International Consumer Electronics Show, which is no longer its formal name) in January, I 
always have a story from PEPCOM, a sort of “mini CES” that isn’t affiliated with the main show. PEPCOM schedules it at a convenient time, 
offers us free food and an open bar, and narrows the vendor list to 150 instead of the 10,000 media representatives at CES proper. Everybody’s 
happy.

PEPCOM recently ran a branch expo in New York City called the “Holiday Spectacular,” and if you’ve had a bad day, perhaps a little 
schadenfreude will help. PEPCOM gives press USB flash drives containing PR materials on all exhibitors, but instead of the usual promotional 
PDFs, one of the exhibitors managed to publish his contract with PEPCOM, complete with signatures and how much his company paid for the 
booth. I can’t imagine his next day at work was pleasant.

My usual rule is to use the 🎁 emoji to indicate when someone gave me significant promotional swag, but that didn’t happen this time. A few 
companies offered me review units for future articles, though, and occasionally we get to keep them; I’ll make a note of such things in any future 
articles.

Anker Nebula Capsule Projector -- I’m a fan of Anker batteries and chargers. Anker has what seems to be the 
annual range of improvements to its standard lineup: batteries with the same form factor have longer charges and 
chargers that pump out a few more watts. But the impressive new thing is a portable projector called the Nebula. 
The size and shape of a soda can, and weighing under a pound, it’s a video projector with a 360-degree speaker. It 
runs on last year’s Android Nougat, so you can either stream from your devices or download apps like Netflix 
directly to it. (Nebula uses the Google Cast protocol, so streaming works from any Mac or iPhone, but you must 
first move your videos into a compatible app or Web site.) The video was sharp under bright lights to a screen a foot 
or two away; it would probably do fine in a dim room with a bigger picture at a longer distance. I’m unclear whether 
you can angle a Nebula to project from a low table. You’ll get 2.5 hours of video on the internal battery, and Anker 
will sell you external batteries. It’s shipping in December for $349; you can pre-order on Indiegogo for $269.

JLAB Audio -- I didn’t get to listen to JLAB’s new Epic Executive Bluetooth headphones, and I have to admit, 
despite having a half-dozen different wireless headsets from various CES shows, I still usually use my cheap Philips 
wired set because it’s one less thing to charge. But a couple of things caught my eye about the Epic Executive: its $99 
price tag, purported 11-hour playtime on a single charge, and the active noise cancellation which usually bumps the 
price to three figures and reduces playtime to 7 hours. Pre-order now and it promises to ship in late November; the 
company’s Web site currently offers a 20 percent discount on your first order.

Xfinity Mobile Cellular Plans -- Let’s get my bias out of the way: there are a number of companies I hate buying 
from, and just after nearly every airline that flies out of Philadelphia, Comcast is high on that list. (Not that Verizon is much better, but man, FIOS 
is sweet.) That said, if you’re already a Comcast subscriber by choice or due to lovingly monopolistic practices in your area, you might want to give 
Comcast’s Xfinity Mobile a look. Comcast says it now supports the 2017 iPhone models, including the iPhone X, but what impressed me is that 
the plans are pretty good. What’s included: family plans for up to five phones, no line fees per phone, unlimited talk and text, and access to a 
bazillion Xfinity Wi-Fi hotspots. It costs $12 per GB for cellular data or $45 for unlimited data to any individual phone. (That is, give Mom and 
Dad unlimited for $45 each, and meter your kids, if you like.) The whole thing is on Verizon’s network, which is reasonably solid for most people. 

https://seenebula.com/
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The worst part is having to be a Comcast customer already. But note that the reason Xfinity Mobile has so many hotspots is that every home’s cable 
router becomes one, whether you like it or not. Regardless of the fact that security is decent (under the hood, it’s a separate network), forcing 
everyone to participate in this hotspot network is the sort of behavior that makes me avoid Comcast.

Tile Slim and Sport -- Numerous companies offer “find your stuff with Bluetooth” tracker tags, but Tile’s offerings have a few new wrinkles. The 
Tile Slim is now “the width of two credit cards,” with the same range as the older, thicker tags. Meanwhile, the Tile Style and Sport somehow 
manage to get a 200-foot range out of Bluetooth, which I didn’t think was possible. All Tiles have a crowdsourcing function; lose one outside of your 
Bluetooth range and any other Tile that can see it will show up in the app. $35 for the Sport and Style, $30 for the Slim, $25 for the original Tile 
Mate; various discounts available if you buy several.

Monoprice Crosses the Atlantic -- Monoprice has a good reputation among techies who like cheap cables, but the general public mostly hasn’t 
heard of the company. I’m a bit unclear on how easy (or not) it is for Europeans to shop from U.S. Web sites, but Monoprice is making it simpler 
with its expansion into several European countries, starting with the United Kingdom. Germany, Italy, Spain, and Switzerland are next on the list.

Piper Computer Kit -- When I was a kid, my parents bought me a Science Fair electronics kit, which I played with endlessly. The Piper 
Computer Kit is a bit of that and a bit of the 2017 version of the Apple I (they even get 
Woz to promote the Piper on the home page). It’s built around a Raspberry Pi and 
comes with all sorts of stuff to make a Pi playful, including a blueprint that spreads out 
like a floor mat. What caught my attention was the aesthetic: the finished unit is 
charmingly clunky, the box design graphics are all Minecraft-inspired, and opening the 
box creates a moiré effect that I haven’t seen on a toy since the 1970s. But given how 
cheap a Raspberry Pi is, the Piper Computer Kit may feel pricey at $299. You can also 
pay $45 more for a year of warranty service, support, and early beta access to the apps it 
runs.

Polaroid Pop -- While I’m on the topic of 1970s nostalgia, I’ll mention the Polaroid 
Pop, a digital camera that prints out instant photos on actual paper immediately. (You 
see, kids, back in the day we had to actually “develop” our pictures.) A smallish screen 
lets you jazz up your photos with filters, stickers, and such before you print them, and if 
you insist on living in the 21st century, everything is stored on a regular SD card just like 
a normal digital photo. It will cost $199 “before the holiday season,” and you’ll need to 
pay $10 for a pack of 10 of the photo blanks that become your Polaroids. Yes, once 
again, you need to buy stuff to make your camera work.

Seam Lotus “Social Safety Network” -- There are already a bunch of ways to share your location or audio/video to a group of friends, and at first 
I thought Seam was just one more. It is, but with a twist: it has a hardware button called a Lotus that activates the app remotely. The idea is that you 
wear the Lotus (on a necklace, a wristband, or loose in your pocket) and press the button to alert your private network of what’s going on around 
you. Maybe you do this just to share, and maybe you do it because you’re in a scary situation and you want your friends to know. Perhaps useful for 
the Tinder generation? I don’t know, but Seam is worth keeping an eye on, particularly if you regularly find yourself in threatening situations. A 
Kickstarter in November gets you the Lotus for 40 percent off the $119 retail price; the app is free.

Link AKC Smart Collar -- It has been a long time since I was a 
dog owner, and that little guy was very much an urbanite: most days, 
once around the block on a leash was his big hurrah.  If your pooch 
is more free-roaming, you might like the Link AKC. Yes, it has the 
fairly standard GPS tracking you might expect, which you can watch 
on your iPhone, but it also lets you set up a geofence with alerts. And 
if he wanders out of eyesight and earshot, you can turn on lights and 
alarms to find (and annoy) him. Pricing is a bit hard to fathom: the 
press release says $199, the Web site says $149, and there’s a pop-up 
offering a $99 price if you give them an email address, which you’d 
do anyway if you buy it. You’ll also be ponying up a monthly fee 
because this puppy (so to speak) uses an AT&T cellular connection. 
It’s $10 per month, with discounts to $8 or $9 with annual plans. Be 
sure to note the 30-day free trial, since other devices like this suffered 
from connectivity problems and were annoying to charge — this one supposedly lasts two days per charge.

https://www.thetileapp.com/en-us/products/slim
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Reviews
Kodak Printomatic Instant Print Camera

by L. Davenport

The Kodak Printomatic Instant Print camera harkens back to the old days when you could take a picture with your Polaroid camera and it 
immediately printed/processed the photo. So when I received this camera for review, I couldn’t wait to test it out.

The Camera
The Kodak Printomatic camera is very simplistic in design. Meaning not a lot of bells and whistles. But it does have enough features to take your 

pictures. It is rectangular in shape (4.7 x 3 x .9 inches) and weighs 10.7 ounces - so it is small and light enough to comfortably carry in your 
purse. It comes in yellow and white and grey and white. It has a large door on its back (where you put the photo paper) and a long slot on its side 
(where the photos come out of). It has an automatic flash and auto focus - no manual zoom is available. 

The shutter button is nice and large making it easy to use, but in my opinion, it is way too sensitive. Quite a few times my pinky finger 
would brush up against it when I was holding it waiting for the photo to print or holding it when I was moving from one 
location to another - Grrrr!! It just took a picture of my shoes AGAIN! I wound up turning it off between locations. The power 
button is the opposite. It is very small and occasionally it had to be pressed several times (with my thumbnail) to turn it on or off. 

Several times I just let the camera’s sleep mode turn it off for me (after 5 minutes of inactivity).
There is a switch on top of the camera that lets you quickly change from taking color to black and white photos. 
The built-in lithium battery is not removable. So once it dies, so does your camera. Though in truth, I have quite a few cameras with built in 

batteries and they are still running after many years of use. So this is probably not an issue.
There is a Blue Calibration sheet that comes with each pack of photo paper. This is inserted along with the photo paper and is 

used to calibrate the camera. It cycles through/ejects first and then you are ready to start taking your pictures.

The Photos
The Kodak Printomatic camera can hold 10 sheets of Kodak Zink photo paper at a time and can take up to 10 MP photos. But (because of its 

size), it can only print out 2 x 3 inch photos. The photos dry quickly and are smudge and water resistant. All of the colors are embedded 
in the ZINK paper so no messy color cartridges are needed. The Kodak photo paper does have a nice added feature, it has an adhesive 
back so you can easily make a montage, stick it on your school binders, etc.
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What’s Included
Kodak Printomatic camera comes with a USB cable for charging and uploading photos to your computer. BTW: A purchase of a separate 

microSD card is needed if you want to save all of your photos so you can upload them to your computer.

Testing the Camera
I went to our local collage and took pictures of its new library building and its church. Here is what happened:

• The Blue Calibration sheet never ejected - I had to manually remove it - dumping the photo paper on the grass in the process.
• After I took the first shot (of the church), I could hear the camera humming and shortly after, the photo emerged from the 

camera. The photo was nice and sharp, but the colors weren’t accurate, e.g. all of the tan stones appeared with a pink hue (see 
the above comparison photos). This pink hue repeated itself with the rest of my indoor and outdoor test shots.

• After taking the photos of the outside of the new library, I went inside to take some low-light photos. They came out nice and 
clear (but again, with a pink hue).

• There were three vertical lines (distortions) that appeared on each photo. I tried re-inserting the photo paper, holding the 
camera very still, and I even turned it upside down in an effort to stop the lines from printing. -- Nothing worked. The lines 
always appeared. According to the manual this can be caused by the paper being inserted incorrectly or it needs recalibration. 
So when my first pack of paper was used up, I inserted the second pack (along with its calibration sheet). This time the 
calibration sheet did move back and forth as it was ejecting - obviously calibrating the camera. I was hoping that now that it 
was calibrated properly, the three lines and the hue shift would go away. Alas, it was not to be. They appeared on the second set 
of photo paper too.

• When I got home, I wanted to upload the last three photos to my computer (a microSD card didn’t come with the camera, so 
according to the manual, the camera can only remember three photos). But though it beeped when I inserted the USB cable 
(obviously signaling that it was connecting) they never appeared on my computer’s desktop or even when I opened the Image 
Capture program! So I guess that even though the manual says it remembers three photos, you can really only upload if you 
saved your photos to the microSD card. Not a real problem since what can you do with only three photos. I just wanted the 
three for testing purposes.

The Skinny
Evaluation: I had high hopes for this camera but unfortunately, it was not to be (for me). I did like that you instantly know if you got the shot that 
you wanted - no need to run home and view your photos on your computer. However, since everything is printed, your duds get printed too. But as 
you can see from my testing, there were problems. Though everything came out clear, including the accidentally taken photos of my feet. There 
were color and other problems.

Now I do want to say that with any car or product, there are lemons. I may have gotten a lemon since in reviews I read on the internet, the 
majority liked or loved the Kodak Printomatic camera. I could have gone with the crowd and give it a glowing report, but I like to be honest and 
give my readers all of the information available. Then they can make an informed decision on whether to buy or not.

Price: Camera - $69.99 (at Amazon)
          Kodak ZINK Photo Paper: 20 Sheets: $9.99, 50 sheets: $24.99

The Photo on the left was taken using the Kodak Printomatic camera (but I had to scan it into the computer at 600 DPI). 
The photo on the right was taken with my Sony camera (on a different cloudless day). The Sony’s colors are accurate but 
the Kodak Printomatic camera’s photo has a pink hue. Also notice the three (faint) vertical lines the appear in the Kodak 
Printomatic camera’s photo. The color change and the lines happened with all of the photos taken in my test.
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FCC to End Net Neutrality
by Geoff Duncan

Earlier this year we noted that the U.S. Federal Communications Commission (FCC), under Trump-appointed chairman Ajit Pai, was preparing 
to roll back Obama-era regulations that classified Internet service providers as common carriers and mandated “net neutrality.” (See “FCC and 
Congress Work to Roll Back Net Neutrality,” 05 May 2017.) Well, now is the time the hammer meets the nail: the FCC is expected to vote on 
the proposal to undo net neutrality on 14 December 2017.

The full 210-page proposal (PDF) is available to the public, but it boils down to:
The FCC will reclassify Internet service providers as “information services” rather than more-regulated common carriers like utilities and telephone 

companies.
Mobile Internet service will be reclassified as a “private” service subject to little regulation rather than “commercial” service, on the basis of some 

hairsplitting about connecting to the public switched telephone network.
In the spirit of transparency, network operators will have to publish (or disclose to the FCC) some information about their network operations 

and commercial offerings that is “sufficient to enable consumers to make informed choices.” This would include information about blocking, 
throttling, or prioritizing of some services or apps at the expense of others. However, providers would essentially be able to take any action they like 
under the aegis of “network management” without disclosure.

States and localities will be prevented from drawing up their own broadband consumer protections.
Under this new framework, the FCC is essentially forfeiting its authority to regulate the broadband Internet market. This means responsibility for 

keeping network operators on the up-and-up falls to the Federal Trade Commission. The FTC has never had anything to do with net neutrality and 
cannot impose regulations on network operators, but it can investigate anti-competitive behavior.

Commissioner Pai has consistently characterized net neutrality as a solution looking for a problem. Generally, Pai sees net neutrality regulations as 
an unneeded burden because the Internet did not devolve into a dystopia of slow lanes, fast lanes, and paid prioritization before 2015. Pai also feels 
the FCC is unnecessary to keep network providers in line: in the handful of instances where anticompetitive behavior did crop up, most were 
handled by the industry without the FCC’s intervention. Further, Pai claims that eliminating net neutrality regulations — or, rather, “restoring 
Internet freedom” — is essential to spur investment in America’s broadband infrastructure. Pai cites studies claiming broadband investment fell in 
the two years since the Obama-era FCC enacted net neutrality regulations.

All these claims are dubious. Where the FCC says broadband investment has fallen since 2015, ISPs have consistently told their investors (via 
legally-binding financial disclosures) that net neutrality regulations were not impeding them. Almost every major network operator — from 
Comcast and Verizon to Time-Warner, Sprint, and T-Mobile — has engaged in or is actively engaging in some form of blocking, paid 
prioritization, or (particularly) throttling with little or no disclosure to customers. And network operators didn’t set up fast lanes in the “light-touch” 
regulatory era before 2015 because they were waiting to see how a number of court challenges to FCC authority were going to turn out.

Public opinion also does not agree with Commissioner Pai. Surveys sponsored by both the cable industry and Mozilla — arguably on opposite 
sides of the issue — find the American public remains overwhelmingly in favor of net neutrality.

In this light, Commissioner Pai’s view on the value of public opinion is interesting. When proposing to undo net neutrality, Pai promised a “far 
more transparent” process than that used by the FCC in 2015. Yet the process the FCC implemented this time around apparently gave no thought 
to filtering out automated spam and trolling of the comment process, leading to the FCC claiming that it was just too burdensome on them to, you 
know, actually process the comments. Also too burdensome? Publishing the comments, or responding to inquiries about the comment process. In 
the words of Commissioner Mignon Clyburn, the process completely ignored “thousands of consumer complaints and millions of individual 
comments that ask the FCC to save net neutrality and uphold the principles that all traffic should be created equal.”

The FCC’s proposal states that the “disinfectant of public scrutiny and market pressure” is far more effective at controlling the broadband industry 
than any government regulation. Yet, under Pai’s leadership, the FCC has found a way to disregard public comment and craft a regulatory 
framework that relies on network providers voluntarily disclosing whether they’re violating any rules. And market pressure works only if there is a 
market: according to the FCC’s own proposal, at the end of 2016 some 48.9 percent of Americans had access just a single broadband provider 
capable of meeting the FCC’s definition of “modern broadband” (25 Mbps downstream and 3 Mbps upstream) or no access at all. If you don’t like 
your ISP, it’s hard to take your business elsewhere when there is no other ISP. So much for market pressure.

Although many consumer rights groups continue to protest the FCC’s proposal (and the EFF has created a service enabling citizens to directly 
lobby their congressional representatives on the issue), the fix is in: it’s very unlikely any public action will delay or fend off the FCC’s action.

It’s difficult to say how all this will play out for network operators, Internet companies, and consumers. Network operators all give lip service to 
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wanting a free and open Internet, and they claim they have no interest in blocking services or restricting access. But these are the same companies that 
feel Internet heavy-hitters like Apple, Amazon, Facebook, Google, and Netflix have made billions off the “free lunch” of network neutrality 
requirements, and the only leverage network providers have is limiting access to consumers. So, there is absolutely no question network operators will 
want more money from Internet companies — as fast as they can get it. Similarly, Internet companies will pay up if there’s no alternative, and they’ll 
almost certainly pass those costs on to consumers. So, consumers can expect charges and fees to increase, along with having virtually no recourse if 
their ISP blocks or degrades Internet services they want or need.

Tidbits
Marco Arment: How Apple Could Fix the MacBook Pro -- Developer Marco Arment has some ideas for how Apple could restore the current 
MacBook Pro to the glory of the 2015 model. If nothing else, Arment suggests that Apple return to scissor key switches, since the butterfly switches 
in the current keyboards are disliked by many, unreliable, and expensive to repair. He also proposes removing the Touch Bar, a return to “inverted-
T” arrow keys, more ports to reduce dongle dependency, better and more affordable first-party USB-C hubs, and chargers that bring back the 
charging LED and cable management arms. We agree with Arment, though it’s impossible to know if Apple is open to hearing and responding to 
such criticisms from the community.

Why the HomePod Faces an Uphill Battle -- Apple has officially delayed the HomePod until next year, and many reports indicate that, unlike the 
standalone Amazon Echo, it will depend on a connected iPhone for most of its smarts. Bloomberg’s Mark Gurman has gathered the inside story: 
the HomePod has been in development for over five years, was originally conceived of as a modern iPod Hi-Fi, and its designers were blindsided by 
the Amazon Echo. But despite the Echo’s success, Apple focused on sound quality and not voice assistant capabilities, which may prove problematic 
in the market. Regardless, the HomePod will have a hard time competing on audio quality alone, since you can buy several Amazon Echoes for the 
price of one HomePod.

Apple Delays the HomePod Until 2018 -- Apple originally promised to ship the HomePod smart speaker in December 2017, but the company 
has now delayed it until early 2018, saying it needed “a little more time before it’s ready.” Although missing the holiday shopping season may give a 
leg up to competing products from Amazon and Google, it’s better for Apple to delay the HomePod than ship a half-baked product.

How Facebook Knows More about Your Personal Network than You Do -- Facebook does a lot of creepy things, like recommending that 
someone befriend their father’s mistress or connecting a couple with their anonymous sperm donor from years before. But how does Facebook tease 
out such obscure connections? Gizmodo investigated and traced Facebook’s behavior back to what’s known as “shadow contact information” — a 
secret database that Facebook keeps to track everyone you might know. It collects much of this information from other users who share their address 
books with Facebook, so if two otherwise unrelated people both have your phone number, the company can then connect them. Alas, there’s 
nothing you can do about this.

Inventor of the Web Concerned for Its Future -- Sir Tim Berners-Lee invented the World Wide Web as an “open platform that allows anyone to 
share information, access opportunities and collaborate across geographical boundaries,” but he’s less optimistic about its future than he used to be. 
“We have to grit our teeth and hang on to the fence and not take it for granted that the Web will lead us to wonderful things,” he said. In particular, 
Berners-Lee criticizes Web advertising for its role in creating clickbait and spreading propaganda. “The system is failing. The way ad revenue works 
with clickbait is not fulfilling the goal of helping humanity promote truth and democracy.”

Practical Ways To Use QR Codes -- iOS 11’s Camera app now automatically recognizes QR codes, those square sets of black rectangles that 
contain URLs, Wi-Fi connection details, contacts, and much more. Here’s how to create and deploy QR codes in practical and useful ways.

iPad Productivity Gets a Boost with iOS 11 -- Julio Ojeda-Zapata has long relied on the iPad for mobile productivity, but he chafed at the 
limitations imposed by iOS compared to macOS. Now, tablet-specific improvements to iOS 11 make the iPad a better machine for work on the 
go.

Panorama X Brings the Legendary Mac Database Back to the Future -- After six years of development, ProVUE software has released Panorama 
X for macOS — a completely rewritten and modernized version of the powerful relational database that was one of the first Mac apps. Joe Kissell 
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explores its capabilities, old and new, and muses 
on who would benefit from this tool.

Past Facebook President Calls Out Social 
Media -- As Facebook’s first president, Sean 
Parker was instrumental in the company’s 
eventual success. But now the billionaire tech 
pioneer has had a change of heart, confessing at 
an Axios event that “The thought process that 
went into building these applications, Facebook 
being the first of them, was all about: ‘How do 
we consume as much of your time and 
conscious attention as possible?’” He added, “I 
don’t know if I really understood the 
consequences of what I was saying, because [of] 
the unintended consequences of a network 
when it grows to a billion or two billion 
people… God only knows what it’s doing to 
our children’s brains.” Quick — tweet this link! 
Or not.

Jony Ive on the iPhone X and Apple’s New 
Campus -- In an interview with Wallpaper, 
Apple Chief Design Officer Jony Ive discusses 
some of the design decisions behind Apple’s 
new campus and how multi-touch has 
fundamentally changed hardware design. Along 
those lines, he said something interesting about 
the iPhone X: “What I think is remarkable 
about the iPhone X is that its functionality is so 
determined by software. And because of the 
fluid nature of software, this product is going to 
change and evolve. In 12 months’ time, this 
object will be able to do things that it can’t 
now.” So by next year, what do you think the 
iPhone X will be able to do that it can’t do 
now?

iOS 11 Calculator Lags Cause Errors -- If you 
type 1+2+3= in iOS 11’s Calculator app 
quickly, you may get 24 instead of 6. The 
problem is a delay in recognizing taps on all the 
operation buttons. Thus, in the example above, 
the second + is ignored, so you’ve instead typed 
1+23=. If you type 1+2+3= slowly, making sure 
that the operator button activates on each tap, 
Calculator works correctly. We hope Apple 
fixes this embarrassing bug in the next update to 
iOS 11. In the meantime, Siri works well for 
simple calculations, and for those who need a 
serious calculator, PCalc is the gold standard.
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HOW TO FIND US
General meeting:
SMMUG General Meetings are held on the SECOND Monday of 
each month at Fire Station 14 located at 1875 Dublin Blvd (at the 
intersection of North Academy and Dublin). 

Directions:
From Academy, go east on Dublin and then turn right on 
the very first street. There is parking on the west and south 
sides of the Fire Station (with additional parking located to 
the north and further west of the Fire Station). The entrance 
is on the west side of the building.

Smoking is not permitted on the premises. 

Sig meeting:
The SIG Meetings are held on the SECOND Saturday of each month at Fire Station #18’s meeting room - located at: 6830 Hadler View 
[the fire station is behind Walgreens]. 

Directions:
#1) Take I-25 to Garden of the Gods Rd (head west), turn right on Centennial, left on Flying W Ranch Rd., right on Hadler View.
#2) (This route is bumpier and probably not the best for winter travel) Take I-25 to E. Woodman/W. Rockrimmon Blvd., turn right on Vindicator 
(at the Safeway intersection), and then right on Hadler View.
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Membership Application Form
Membership entitles you to access to our online forums, participation in prize drawings, and access to the 
bargains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership dues 
($30) apply to the calendar year and are paid each December for the following year. Use the following table for 
NEW MEMBERSHIP ONLY:

 JAN 1 to MAR 31 - $30.00  APR 1 to JUN 30 - $20.00
 JUL 1 to SEPT 30 - $15.00  OCT 1 to DEC 31 - $10.00

Please Print Clearly!     Today’s Date 

Name
 Street Address

 City/State/ZIP
 Home Telephone

 E-mail Address
Have you previously been a member of SMMUG?
How did you learn about SMMUG?

Make your check payable to:  SMMUG  
Then mail or give this form and your check to:

SMMUG, Inc. 
Skip Mundy, Treasurer   
PO Box 62741 
Colorado Springs, CO   80962 

Please make an online account for me.
User Name _______________

Don’t make an online account for me. 
I do not want one or I already have 

Business Telephone 

About Us

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, 
Colorado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices.

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the second 
Monday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, where 
our collective expertise can help answer your questions. 

All members receive a monthly newsletter, published on our web site, see great reviews of software and hardware, or can 
participate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate 
memberships are granted.

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operating the club and its meetings.

http://www.smmug.org
http://www.smmug.org

