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Wi-Fi Security Flaw Not As Bad As It’s KRACKed Up To Be
by  Glenn Fleishman

Don’t panic about the new Wi-Fi security problem that you’ve likely seen trumpeted on news sites. 
Yes, the KRACK exploits reveal a fundamental flaw in the process by which a Wi-Fi device — like a 
Mac, iPhone, Windows computer, point-of-sale terminal, or smart fridge — connects securely to a Wi-Fi 
access point. You shouldn’t underestimate how significant that is (it’s huge), but also don’t overestimate 
how likely it is to affect you (very unlikely).

The KRACK exploits involve how Wi-Fi Protected Access version 2, known as WPA2, lets a client 
device negotiate encryption keys and cryptographic elements with a base station, while keeping those 
elements secret from any parties trying to intercept communications, masquerade as the client, or 
decipher data later.

Every operating system and every device that can initiate a Wi-Fi network connection and that 
supports WPA2 encryption is vulnerable to at least one of the lines of attack revealed, and the researcher 
who discovered them has already found more attacks that he hasn’t yet released. Wi-Fi access points aren’t 
directly affected.

However, just because every device in the world could have its traffic sniffed doesn’t mean that every 
device will. Remember that Wi-Fi is local area networking: attackers must be within range of their targets.

The KRACK vulnerabilities can be easily patched in hardware that can be updated. Apple told me that 
all four of its operating systems already have patches in place in the current beta releases, which will roll 
out in the near future for macOS, iOS, watchOS, and tvOS. Other operating systems and older Apple 
hardware will not be so lucky. Fortunately, many experts see ways for base stations to be updated too, but 
with the same proviso: many base stations lack an automatic update process, meaning they’ll remain 
unable to prevent unpatched clients from becoming targets.

A Quick Look at KRACK -- On 16 October 2017, security researcher Mathy Vanhoef presented 
proofs-of-concept of several different kinds of attacks in a paper he wrote months ago and only now 
released in advance of an upcoming presentation. He dubbed the series of attacks “KRACKs” (Key 
Reinstallation AttaCKs), as all major vulnerabilities now need clever names. He disclosed the 
vulnerabilities carefully, and US-CERT ultimately took over disseminating the information so many 
companies would have patches ready or nearly so by the disclosure date. (Details were accidentally 
disclosed earlier than intended, as Ars Technica explained.)

The various WPA2 negotiations rely on what’s called a “four-way handshake” and take into account a 
client failing to receive the key (or failing to acknowledge receipt) during the stage in which the key is 
delivered. This might be due to interference or an operating system glitch or another anomaly — 
remember that WPA2 was developed in 2004, when everything, especially wireless devices, was slower 
and less reliable.

As a result, the Wi-Fi access point can retransmit the key when it believes the client hasn’t received it, 
and the client device then installs it and resets a counter that’s used to create a stream of encrypted 
information that only it and certain other parties like the access point can decipher.

That’s where the flaw lies: an attacker can record and replay the transmission of the key, and the client 
dutifully resets the counter. With that information in hand, a malicious party knowing the contents of 
certain data packets or guessing they contain plain text (even in an email or Web page) can then decrypt 
other packets without obtaining the encryption key. An attacker can’t join the Wi-Fi network, but can 
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SIG NEWS

The Saturday SMMUG Special Interest Group 
(SIG) will meet from 10:00 AM to 12:00 Noon, 
Saturday, November 11, 2017, in the Fire Station 
18’s meeting room at: 6830 Hadler View (a map is 
located at the end of this NL). The meeting will be 
divided in to two parts.

The First part starting at 10:00 will focus on iOS, 
helping everyone become both comfortable and 
proficient with their iPhone, iPad, and iPod 
mobile devices. Starting at 11:00 we will focus on 
the Apple’s Keychain.

All are invited, but new users are especially 
encouraged to attend this free meeting. Bring your 
tips and tricks, questions and suggestions. 

For more information about Special Interest 
Groups (SIGs), go to the SMMUG website.

Scan this QR code to be taken to our 
SMMUG web site

ADVERTISING
You can advertise your business or service 
through the Silicon Summit.

RATES 
Per inch   $10
Quarter page   $15 
Half page   $25 
Full page   $50 
Insert                  $15

A 10% discount is applied for ads that 
run two or more months, except for 

inserts.

Sponsor ing Membersh ips a re a l so 
available to merchants who want to see 
their business name and address listed on 
the front page. Sponsoring Memberships 
are $100 for one year.

MEETING DATES
 

Our regular monthly meetings are on the second 
Monday of every month. Upcoming meeting 
dates are as follows:

November 13, 2017  
December 11, 2017

----------------
January 8, 2018  

February 12, 2018  
March 12, 2018  

April 9, 2018  
May 14, 2018 
June 11, 2018 
July 9, 2018  

August 13, 2018  
September 10, 2018 

October 8, 2018  
November12, 2018  
December 10, 2018

                                                                              
MISSED AN ISSUE?

You can find the previous issues of the 
Silicon Summit posted in PDF format at 
the SMMUG website.

THIS MONTH AT SMMUG

November 13rd, 2017
6:00 Q&A Session
6:45 Networking Break
7:00 Rich Voelker will talk about Apple ID, 

High Sierra, and Apple products 
8:00 Adjourn
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Announcements
Elections for 2018 SMMUG Officers and Board of Directors Members

We will be electing our new SMMUG Officers and Board of Directors for 2018 at our General Meeting on December 11, 2017. We have all 
benefited from the information given out at our club meetings. So it is time to think about giving something back. Can you spare an hour each 
month to help support your club by becoming a member of the Board? Not sure what being a Board member involves? Descriptions for each of 
these positions are available in our Bylaws available under the "Contact Us" tab at www.smmug.org.

In order to nominate yourself or someone else for a position, please contact our Election Committee Chairperson, Rich Voelker at 
smmugvote@voelker.com.  If you are nominating someone other than yourself, please ensure the person is willing to accept the nomination. Please 
title your e-mail, “SMMUG Nomination”.

You must be a current paid member in good standing to vote. Each member in good standing can vote once either by e-mail or in person at the 
Annual Meeting. If you cannot make the December 11th Annual Meeting or would rather vote via e-mail, please title your e-mail “SMMUG Vote” 
and send in your vote to smmugvote@voelker.com.  You may vote once for each position. All e-mailed nominations and votes must be in by 7:00 
p.m. December 11, 2017.  

If you have questions, please e-mail the SMMUG Board at info@smmug.org or click on the “Contact Us” tab on our website, 
http://www.smmug.org. 

Meeting Dates for 2018
Board Meeting: 1/22  2/26  3/26  4/23  5/21*  6/25  7/23  8/27  9/24  10/22 11/26 12/17* 
General Meeting: 1/8  2/12  3/12  4/9  5/14  6/11  7/9  8/13  9/10  10/8  11/12  12/10
SIG Meetings: 1/13  2/10  3/10  4/14  5/12  6/9  7/14  9/8  10/13  11/10 
* Date changes

Door Prizes For The November Meeting:
Phone clip lens
Multi-charger
USB hub
Car charger
Thumb drive 

Club News

http://www.smmug.org/
http://www.smmug.org/
mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:smmugvote@voelker.com
mailto:info@smmug.org
mailto:info@smmug.org
http://www.smmug.org.%A0
http://www.smmug.org.%A0
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still extract information from it!

Not every operating system suffers from this problem for every kind of negotiation. Windows and iOS, for instance, weren’t vulnerable to several 
types of attack, but were to others. As long as one sort of handshake can have a KRACK used against it, data in transit is vulnerable. Forged data 
could also be inserted into a network, which could allow ransomware and other malware to be delivered to vulnerable devices.

More terrifying than the flaw itself is the fact that it has existed since WPA2 appeared in 2004, and that it was found by a single person — a 
graduate student, not a team of veteran security researchers at an anti-intrusion software company — following a slender thread of an idea of 
something to test after writing a paper on a related topic. (Vanhoef credits his research supervisor on the paper for his guidance.)

So far, there’s no evidence of KRACKs being used in the wild. However, the ease with which Vanhoef found it means that it’s likely that 
government intelligence agencies have already found and have exploited the flaw in targeted surveillance, because it’s exactly the kind of thing that 
they would be looking for.

Although all this sounds bad, Vanhoef’s disclosure of the KRACKs is actually good news: a researcher dedicated to a responsible disclosure ensured 
that companies had time to patch before cracking tools were updated. Plus, if bad actors have been exploiting these vulnerabilities, their windows of 
opportunity will be closing, as I explain next.

Everything That Can Be Patched Will Be -- Apple already has patches in its update stream to fix the various KRACKs in all its operating 
systems (see “Apple Has Already Patched the WPA2 KRACK Weakness in OS Betas,” 16 October 2017). (Apple said nothing about AirPort 
base stations, but we can always hope.) On 10 October 2017, Microsoft shipped updates to Windows 7 and later and Server 2012 and later. 
Google has more vaguely promised Android updates in the coming weeks, according to the Verge, but individual Android hardware vendors will 
have their own schedules. Other operating system and hardware makers have updates shipping now or will release them soon. The Wi-Fi Alliance, 
which certifies gear that bears the Wi-Fi label, will also update its testing. These responses will rapidly close the largest and most lucrative vectors of 
attack, those against people with recent hardware, especially mobile devices.

The biggest problem, as with many security attacks, come from three related areas: Google’s Android OS, Linux, and Internet of Things (IoT) 
devices, which are often powered by a form of Linux. In this case, it’s also because there’s a serious flaw in a commonly used software module that 
handles the WPA2 negotiation. That flaw is bad: the encryption key in hardware running this module resets to all zeroes when an attacker attempts 
to replay the captured encryption key — that’s right: all zeroes! Because the attacker now knows that key, they can immediately decrypt all data sent 
by the client. With other operating systems, an intruder has to work harder and capture a lot of data and run more KRACK attacks before 
deciphering some of the communication. This glaring bug isn’t old — it was introduced in a relatively recent update that’s incorporated into 
Android 6.0 and other newer hardware, and affects about 50 percent of all Android devices in use.

Android has long suffered from an update abandonment problem, with Google and its partners quickly dropping support for older releases. A lot 
of older Android hardware can’t be upgraded to even the next major release of the system — or to any incremental improvement. This 
abandonment problem affects hundreds of millions of older Android devices that can never receive security updates. Review MasterKey, 
Stagefright, and Broadpwn for three examples. (Apple typically supports Macs for at least 7 years and sometimes releases very late-in-cycle security 
updates for even older Macs. With iOS, it’s closer to 5 years.)

Even worse are Internet of Things devices that use embedded operating systems with which you never interact directly, many of which can’t be 
updated at all. Even when products can be updated, dodgy manufacturers and cut-rate prices often result in the abandonment of support for a 
particular model months after it appears. Updates are often difficult to install and manufacturers don’t notify customers (or have any way to do so), 
making it unlikely that an average user will learn of a security fix or, discovering it, be able to install it. KRACK will become another tool in an 
attacker’s kit for recruiting devices like DVRs and nursery webcams into botnet armies.

Conversations with a few security experts made it clear that while the Wi-Fi access point side of the equation isn’t at fault for these negotiation 
flaws, even consumer-focused access points could be updated to block, resist, or report KRACKs. (There’s one exception: corporate-scale access 
points that support “fast handoff” act a little bit like a client in that mode, and routers with that feature have to be patched, too.)

At the enterprise level, vendors are already on top of the problem. In addition, corporate-scale intrusion-detection systems have long monitored for 
the unauthorized or fake access points that KRACKs require. Cisco, for instance, has provided a short primer to customers to make sure they have 
enabled the right options to detect KRACK-style intruders.

Public Wi-Fi networks are unlikely to be affected by the KRACK attacks. Most rely on a portal page to control access to an unsecured network, 
rather than WPA2. If they do employ WPA2 for access, it’s typically to restrict usage to customers, as it doesn’t provide real security from other users 
on the same network. In either case, you should always treat public hotspots as untrustworthy.

What You Can Do -- You can and should take steps to protect yourself against KRACKs. Here’s how:
Install KRACK-related updates as soon as they are available for any Wi-Fi-enabled device you have.
Check your Wi-Fi base stations’ configuration settings and make sure you aren’t using the mixed WPA/WPA2 Personal mode in an Apple base 

station or TKIP encryption or TKIP/AES on other makers’ hardware. You’ll typically find these settings under Wireless or Wireless Security. These 
modes are more easily broken in general and offer more risk with KRACKs, too. Instead, make sure to use only WPA2 Personal (or WPA2 
Enterprise where available) and AES-CCMP, sometimes listed just as AES. (You can’t set WPA2 security on a phone or computer, only at the 
router.)

http://tidbits.com/article/17569
http://tidbits.com/article/17569
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-13080
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-13080
https://www.theverge.com/2017/10/16/16481818/wi-fi-attack-response-security-patches
https://www.theverge.com/2017/10/16/16481818/wi-fi-attack-response-security-patches
https://www.wi-fi.org/news-events/newsroom/wi-fi-alliance-security-update
https://www.wi-fi.org/news-events/newsroom/wi-fi-alliance-security-update
https://www.theregister.co.uk/2013/07/22/master_key_doctored_apps_google_play/
https://www.theregister.co.uk/2013/07/22/master_key_doctored_apps_google_play/
https://en.wikipedia.org/wiki/Stagefright_(bug)
https://en.wikipedia.org/wiki/Stagefright_(bug)
https://www.wired.com/story/broadpwn-wi-fi-vulnerability-ios-android/
https://www.wired.com/story/broadpwn-wi-fi-vulnerability-ios-android/


   5
Check your email client and make sure that you’re using an encrypted 

connection to your mail host and that any advanced option to allow backing 
down to an unencrypted connection is disabled.

For macOS Web browsers other than Safari, install HTTPS Everywhere 
from EFF. (Apple doesn’t allow https redirection at the right stage to prevent 
an insecure connection at the start of a Web session.)

Use a VPN when working on any untrusted network, which could 
include your home network if updates haven’t been released for all your 
hardware devices. While a VPN doesn’t prevent KRACKs, it does ensure 
that the data encrypted by the VPN client and server is protected from 
someone intercepting traffic.

KRACKs won’t disappear. Because hundreds of millions of unpatched 
devices will remain on the Internet, these attacks will surely be added to 
research-oriented hacking software and black-hat cracking tools, and will be 
used by governments and criminal organizations to target individuals who 
use an old Android phone or an outdated webcam.

But the odds are against KRACKs having a significant impact on overall 
Internet security.

How to Clear a Dropbox File that Won’t Sync
by Josh Centers 

Dropbox on my Mac had been stuck for weeks trying to sync a file called main.scpt. Other files continued to sync properly in the background, so 
it wasn’t getting in my way, but it was annoying to see Dropbox’s menu bar icon constantly showing activity. I had no idea what this file was, and 
searching Dropbox for its file name turned up nothing. I followed Dropbox’s instructions for fixing sync issues but to no avail.

One day, it dawned on me to look in the Finder itself to locate the stuck file. Since Dropbox places a blue syncing icon on files and folders that are 
in the process of being synced, I followed that breadcrumb trail to a copy of the PodBOT utility we use to post article recordings to the TidBITS 
Web site. I Control-clicked the PodBOT app and chose Show Package Contents from the contextual menu, and after a bit of digging, I found 
main.scpt.

Since the whole TidBITS crew shares the folder that contained that utility, I asked if anyone else had noticed the same problem. It turns out that 
yes, everyone had been seeing the same syncing issue as well, but hadn’t become sufficiently annoyed to do anything about it.

Thankfully, once I raised the issue in our internal Slack team, Glenn Fleishman suggested a simple solution. If you’re experiencing this problem, 
here’s what to do:

1. Once you find the stuck file in the Finder, move it out of Dropbox to your 
Desktop. If the offending file lives inside an app’s package, move the entire 
package, not just the embedded file. You might see some strange side effects, 
like the moved file still having a sync icon on it or the file in Dropbox getting a 
placeholder icon with the international prohibition sign on it. Don’t worry 
about it.

2. Log into the Dropbox Web site, click Files, 
and navigate to the problem file. Click the ellipsis 
… button associated with the file, and click 
Delete in the menu. The file should disappear 
from the Finder in a few seconds.

Return to the Finder and move the file from the 
Desktop back to its previous place in Dropbox.

After a minute or so, everything should sync up 
correctly — check the Dropbox Web site to make 
sure, since that’s the “truth,” or the canonical file 
listing.

Thanks to Glenn for helping resolve this mystery for us, and we hope you’ll find this solution useful as well, should you end up in a similar 
situation.

https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
https://www.eff.org/https-everywhere
https://www.dropbox.com/help/syncing-uploads/stuck-syncing
https://www.dropbox.com/help/syncing-uploads/stuck-syncing
https://www.dropbox.com/home
https://www.dropbox.com/home
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DOOR PRIZE WINNERS

For The November 2017 Meeting
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Can’t wait for the next newsletter to see what 
the guys and gals at Joy of Tech are up to? 
Then simply go on over to their website and 
see past and current cartoons and other things

http://www.joyoftech.com/joyoftech/
http://www.joyoftech.com/joyoftech/
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iOS, watchOS, & tvOS 
iOS 11.1 Brings Bug Fixes and New Emoji

by Michael E. Cohen
Just ahead of the delivery of iPhone X shipments to its first lucky purchasers, Apple last 

week released iOS 11.1. In the associated release notes, Apple highlights the addition of 
over 70 new emoji, along with fixes to photo handling, accessibility, and an assortment of 
other issues.

In addition, the update includes some twenty-odd security fixes. Among those is one 
for the much-publicized KRACK Wi-Fi exploit (see “Wi-Fi Security Flaw Not As Bad 
As It’s KRACKed Up To Be,” 17 October 2017). Interestingly, Apple’s note implies 
that it’s necessary only for iPhone 7 models and later and for iPad Pro 9.7-inch and later 
iPad Pro models.

The new emoji include food types (pie and broccoli!), animals (giraffes and 
hedgehogs!), and mythical creatures (mermaids and vampires!), as well as what Apple 
describes as “more expressive smiley faces” (which means one with cartoon swearing). iOS 11.1’s emoji also include new gender-neutral characters 
and more clothing options.

The improvements to iOS photo handling include fixes for bugs that made some photos appear blurry, slowed down Live Photo effect playback, 
and prevented some images from appearing in the People album after restoring from an iCloud backup. This last fix might be particularly relevant to 
purchasers of the new iPhone X, who will doubtless spend some time restoring their iPhone backups to their shiny new devices.

iOS 11.1 also brings with it a slew of accessibility improvements, including braille support for Grade 2 input, VoiceOver access to multi-page 
PDFs, better VoiceOver rotor actions for announcing incoming notifications, and an improved VoiceOver rotor actions menu when removing an 
app from the app switcher. The update also fixes accessibility bugs that prevented alternative keys from displaying when using VoiceOver with touch 
typing, caused the VoiceOver rotor to always return to the default action in Mail, and kept the VoiceOver rotor from deleting messages.

Miscellaneous fixes and enhancements round out iOS 11.1’s offerings: cleared Mail notifications should no longer appear on the Lock screen, 
using 3D Touch on the display edge should again invoke the app switcher, and some third-party GPS accessories should now provide better 
accuracy.

Although Apple also released watchOS 4.1, iOS 11.1 includes a couple of Apple Watch-related fixes (see “watchOS 4.1 Delivers on Promised 
Features,” 31 October 2017). One resolves an issue that caused settings for Heart Rate notifications to appear in the Apple Watch app for 
first-generation Apple Watches, and another fixes a problem that prevents app icons from appearing in notifications on the Apple Watch. Notably 
missing from iOS 11.1 are the promised person-to-person Apple Pay and AirPlay 2, both of which Apple initially promised for iOS 11 but still 
haven’t shipped.

You can get the iOS 11.1 update either in Settings > General > Software Update or via iTunes. Its size varies significantly by device, ranging from 
171 MB for the 9.7-inch iPad Pro and 207 MB for the 10.5-inch iPad Pro to 250 MB for the iPhone 6 Plus and 305 MB for the iPhone 7.

As always with interim updates like this, we encourage some level of caution when updating. Wait a couple of days before taking the leap, just in 
case there’s an unanticipated problem that early adopters encounter. Of course, if you’re concerned about the KRACK exploits or regularly need to 
communicate about broccoli in emoji, there’s no inherent need to wait.

watchOS 4.1 Delivers on Promised Features
by Adam C. Engst

Apple has released watchOS 4.1, delivering a few features promised for watchOS 4 that didn’t make the initial release and fixing a variety of bugs.

Most notable is that the Apple Watch Series 3 can now stream music from either Apple Music or iCloud Music Library. Series 3 users can also 
now listen to live radio on Beats 1, custom stations, and expert-curated stations with the new Radio app. Plus, Apple’s release notes claim that all 
Apple Watch users will be able to use Siri to find and play songs, playlists, and albums, but that seems to work already in watchOS 4.0.

Also reportedly new in watchOS 4.1 is the promised capability to sync fitness data with GymKit-enabled treadmills, ellipticals, stair steppers, and 
indoor bikes for more accurate distance, pace, and energy burn metrics.

https://support.apple.com/en-us/HT208067
https://support.apple.com/en-us/HT208067
https://support.apple.com/en-us/HT208222
https://support.apple.com/en-us/HT208222
http://tidbits.com/article/17572
http://tidbits.com/article/17572
http://tidbits.com/article/17572
http://tidbits.com/article/17572
https://www.apple.com/newsroom/2017/10/apple-reveals-new-emoji-coming-to-iphone-and-ipad-including-i-love-you/
https://www.apple.com/newsroom/2017/10/apple-reveals-new-emoji-coming-to-iphone-and-ipad-including-i-love-you/
http://tidbits.com/article/17605
http://tidbits.com/article/17605
http://tidbits.com/article/17605
http://tidbits.com/article/17605
https://www.apple.com/newsroom/2017/06/ios-11-brings-new-features-to-iphone-and-ipad-this-fall/
https://www.apple.com/newsroom/2017/06/ios-11-brings-new-features-to-iphone-and-ipad-this-fall/
https://support.apple.com/en-us/HT208071
https://support.apple.com/en-us/HT208071
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watchOS 4.1’s final new feature is the capability for Apple Watch Series 3 cellular users to use 

Control Center to disconnect from a Wi-Fi network. That could be useful if you want to force 
the Series 3 to communicate via cellular rather than Wi-Fi.

watchOS 4.1 also fixes bugs that:
• Blocked haptic vibrations for silent alarms
• Erroneously delivered Heart Rate notifications for the Apple Watch Series 1 and later
• Prevented Stand reminders from being shown
• Prevented the Stand hour indicator and Sunrise/Sunset complication from being displayed
• Caused the first-generation Apple Watch to fail to charge in some situations
There are also a few security fixes, including one for the recent KRACK exploits on the Apple 

Watch Series 1 and Series 2 (see “Wi-Fi Security Flaw Not As Bad As It’s KRACKed Up To 
Be,” 17 October 2017).

As with other updates, you may as well wait a day or two to update to watchOS 4.1, just in case 
it causes a problem for some users and Apple pulls or replaces it.

watchOS 4.1 is a 117 MB update that you install via the Watch app on your iPhone (in Watch > Settings > General > Software Update). 
Remember that the Apple Watch must be on its charger, charged to at least 50 percent, and within range of your iPhone, which itself must be on 
Wi-Fi. Don’t start installing if you’ll want to use the watch again within an hour or so — watchOS updates take surprisingly long to load.

tvOS 11.1 Patches KRACK in Apple TV
by Josh Centers 

Apple has released tvOS 11.1 for the fourth-generation Apple TV and Apple TV 4K, expanding the availability of the TV app to Norway and 
Sweden. You can update your Apple TV by going to Settings > System > Software Updates.

tvOS 11.1 also includes five security fixes — most notably to correct the KRACK Wi-Fi vulnerability discussed in “Wi-Fi Security Flaw Not As 
Bad As It’s KRACKed Up To Be” (17 October 2017).

We haven’t heard of any issues with the tvOS 11.1 update yet, but it’s never a bad idea to wait a day or two to make sure none crop up.

iOS Apps Reduce Treadmill Trudgery
by Mike Matthews 

Maybe it’s too hot to run outside for much of the year where you live (Phoenix). Or perhaps winter starts too early and goes too late (Anchorage). 
Maybe it’s too hilly (San Francisco) or too flat (Indianapolis).

Whatever the reason, you bought a treadmill. You want to exercise, regardless of the weather or terrain. But now you’ve stopped using your 
treadmill out of boredom.

If you could use something to get you moving again, why not turn to your iPhone or iPad for something besides Netflix?
On the Road Again -- Although there are, in my quick count, four billion fitness-related apps on the App Store that run on the iPhone, iPad, or 

Apple Watch, I didn’t find many that were designed to spice up an indoor run. Three are worth a look:
• Treadmill Trails
• BitGym
• Kinomap Fitness
The concept behind them is simple: a video of gorgeous scenery from around the world, shot from the point of view of an athlete in motion, 

appears on your iPad or iPhone screen while you work out on indoor exercise equipment.
You’ll appreciate the videos more on an iPad because the bigger the screen, the easier it is 

to see the video. If you’re lucky enough to have a treadmill positioned in front of a big-screen 
TV with an Apple TV attached, you can use AirPlay to display the video, so you don’t have 
to run with your head down staring at the iPhone or iPad screen sitting on a shelf on your 
treadmill. Make sure you have a strong Wi-Fi signal to get the video from your iOS device to 
your Apple TV to reduce or eliminate any lag.

Treadmill Trails -- You can download Treadmill Trails along with a 30-minute sampler 
video from the app’s built-in Trail Store for free. Additional 30-minute videos — there are 
currently over 40 — cost $0.99 each, and offer free previews. Each trail video is about 900 
MB in size, so it’ll take some time to download.

To begin, tap the My Trails button within the app, tap the video you want to watch and 
start moving on your treadmill — video playback is smooth. As a bonus, you can also ride a 

https://support.apple.com/en-us/HT208220
https://support.apple.com/en-us/HT208220
http://tidbits.com/article/17572
http://tidbits.com/article/17572
http://tidbits.com/article/17572
http://tidbits.com/article/17572
https://support.apple.com/en-us/HT207936
https://support.apple.com/en-us/HT207936
https://support.apple.com/en-us/HT208219
https://support.apple.com/en-us/HT208219
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stationary bike or use an elliptical machine. Each video includes music and narration, but you can opt for your own music if you prefer.

Since each video is almost a gigabyte in size, you may have to manage your storage space carefully to keep a variety of videos on your device. The 
good news is that once you purchase a video, you can delete it from your device and re-download it as many times as you wish.

One other major design factor to keep in mind: Treadmill Trails stores its videos in your Photos library. So if you have iCloud Photo Library 
turned on, each video will use up roughly a gigabyte of your iCloud storage space and could impact storage space on other devices too.

Treadmill Trails has received some recent updates, but I’ve still run into bugs. Notably, using AirPlay doesn’t work correctly. The narration and 
music contained on the free sample video would not play at all using iOS 11 on my iPad Pro when I used AirPlay to send the video to my TV.

In addition, if you AirPlay a Treadmill Trails video with your iPad in portrait orientation, the video appears in a landscape orientation on your TV 
(good) but will be heavily letterboxed (not good), leaving thick black bars on all four sides on the image, defeating the purpose of using the big-screen 
TV. And if you switch the iPad to landscape orientation, the mirrored video on the TV rotates to portrait orientation (bad), and the image itself 
rotates 90 degrees, making the video appear to be on its side (very bad). The developer promises a fix for this bug in a future version of Treadmill 
Trails, but this part of the app has been problematic for some time.

That said, since the video is stored in your Photos library, you can open the video within Photos and AirPlay it from there. Much to my surprise, 
when I did so the video filled the TV screen sans letterboxing and the AWOL audio also worked. It’s an effective workaround, but it’s a bad sign 
when a developer’s content looks and works better in another app.

BitGym -- Unlike Treadmill Trails, BitGym operates using a subscription model, although it offer free 10-minute samples so you can try it out 
with your exercise equipment.

For $7.99 a month, you can access as many of the over 100 high definition videos as you want. In addition to an option to download videos to a 
“vault” within the app, you can opt to stream videos to your device. That eliminates any worry about storage space, but you need a strong Wi-Fi 
signal and a healthy Internet download speed to avoid video stutters. Also, you’ll want a generous bandwidth cap.

BitGym will prompt you to access your iOS device’s front-facing camera. 
Unlike Treadmill Trails, which has videos that play at a constant pace, BitGym 
uses the device’s camera to detect your cadence and adjust the speed of the video 
on the screen. The faster you move, the faster the video plays. If you stop, the 
video grinds to a halt.

BitGym offers four different exercise machines to choose from (bike, 
treadmill, elliptical, and ergometer) before you begin your workout. The app 
also provides tours that are appropriate for the exercise machine you are using. 
For instance, on a treadmill, you’ll probably want to pick a video from the 
Mixed Tours group, which includes both trails and urban landscapes. If you’re 
riding an indoor bike, either a Road Tour video or Mixed Tour video is 
probably a better fit than a Trail Tour video. But if you want to use an 
ergometer on a mountain trail, have at it.

You can also connect a heart rate monitor via Bluetooth to, according to the 
app’s developer, “help you stay in the optimal training zone to make sure each 
workout is safe and effective.”

Once the video is underway, you can display various items on-screen (such as trail facts and your time and speed), and hear nature sounds, a 
coaching voiceover in selected videos, or your own music. Those with big-screen TVs can mirror the iOS screen to a television using either AirPlay or 
an HDMI adapter and cable. Unlike Treadmill Trails, AirPlay to an Apple TV worked fine.

You can sign up for a free account, which can track some workout stats, and optionally upgrade to the subscription service later. The free account 
lets you access several different circuits with various locations — roads, nature, urban — and different coaching levels with 10-minute workout 
limits. Upgrading to the BitGym Premium subscription removes all the limits.

Kinomap Fitness -- Like BitGym, Kinomap Fitness relies on a $7.99 per month subscription and supports a variety of fitness machines — 
bikes, treadmills, ellipticals, and more.

Unlike BitGym and Treadmill Trails, Kinomap Fitness attempts to make full use of your specific exercise equipment. It supports a number of 
exercise machines, and you can enter details about your own if it’s not included, communicating with it via Bluetooth.

I wasn’t able to test this, but, according to Kinomap Fitness’s documentation, if you have an interactive fitness machine, its resistance or incline will 
change automatically to match the profile of the ground in the video. If you use an external sensor to detect stride, cadence, or speed, the app will 
signal you to modify the resistance manually. No external sensors? Kinomap Fitness can use the front-facing camera on your iPhone or iPad to detect 
your cadence, stride, or stroke.

After launching the app for the first time, you’ll be prompted to create a free account, which gives you access to your videos and favorites. You can 
even upload your own videos.

https://itunes.apple.com/us/app/bitgym-cardio-video-tours/id651190653?mt=8&at=10l5PW
https://itunes.apple.com/us/app/bitgym-cardio-video-tours/id651190653?mt=8&at=10l5PW
https://itunes.apple.com/us/app/kinomap-fitness/id611177969?mt=8&at=10l5PW
https://itunes.apple.com/us/app/kinomap-fitness/id611177969?mt=8&at=10l5PW
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Happily, Kinomap Fitness makes a selection of 

running, cycling, and rowing (yes, on the water) videos 
available for free so you can thoroughly test the app 
without a subscription.

As with BitGym, you can mirror your screen to a 
television via AirPlay (again, no problems here) or 
HDMI and listen to your own music while the video 
plays. Videos can either be downloaded or streamed.

Kinomap Fitness offers a number of features the other 
apps lack. First, it plays videos in either Discovery or 
Challenge mode. In Discovery mode, the video plays at 
the speed it was recorded — a 30-minute video will take 
exactly that long to play. In Challenge mode, the video’s 
frame rate changes based on your running speed, similar 
to BitGym.

Another unique feature is the option to work out with 
other users. If you opt for single-player mode, you’ll be 
running, rowing, or riding against the “ghost” 
competitor who recorded the video. In open multiplayer 
mode, you can start or join a workout, and other users 
can enter or leave whenever they want. In private multiplayer mode, the workout is limited to people you know, and all the participants start at the 
same time.

Kinomap Fitness also lets you compile a workout log and share results with others via email, Facebook, or other fitness-oriented apps and websites, 
such as Strava and RunKeeper.

Happy Trails -- Whether you’re a solo runner or have a burning desire to turn indoor training into a form of competition, one of these three apps 
should get you back on your exercise equipment and out in the great (virtual) outdoors.

If cost is an issue, the $0.99 videos offered by Treadmill Trails are your best choice, although Treadmill Trails is by far the weakest app. For 
additional features and functional AirPlay support, either BitGym or Kinomap Fitness will meet your needs. And if you’re looking for social 
workouts or an app that will let you make the most of an interactive fitness machine, you’ll want Kinomap Fitness.

No matter which you choose, the scenery in the high-quality videos will easily beat the walls that surround you.

Macs & macOS
macOS 10.13.1 High Sierra Offers Minor Fixes and More Emoji

by Adam C. Engst
Along with updates to iOS 11.1, watchOS 4.1, and tvOS 11.1, Apple has released macOS 10.13.1 High Sierra. It’s a surprisingly minor update 

that adds support for 70 new emoji to stay in sync with iOS 11.1 (see “iOS 11.1 Brings Bug Fixes and New Emoji,” 31 October 2017), fixes three 
bugs, and addresses nine security vulnerabilities. The download is 2.11 GB in size.

The bugs fixed could have caused Bluetooth to be unavailable during Apple Pay transactions, caused problems when syncing Microsoft Exchange 
messages in Mail, and prevented Spotlight from accepting keyboard input at times.

Perhaps the main reason to update from 10.13.0 to 10.13.1 is its inclusion of fixes for the KRACK exploits (see “Wi-Fi Security Flaw Not As 
Bad As It’s KRACKed Up To Be,” 17 October 2017). We recommend waiting a day or two to be safe and then updating. Be sure to make a full 
backup before updating because on one of our machines, login items and a variety of other settings seem to have been lost in the update process.

That leaves the question of whether now is the time to upgrade to High Sierra from an earlier version of macOS. Our take is that 10.13.1 doesn’t 
change enough to affect your previous decision — if you weren’t comfortable upgrading to High Sierra before 10.13.1 shipped, its existence doesn’t 
add much new information. At best, it’s a sign that Apple doesn’t feel there are many problems in High Sierra.
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iPhone
Early iPhone X Reviews Praise Screen, Face ID

by Josh Centers 
This year, Apple gave us a double dose of iPhone. After the release of the iPhone 8 and 8 Plus in September, the iPhone X is now here (see 

“Apple’s Late 2017 Collection: A Roundup of Reviews,” 26 September 2017) and is in short supply, despite its premium $999 price tag.
Before kicking off this review roundup, I’d be remiss to not mention the controversial media strategy at play here. Apple severely limited its 

review units to traditional outlets — most had the iPhone X for just 24 hours before Apple lifted the media blackout. Instead, Apple gave priority to 
a handful of moderately popular YouTubers, with only a few U.S.-based writers getting the iPhone X for a full week before publication:

• Steven Levy of Wired
• Nicole Nguyen of BuzzFeed
• Lance Ulanoff of Mashable
• Matthew Panzarino of TechCrunch, who took his iPhone X to Disneyland, which is both a great conceit for a review and a great excuse to 
expense a vacation
Because they have the most hands-on experience with the iPhone X outside of Apple, I’m going to focus on their reviews, though I read many 

more before writing this roundup. I found that they were mostly in agreement about the pros and cons of the iPhone X.
Additionally, I’m organizing this roundup by feature rather than by reviewer. The iPhone X is largely similar to the iPhone 8 and 8 Plus, with a 

few crucial differences: it lacks a Home button, it features a “super Retina” OLED display, it uses facial recognition instead of fingerprint recognition 
for authentication, it has a slightly tweaked dual-camera system, and its display features a distinctive “notch” that holds various sensors the phone 
requires. I’ll focus on these differences, bringing together commentary from different reviewers.

The Learning Curve -- The biggest change about the iPhone X is that iconic Home button is gone, replaced by Face ID and a series of new 
gestures. With those comes a learning curve — how did that work out for reviewers?

“I’ve been living with the iPhone X for a week, and I’ll say right off the bat: This phone isn’t for everyone,” Nguyen announced. “Once I learned 
the new finger choreography, using the new xOS was fine. But for the first day or two, I was a hot swiping mess.”

Matthew Panzarino said: “Day one of using an iPhone X is profoundly strange and cumbersome in a lot of ways. If you’ve spent years whacking a 
home button you’re not going to be able to break down those memetics in a couple of hours. I had to get used to swiping up, across, down and up 
again instead of tapping the button, double tapping the button or double tapping and swiping.”

Lance Ulanoff also struggled. “You don’t realize just how many features rely on the home button until it’s gone. For as much as I love the iPhone 
X, using it in those early days was like interacting with an iPhone via funhouse mirror. I’d been schooled on where things moved, but had a nasty 
habit of bumping into mirrors as I forcibly retrained my digits and mind,” he said.

But that awkwardness doesn’t last forever. Panzarino added, “Anecdotally, I got the phone on a Monday and until Saturday I was still stabbing the 
home button to go home. Today, a week later as I write this, I swiped the home button on my iPhone 7 to try to unlock it. So give it a week or so to 
acclimate.”

Steven Levy fell into the same camp as Panzarino: “I knew I’d mastered the gestures when I found myself trying to use them on my iPad. Oops. 
My finger no longer drifts to the home button, but pathetically swipes upwards, to no avail. And now there’s that awkward moment when I expect 
the iPad to unlock itself when the camera looks at my face.”

We’ve had the iPhone X for just a few days now, and we can confirm that while there is more of a learning curve than with previous iPhone 
models, you will indeed pick it up quickly. Adam Engst felt that he had more trouble when Apple moved the Sleep/Wake button from the top of 
the iPhone 5 to the side on the iPhone 6.

That said, the gestures may prove more difficult for inexperienced or tentative users. I wouldn’t give an iPhone X to my mother or my 
four-year-old son and expect them to be able to use it fluidly. Mashing a visible button is more intuitive than remembering where to swipe on a 
screen. Apple is aware of this concern, and iPhone X purchasers are being offered free online training.

The Notch -- Much of the discussion around the iPhone X has focused on the notorious “notch.” Apple likes to brag that the iPhone X is “all 
screen,” which is true, except for a 1.5 by 0.25-inch (3.8 by 0.6 cm) indentation in the top of the screen that contains the front-facing camera, Face 
ID sensors, speaker, and mic. Despite the hubbub, the reviewers weren’t bothered by it.

Panzarino put it bluntly: “In use, I have to say, the notch is just zero problem for me. I don’t give a rat’s ass about it. I know I’ll probably catch heat 
but I’m not carrying water for Apple here. I think it is absolutely a compromise but, after using Face ID and the True Depth camera for other stuff, I 
am willing to deal with it.”

But he did caution, “If, however, you use your iPhone for data entry or browsing or whatever in landscape, the True Depth camera is going to be 
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bang in your way, especially if it’s on the left. No getting around it. If that bothers you, don’t get an iPhone X. But even if you think it’s going to 
bother you I’m not sure it actually will once you spend a few days with it.”

Ulanoff was a bit less optimistic. “I’d be lying if I said I never noticed the notch. It cuts into full-screen apps, movies, and photos, but, after a little 
while, I stopped fixating on it. I guarantee that some people will hate the notch and rail against it, and it’s fun to imagine how the stoic Jony Ive, 
Apple’s Chief Design Officer, might’ve lost his cool when he first saw the notch. The complaints will, I suspect, mostly be from people who do not 
own or use an iPhone X.”

Nguyen was less bothered by the notch than the other half of the phone. “Whatever. I don’t feel strongly about the notch either way, but it’s really 
the other end of the screen that feels awkward. It’s when the keyboard, in any app, is on screen (which, for me, is most of the time): There’s all this 
dead space on the bottom, where Apple could have put common punctuation, frequently used emojis, or literally anything, but instead left it blank. 
Other full-screen apps on other phones put navigation or other design elements in that area, and it doesn’t look crowded or crammed. It looks fine. 
It’s puzzling why Apple didn’t put something more useful down at the bottom, or why it didn’t add a row of numbers or emojis up top and push 
down the keyboard to make it more thumb-accessible.”

However, she correctly points out that many apps have not yet been updated for the iPhone X and thus have the same screen area as an iPhone 8. 
“This, I expect, will change, as developers update their apps for X compatibility. But, as it stands, the X doesn’t feel like the ‘future of the smartphone’ 
when I open some of my most-used apps. It feels like I’m looking at the same slab of glass I’ve seen for the last decade.”

Overall, the reviewers seemed to agree that the notch was worthwhile because, without it, there would be no Face ID. We’re again in agreement 
— none of us have found the notch overly bothersome, and it fades into the background in most apps that can leave the time and status icons on 
either side of it.

Face ID -- The reviewers all agreed that Face ID, the facial recognition system that replaces Touch ID on the iPhone X, is incredible. Or as 
Nguyen said, “Simply put: Face ID is really f-- — ng impressive. But that’s because it’s invisible.” She relayed a story about setting up Face ID with a 
swollen eyelid and how the system was able to adapt to her facial changes as the swelling subsided.

Panzarino applauded the ease of setup and its security. “Face ID works really well. First, it’s incredibly easy to set up. You choose to enable it and 
then rotate your nose around the points of a clock twice. That’s it. Second, it worked the vast majority of times I tried it, it never once unlocked using 
a picture of myself or another person’s face and the failure rate seemed to be about the same as Touch ID — aka almost never. As hoped, it’s 
definitely faster than the first generation of Touch ID, though perhaps slightly slower than the second gen.”

He also applauded how adaptable Face ID is. “I used it bare-headed, with a hat, with other hats, with glasses, without glasses, with glasses and hat 
— all of the basic permutations. The only times it wouldn’t work at all is if I had my nose and mouth covered — something that Apple has said 
from the beginning was a deal breaker. For those of you in cold climates who wear face coverings, start practicing pulling that scarf down to unlock. 
The nice bit, of course, is that you don’t have to worry about gloves that don’t allow you to unlock your phone.”

But he cautioned that it doesn’t work with some sunglasses. “I eventually found a pair of sunglasses of mine that it could not penetrate. Apple says 
that the IR spectrum around 940nm is crucial to Face ID’s ability to function, so sunglasses that block this are an issue. That’s because the light 
spectrum that it uses is completely invisible to the naked eye. If you unlock in the dark it works perfectly, but no one sees anything coming from the 
phone — just for the record.”

Ulanoff praised Face ID’s speed. “I pick up the phone and swipe my finger up from the bottom edge of the screen. In the time it takes to do that, 
the iPhone X’s Face ID system has already read my face and approved it as the one registered with the phone. Is it faster than unlocking the iPhone 
8? Close, but, if so, only by milliseconds. However, unlike pressing and holding the home button, accessing my iPhone X feels like a single gesture. 
You can, of course, still use a PIN code, which you’ll need when you turn on the phone, since Face ID won’t work after a power-down.”

And fear not, Face ID is hard to fool, as Ulanoff discovered. “I did try to fool Face ID. I took a photo of my face with the iPhone 8 and presented 
it to the iPhone X TrueDepth Camera. It didn’t respond. I also tried using a short video. Again, nothing,” he said.

We haven’t had time to make Face ID jump through so many hoops, but it has worked well for us too. The one caveat comes from Adam Engst, 
who discovered that Face ID requires that the iPhone X be at least 6 inches (15 cm) away from your face. Since he’s quite near-sighted, when he’s 
not wearing glasses or contacts at night, he has to bring the iPhone X closer than that to read it, at which point Face ID doesn’t work. His 
workaround is to re-lock the iPhone X, move it further away, and unlock again so Face ID can kick in.

The Screen -- The iPhone X is the first iPhone with an OLED screen, and it occupies more of the face of the iPhone than any previous screen. It’s 
also the first instance of what Apple calls a “Super Retina” screen — we assume Apple is referring to the fact that it boasts a whopping 458 pixels per 
inch, compared to the iPhone 6/7/8 Plus screens, which were the previous record-holders at 401 ppi. OLED displays are known for superior colors, 
richer blacks, and better power efficiency than LCDs, but tend to suffer from burn-in and color-shifted off-axis viewing. The reviewers seemed more 
impressed by the screen than any other feature.

Levy summed it up, “The biggest change stares you in the face: that screen, that screen. I love the larger displays of the iPhone Plus line and 
Android units like Google’s Pixel 2 XL, but the phones are too frickin’ big. They are bulky in my pocket, and making calls is like holding a frying 
pan to your cheek. The iPhone X is a big screen in a compact form factor — Cinerama in a phone booth. Though the device itself is only slightly 
bigger than the standard iPhone 8, its screen is roughly the same size as that of the iPhone 8 Plus. When you take into account its “Super Retina” 
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capabilities (another Barnum-esque name concocted by Apple’s marketers), that screen will persistently reassure buyers that emptying their wallets for 
an iPhone X wasn’t folly. I found the display a noticeable, and greatly pleasurable, advance over my “old” iPhone 7, whether watching The Big Sick, 
streaming a live football game, or simply swiping through Instagram.”

Nguyen also praised both the OLED screen and the more efficient form factor. “Ultimately, the most striking thing to me about this phone isn’t 
the Face ID, 3D-face scanning tech, or the new OLED display. It’s that it’s got the 8 Plus’s screen size — and two-lens camera — in a form factor 
that’s much better for smaller hands and pockets. The biggest phone is no longer the best. Apple has typically reserved its best features for its big, 
bulky “Plus” phones. The X changes that. For the small-handed (like me) or those who wear women’s pants, which have the dumbest, shallowest 
pockets, the X’s size is the real killer feature.”

Apple’s OLED is terrific, but Panzarino pointed out that it still suffers some of the typical OLED flaws. “The one area where this display falls prey 
to standard OLED gripes is in off-axis viewing. Apple tells me that it has done work to counter the drop in saturation and shift to blue that affects 
OLED screens traditionally. I can tell you that, compared to other OLED screens, you have to get further ‘off of center’ to see a real shift in color, 
holding the phone 30 degrees or more off of dead on. But it is still there.”

Despite that caution, Panzarino still praised the screen. “From the front-ish though? Wooof. It’s good. At a brightness of 640 nits, the view-ability 
is insane in the sun — much, much better than the iPhone 8 LCD. It’s hard to capture via photograph to be honest (though we tried), but in person 
you’ll be impressed by how easy it is to use in direct light… That, coupled with the True Tone tech, makes images look better and brighter on the 
iPhone X than any other Apple device, iMac included.”

Ulanoff also sang its praises. “You have never seen such bright, touchable colors or inky blacks on an iPhone handset, nor have you ever seen an 
iPhone screen hug the virtually bezel-less edge and corners of a device the way the iPhone X does. Those corners of the screen are all curves — a first 
in iPhone history. Do not let Apple iPhone 8 owners hold their screen next to the iPhone X’s, unless you want to see grown-ups cry,” he said.

We noticed the difference in screens first when using iOS 11’s new Quick Start feature to set up the iPhone X from an older iPhone. But I wasn’t 
blown away by the screen until I played “Mad Max: Fury Road” in its 4K HDR glory. Wowza.

Cameras -- Finally, although the cameras in the iPhone X aren’t significantly better than those in the iPhone 8 Plus, the reviewers still came away 
with favorable impressions.

If you’re a photo buff, I highly recommend reading Panzarino’s review in its full glory so you can see all the great Disneyland shots he took. He 
was especially impressed with the telephoto lens and front-facing camera, saying “As I bummed around the park testing the iPhone X, I found myself 
defaulting to the 2x mode a lot. This allowed for some great sharp captures inside rides at a zoom that simply weren’t possible before. I’ve gotten 
lucky a handful of times with phones in the past, but never with a telephoto lens. The train vignettes, Pirates and other rides are so incredibly dark 
and dramatically lit that they’re a huge stress test for a zoom lens on a phone. The results were very impressive.”

He also pointed out an interesting way in which the iPhone X improves on the iPhone 8 Plus. “The one other big addition to your camera bag on 
the iPhone X is the TrueDepth camera on the front. This selfie upgrade allows for Face ID to work, but also enables Portrait Mode for selfies. The 
effects are the same as on the back dual-lens system, but with the accurate depth map provided by the dot projector, Apple is able to do it with a 
‘single’ camera.”

Nguyen also praised the improved telephoto lens: “The difference in the X is that its telephoto lens has a better f/2.4 aperture (vs. f/2.8 in the 8 
Plus) to let in more light. It also has optical image stabilization, which reduces blur from hand shakiness, on its telephoto lens. (The 8 Plus only has 
stabilization on the wide-angle, and the X has it on both.)”

Ulanoff shared similar sentiments but pointed out that Apple isn’t alone in making a good smartphone camera. “The iPhone X rear dual camera is 
the best camera I’ve used on a smartphone. It takes excellent wide and 2x optical zoom photos in a wide variety of conditions. However, increasingly, 
the playing field is leveling out as Samsung lowers the color saturation to a more real-world vibe, Portrait Mode becomes more common, and 
upstarts like Google prove they can learn from everyone else and start off strong. No one will be disappointed with the iPhone X’s photographic 
capabilities, but be prepared to get in more than one argument about which smartphone has the best camera. I still prefer Apple’s, though.”

We haven’t had time to test the iPhone X’s cameras in any real way, so we won’t try to expand on the reviewers’ opinions in this category.
Summing Up -- In short, the iPhone X’s early reviews are outstanding, and our experiences so far match up pretty well. The iPhone X is an 

amazing device, but it’s aimed at those who are willing to pay top price for the latest technologies. The $999 price is most often quoted, but that’s for 
only the 64 GB model without AppleCare+. Spring for the 256 GB model and add AppleCare+ and tax, and your bill can exceed $1400. Ouch.

We do recommend AppleCare+, despite its $199 price tag. As noted in “Even iPhone X Repairs Are Expensive” (30 October 2017), repairs for 
the iPhone X will be expensive without it, and given all the new technology it uses, it’s more likely that something will go wrong than in a well-tested 
design like the iPhone 8. The glass back is a mixed blessing in that regard — it makes the iPhone X less slippery than the aluminum-backed iPhone 
6 and 7, but it stands little chance of surviving even a short drop onto a hard surface if it does slip from your hand.

Chances are, if you want an iPhone X, you already ordered one. But if you’re on the fence, have the money to burn, and don’t mind a bit of a 
wait, it’s a worthwhile upgrade from even an iPhone 7. On the other hand, sticking with the tried-and-true iPhone 8 this year until Apple and 
third-party developers work out any kinks is also an entirely rational approach.

http://tidbits.com/article/17600
http://tidbits.com/article/17600
https://arstechnica.com/gadgets/2017/11/youre-gonna-need-a-case-iphone-x-fares-poorly-in-first-drop-tests/
https://arstechnica.com/gadgets/2017/11/youre-gonna-need-a-case-iphone-x-fares-poorly-in-first-drop-tests/
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Using Long Exposure in iOS 11’s Photos App
by Jeff Carlson

Take a look at this photo:
I captured this image under bright, mid-afternoon light at Snoqualmie 

Falls, a popular tourist spot outside Seattle. The silky-smooth waterfall 
catches the eye because it’s different: we know waterfalls are more textured 
and violent than this. And it’s a pretty effect.

The usual way to get this shot is to mount your camera on a tripod and 
set a slow shutter speed (perhaps half a second or longer) so the image 
sensor records the light reflecting from the water over a period of time, not 
just a fraction of a second’s worth. The tripod is necessary because you 
don’t want the camera to move during that time, which would introduce 
blur. The other challenge with long-exposure photography like this is that 
the sensor records all the light in the scene, not just the waterfall, so you can 
end up with an overexposed image, particularly in the middle of the day.

There are ways to compensate. You can set the aperture to a high value 
(f/16 or f/22) to restrict the amount of light coming through the lens. The 
preview on your camera will be dark, but the buildup of light during the 
exposure makes the final image more balanced. However, very high 
apertures can cause distortion or softness on some lenses.

Another way to compensate would be to add a neutral density filter in 
front of the lens, which also restricts the amount of light hitting the sensor 
and makes longer exposure times possible. But you may not have a filter 
that’s dark enough — again, especially in bright daylight conditions. Here’s 
a photo I took using my Fujifilm X-T1 camera at 1/4 second using an 
aperture of f/8.0 and with a 0.9 neutral density filter (which lets in about 12 
percent of light):

If I really wanted to get the shot using the X-T1, I could have doubled up 
two or three filters (I also have 0.6 and 1.2 filters in my standard kit), but 
that introduces severe vignetting and some softness.

So how did I get that first image?
  I pulled my iPhone 8 Plus out of my pocket and took one exposure, 

handheld, with the Live Photos feature turned on. And then I applied 
Apple’s new Long Exposure effect in the Photos app. That’s it.

  Here’s the original image I captured, before I applied Long Exposure:
What’s Going On? -- When you’re using the Camera app on an iPhone 

or iPad, it continuously analyzes the scene and even records it, but does not 
save the footage. As soon as you tap the shutter button, the app evaluates the 
scene in milliseconds and delivers what it thinks is the best exposure for that 
moment. With Live Photos enabled, it also saves a video file containing 3 
seconds of frames around that still image. Pressing and holding the image 
when viewing it in the Photos app plays back that video, giving you that 
Harry Potter-esque moving picture.

In iOS 11, Apple added three new effects that take advantage of the Live 
Photos video footage. Loop replays the video endlessly from beginning to 
end. Bounce plays the video start-to-finish and then reverses it to play 

Photography
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finish-to-start, and back again as a loop.

The third effect is Long Exposure, 
which blends all the frames from the 
video into one image. It’s the same 
principle as making a “real” long 
exposure by leaving the camera’s 
shutter open for a relatively long period 
of time, but instead of just absorbing 
more light, it’s combining the light in 
each of the frames. This happens 
algorithmically, which enables the app 
to keep the tones and detail in the sky 
and surrounding areas balanced.

The Long Exposure effect is 
dirt-simple to use. When viewing a 
Live Photo in the Photos app, swipe up 
to reveal more options, and choose 
Long Exposure under Effects. Here it 
is in action (YouTube video).

You can also apply the effect in Photos in macOS 10.13 High Sierra. Select the Live Photo, click Edit, and choose Long Exposure from the Effects 
pop-up menu (below the lower-right corner of the image).

Good as it is, the Long Exposure feature isn’t perfect. If you zoom in and look closely, you’ll notice that it loses a lot of detail in the rocks and sky 
compared to the original. It’s fine on a small screen but doesn’t stand up to scrutiny on larger displays. Applying Long Exposure also crops the image 
to account for camera movement; if you’re intentionally capturing photos that will use any of the Live Photo effects, be sure to allow extra room 
around your subject.

Even so, I managed to capture a darn good long-exposure waterfall photo just by raising an iPhone and snapping a shot. As someone who has 
captured silky-looking waterfalls before, I know how much work is required to get them. And now everyone with an iPhone 6s or later running iOS 
11 can get something very close to that with hardly any effort at all.

http://www.youtube.com/watch?v=vBJ3G9xQAMI
http://www.youtube.com/watch?v=vBJ3G9xQAMI
http://www.youtube.com/watch?v=vBJ3G9xQAMI
http://www.youtube.com/watch?v=vBJ3G9xQAMI
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Safari 11.0.1 -- Apple has released Safari 11.0.1 for OS X El Capitan 10.11.6 and macOS Sierra 10.12.6. OS X (High Sierra 10.13.1 also includes 
it; see “macOS 10.13.1 High Sierra Offers Minor Fixes and More Emoji,” 1 November 2017). The update fixes two security concerns: an 
inconsistent user interface issue that could lead to address bar spoofing if visiting a malicious Web site and multiple memory corruption issues in 
WebKit that could lead to arbitrary code execution. Safari 11.0.1 is available only via Software Update. (Free, 10.11.6+)

Security Update 2017-001 (Sierra) and Security Update 2017-004 (El Capitan) -- Apple has released Security Update 2017-001 macOS Sierra 
and Security Update 2017-004 OS X v10.11.6 El Capitan, patching security vulnerabilities that the company addressed in macOS 10.13.1 High 
Sierra (see “macOS 10.13.1 High Sierra Offers Minor Fixes and More Emoji,” 1 November 2017), as well as many other security breaches in the 
two older operating systems. The security updates include fixes for the KRACK exploits (see “Wi-Fi Security Flaw Not As Bad As It’s KRACKed 
Up To Be,” 17 October 2017), patch multiple memory corruption issues that could lead to arbitrary code execution with kernel privileges, improve 
input sanitization to prevent an application from reading restricted memory, address multiple issues in Apache, and more. Apple recommends these 
updates for all users. (Free. For 10.12.6 Sierra, 768.3 MB; for 10.11.6 El Capitan, 853.6 MB; security content release notes).

Tech Pioneers Fear a Smartphone Dystopia -- The Guardian has published a compelling article about how some technologists who helped usher 
in the age of smartphones and social media are concerned that technology addiction is making us distracted, dumber, and easier to manipulate. 
Justin Rosenstein created Facebook’s Like button and helped build Google’s Gchat, but he now takes extreme measures to limit his online activity, 
even having an assistant manage his phone. “If we only care about profit maximisation, we will go rapidly into dystopia,” Rosenstein said. The article 
profiles other tech pioneers who share similar sentiments, including Loren Brichter, the Apple alum who came up with “pull to refresh” for Tweetie 
in 2009. But if wealthy tech workers struggle to pull away from the lure of technology, even with their awareness of the corporate motivations behind 
addictive technologies, what hope does the average user have?

How a Doctor Diagnosed His Own Cancer with an iPhone -- An upcoming iPhone-enabled device by Butterfly Network could have a 
considerable impact in healthcare. The $1,999 Butterfly IQ, an ultrasound machine the size of an electric shaver, costs a fraction the price of 
traditional ultrasound machines, and one doctor has already used it to catch his own cancer. Vascular surgeon John Martin, chief medical officer for 
Butterfly Network, was testing the device when he spotted a mass that turned out to be a squamous-cell cancer on his throat. The Butterfly IQ could 
eventually be used by first responders and even patients in their own homes, and by next year, the company believes, “its software will let users 
automatically calculate how much blood a heart is pumping, or detect problems like aortic aneurisms.”

Even iPhone X Repairs Are Expensive -- If you think the $999 sticker price of the base model iPhone X is high, wait till you see how much repairs 
cost! If you don’t have AppleCare+, a screen replacement will run you $279; by comparison, an iPhone 8 screen replacement is just $169. All other 
out-of-warranty repairs will cost $549. These prices might encourage you to get AppleCare+, which is likely not a bad idea given how much new 
hardware is in the iPhone X, but it’s not cheap either at $199, as compared to $129 for the iPhone 8 or $149 for the iPhone 8 Plus. If you have 
AppleCare+, the first two iPhone X screen repairs cost only $29 each.

Amazon Wants to Let Strangers Into Your House -- Amazon has announced a home automation bundle called Amazon Key that combines a 
smart lock with the new Amazon Cloud Cam. The sales pitch is that this hardware will enable Amazon delivery people to unlock your front door so 
they can leave packages inside your house — you can watch the process on the webcam. Of course, Amazon recommends disabling your home 
security system on days you expect a delivery and doesn’t recommend using the service if you have a pet. What could go wrong? (How long do you 
have?) File this one under “Not just no, but hell no!”

Tim Cook Calls the Mac mini “Important” -- It has been three years since Apple last updated the Mac mini, and that revision was in many ways a 
downgrade from its predecessor. Despite that dubious history, Apple CEO Tim Cook told a MacRumors reader via email that Apple plans for the 
Mac mini to be an “important part of the company’s product lineup in the future.” Given that Apple has ignored the Mac mini for so long, we’re 
taking Cook’s claim with the proverbial grain of salt, but we’d love to see Apple put a new spin on the idea of a miniature Mac.

Five Major New Capabilities in Notes in iOS 11 -- “Take Control of iOS 11” author Josh Centers walks you through what’s new in Notes under 
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iOS 11, including inline sketching, new formatting options, tables, pinned notes, and a decent document scanner.

Use This Terminal Command Before Selling a MacBook Pro with Touch Bar -- Before you sell or give away a MacBook Pro with Touch Bar 
(which has a Touch ID sensor), Apple recommends that you boot the Mac into macOS Recovery and execute this Terminal command: xartutil 
--erase-all. We’re not entirely sure what it does, and Apple doesn’t offer any explanations, but we suspect it acts to clear the Secure Enclave that stores 
your fingerprint data. Regardless, it would be wise to follow Apple’s advice.

Apple Offering Free MacBook Pro Battery Repairs, If You’re Willing to Wait -- If you own a mid-2012 or early-2013 15-inch MacBook Pro 
with Retina display that qualifies for battery service (check via  > About This Mac > System Report > Hardware > Power > Health Information), 
you can get it for free from Apple if you don’t need it right away. Apple has told Genius Bar employees and Apple Authorized Service Providers to 
offer a free battery repair if the customer is willing to wait until at least 15 November 2017. If you need a new battery sooner, you’ll have to pay 
standard out-of-warranty battery repair rates: $199 in the United States, £199 in the United Kingdom, $289 in Australia, and $259 in Canada.

iBooks Author Conference Highlights Worries about iBooks Ecosystem -- Josh Centers attended the 2017 iBooks Author Conference, in 
which a small group of authors and creators gathered to express their passion for and frustrations with Apple’s ebook authoring software.

Pastebot Supercharges Your macOS Clipboard -- Pastebot is a persistent clipboard manager that lets you retrieve, store, and manage everything 
you cut, copy, and paste.

Cardhop Puts Contacts Front and Center -- Contact management is boring, and Apple’s Contacts app is terrible. That’s why the new Cardhop 
app from Flexibits might catch your fancy — it’s easily accessed, attractive, and quick to use via its natural language parser

Early Facebook Employees Feeling Regret -- Facebook is bigger than ever, but some former employees are despairing about its impact on the 
world. “Most of the early employees I know are totally overwhelmed by what this thing has become,” an early ex-Facebook employee told Vanity 
Fair’s Nick Bilton. Speaking of Facebook’s potential impact on the 2016 election, one employee told Bilton, “I lay awake at night thinking about all 
the things we built in the early days and what we could have done to avoid the product being used this way.” Those close to Facebook founder Mark 
Zuckerberg are afraid he’s losing touch with reality, becoming a “modern-day Howard Hughes.”

JNUC 2017: A Glimpse into the World of Apple Enterprise -- All the emphasis in the Apple world these days seems to focus on individual users 
with their own devices. But it’s worth keeping in mind that Apple devices of all stripes are being used in huge quantities by large organizations. 
Adam Engst attended the recent Jamf Nation User Conference in Minneapolis and shares his takeaway.

iFixit CEO Explains Why Repairs Are Good for Business -- iFixit has spent years compiling repair guides for all of Apple’s products, including 
the new iPhone 8, which iFixit flew to Australia to obtain in order to publish a guide before most of the rest of the world had woken up. iFixit CEO 
Kyle Wiens sat down with Adam Minter of Bloomberg for an interview in which he extolled the virtues of repair, including the creation of 
blue-collar jobs, sales of replacement parts, and reducing overload on the vendor. Wiens points out that Apple has 500 repair shops to service 1 
billion iPhones. His best line in the article comes in response to Apple claiming it designs for durability, not repairability: “It seems a little bit 
detached from reality to say that we design products not to break that have glass on both sides and come out of your pocket 10 times per day.”

Movies Anywhere Frees Your Films From Platform Lock-In
by Josh Centers

The digital movie business has been dominated by DRM lock-in since its inception. For instance, if you purchased movies from Apple, you 
couldn’t play them on an Amazon device. (However, you can play your Amazon video purchases on most Apple devices.) Hollywood tried to 
address this problem early on with the UltraViolet digital locker system, but that was a disaster.

Two years ago, Disney unveiled Disney Movies Anywhere, an ingenious system that linked your accounts on Amazon Video, Google Play, 
iTunes, Microsoft Movies & TV, and Vudu, so any Disney movies you bought would be available on any of those platforms. Buy on YouTube, 
and it would show up on iTunes as well. Buy on Amazon, and it would show up on Vudu. I reviewed the service in “Watch Disney Movies on 
Any Device with Disney Movies Anywhere” (27 October 2015).

I concluded my review with this:
The only problem with Disney Movies Anywhere is that it doesn’t work with more movies! In an ideal world, the DECE companies would 

adopt the technically more successful Disney Movies Anywhere in favor of UltraViolet, although that may be a political non-starter.
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That dream has now come true with the new Movies Anywhere service, which supports movies from the five major studios: 20th Century Fox, 

Disney, Sony Pictures, Warner Brothers, and Universal. Just like Disney Movies Anywhere, Movies Anywhere is only open to U.S. residents — 
our apologies to the rest of the world.

Movies Anywhere is a brand-new service, so you’ll have to create a new account. However, you can link an existing Disney Movies Anywhere 
account to bring those movies over to the new service. But you’d best do that soon because Disney Movies Anywhere will shortly be replaced 
entirely by Movies Anywhere. In fact, you already can’t create a new Disney Movies Anywhere account, or add any more movies to it.

Once you’ve created a Movies Anywhere account, you’re prompted to link it to your accounts with the four supported retailers: Amazon, Google 
Play, iTunes, and Vudu. Unfortunately, 
Microsoft withdrew from Disney 
Movies Anywhere before Movies 
Anywhere was launched.

If you didn’t use Disney Movies 
Anywhere, the way Movies Anywhere 
works is that once you link a retailer to 
it, it adds your movies to your 
purchased list with that retailer. The 
upside is that if the Movies Anywhere 
service goes away, your movies remain 
in your retailer collections. But don’t 
expect playback or anything else to 
sync, since each movie exists 
independently in its own digital silo.

For a limited time, you can get up to 
five movies for free just for registering 
with Movies Anywhere. Connect to 
one retailer to get “Ice Age” and the 2016 “Ghostbusters” remake. Add a second retailer to get “Big Hero 6,” “Jason Bourne,” and “The Lego 
Movie.” The movies are added to your accounts automatically.

Signing up takes only a couple of minutes. The vast majority of my iTunes movie purchases immediately became available to watch via my 
Amazon and YouTube accounts (Google Play movie purchases are also available on YouTube under Purchases).

The only exception seems to be “The Interview,” a Sony movie, which for some reason did not transfer from Google to iTunes, but did show up 
on Amazon. (I don’t particularly care since it’s not a very good movie, but the principle still matters.) There are apparently known issues with 
linking and syncing, so hopefully they get resolved soon.

Of course, many movies don’t come from one of the five participating studios. Films from Lionsgate, MGM, Paramount, and others won’t sync 
between services, though they could in the future. (And given that the largest studios are on board, I’m willing to bet that these smaller studios will 
join at some point.)

So while the James Bond movies from MGM won’t sync with Movies Anywhere, all of the Star Wars movies do, as do films in the Alien, Back to 
the Future, Batman, Jurassic Park, Lord of the Rings, and Marvel franchises. Not bad!

Why is this important? Chiefly, it means you’re no longer locked into a single ecosystem to watch many of the movies you’ve bought. In 
real-world terms, if you decide to purchase an Amazon Fire TV instead of an Apple TV 4K, you won’t be locked out of much of your movie 
collection. Or if you buy a smart TV and wish to use its built-in Amazon Video app, you can watch many of your movies in it without having to 
connect an Apple device. Also, if one service goes down, you can still watch your movies.

Movies Anywhere costs nothing, is easy to set up, and gives you greater access to your movies. The only downside is that during signup, you have 
to agree to let Movies Anywhere share your video data (including titles, descriptions, and video activity) with each digital retailer you link to, 
participating studios, and service providers. All par for the course these days, and frankly, if you’re that protective of your viewing habits, you’re better 
off watching stuff on discs. (Dear Hollywood: You’ve undoubtedly noticed that my son watches a lot of Jurassic Park. That doesn’t necessarily mean 
we want more Jurassic Park movies, but we could stand some high-quality original movies that also feature dinosaurs. Also, stop doing creepy stuff.)

While it’s hard to applaud Hollywood for much these days, I do give Movies Anywhere a big thumbs up. Finally, we have access to cross-platform 
digital purchases that work with the services and devices we prefer. Kudos to Disney for pioneering it and to the rest of the industry for adopting it.

Reuse governed by Creative Commons license. TidBITS has offered years of thoughtful commentary on Apple and Internet 
topics. For free email subscriptions and access to the entire TidBITS archive, visit www.tidbits.com.

https://moviesanywhere.com/
https://moviesanywhere.com/
https://help.moviesanywhere.com/hc/en-us/articles/115004576166-What-are-the-eligibility-requirements-to-join-Movies-Anywhere-
https://help.moviesanywhere.com/hc/en-us/articles/115004576166-What-are-the-eligibility-requirements-to-join-Movies-Anywhere-
https://www.disneymoviesanywhere.com/#21071
https://www.disneymoviesanywhere.com/#21071
https://www.windowscentral.com/disney-movies-anywhere-cuts-ties-microsoft
https://www.windowscentral.com/disney-movies-anywhere-cuts-ties-microsoft
https://www.windowscentral.com/disney-movies-anywhere-cuts-ties-microsoft
https://www.windowscentral.com/disney-movies-anywhere-cuts-ties-microsoft
http://disneymoviesanywhere.com/
http://disneymoviesanywhere.com/
https://help.moviesanywhere.com/hc/en-us/articles/115005188183-Digital-Retailer-Linking-and-Syncing-of-movies-experiencing-delays
https://help.moviesanywhere.com/hc/en-us/articles/115005188183-Digital-Retailer-Linking-and-Syncing-of-movies-experiencing-delays
https://help.moviesanywhere.com/hc/en-us/articles/115005188183-Digital-Retailer-Linking-and-Syncing-of-movies-experiencing-delays
https://help.moviesanywhere.com/hc/en-us/articles/115005188183-Digital-Retailer-Linking-and-Syncing-of-movies-experiencing-delays


20
HOW TO FIND US
General meeting:
SMMUG General Meetings are held on the SECOND Monday of 
each month at Fire Station 14 located at 1875 Dublin Blvd (at the 
intersection of North Academy and Dublin). 

Directions:
From Academy, go east on Dublin and then turn right on 
the very first street. There is parking on the west and south 
sides of the Fire Station (with additional parking located to 
the north and further west of the Fire Station). The entrance 
is on the west side of the building.

Smoking is not permitted on the premises. 

Sig meeting:
The SIG Meetings are held on the SECOND Saturday of each month at Fire Station #18’s meeting room - located at: 6830 Hadler View 
[the fire station is behind Walgreens]. 

Directions:
#1) Take I-25 to Garden of the Gods Rd (head west), turn right on Centennial, left on Flying W Ranch Rd., right on Hadler View.
#2) (This route is bumpier and probably not the best for winter travel) Take I-25 to E. Woodman/W. Rockrimmon Blvd., turn right on Vindicator 
(at the Safeway intersection), and then right on Hadler View.
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Membership Application Form
Membership entitles you to access to our online forums, participation in prize drawings, and access to the 
bargains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership dues 
($30) apply to the calendar year and are paid each December for the following year. Use the following table for 
NEW MEMBERSHIP ONLY:

 JAN 1 to MAR 31 - $30.00  APR 1 to JUN 30 - $20.00
 JUL 1 to SEPT 30 - $15.00  OCT 1 to DEC 31 - $10.00

Please Print Clearly!     Today’s Date 

Name
 Street Address

 City/State/ZIP
 Home Telephone

 E-mail Address
Have you previously been a member of SMMUG?
How did you learn about SMMUG?

Make your check payable to:  SMMUG  
Then mail or give this form and your check to:

SMMUG, Inc. 
Skip Mundy, Treasurer
2100 Wood Avenue
Colorado Springs, CO 80907-6718  
 

Please make an online account for me.
User Name _______________

Don’t make an online account for me. 
I do not want one or I already have 

Business Telephone 

About Us

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, 
Colorado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices.

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the second 
Monday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, where 
our collective expertise can help answer your questions. 

All members receive a monthly newsletter, published on our web site, see great reviews of software and hardware, or can 
participate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate 
memberships are granted.

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operating the club and its meetings.

http://www.smmug.org
http://www.smmug.org

