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Bookmarks, Top Sites, and More: Finding Your Way Back in Safari
by Michael E. Cohen 

When Tim Berners-Lee created the World Wide Web 25 years ago this month, the complete list of 
available Web sites could have fit on a single sheet of paper. Today, no one even knows the exact 
number of Web sites on the Internet, but estimates place the number at roughly 1 billion, and the 
number of individual Web pages is at least 10 times larger. Heck, a sheet of paper probably wouldn’t even 
hold all the Web sites many of us visit in a single day. But if you’re like many people, you head back to 
the many of the same pages, day after day, to see what’s new.

Back in 2003, when Apple introduced Safari, the most popular way of keeping track of Web pages you 
wanted to be able to revisit was bookmarks, a list of such pages you created in your browser. Apple even 
touted the just-born Safari’s capability to import bookmarks from the two most popular Web browsers of 
the time, Microsoft Internet Explorer and Netscape Navigator. Since then, subsequent releases of Safari 
have added ever more ways for you to find your way back to Web pages that you use regularly. Today, in 
El Capitan’s Safari 9, the number and variety of Web page tracking features have begun to tax the 
memory of the typical user. (Sierra’s Safari 10 doesn’t change any of these options significantly.)

Let’s take a quick look at Safari’s page tracking features so you can get a better idea of what each one is, 
how it works, and which might work best for your needs. They include Bookmarks, Top Sites, Favorites, 
Reading List, and Pinned Tabs. Plus, Safari includes several automatic ways to help you get to a particular 
page: History, which tracks pages you’ve visited, and Shared Links and Feeds, which display possibly 
interesting pages acquired from outside sources.

Bookmarks -- The concept of using bookmarks for recording a Web page’s location dates back to the 
first few years of the Web’s existence. It’s a simple idea: each bookmark consists of a name for the page 
(usual ly taken 
initially from the 
page’s TITLE tag) 
and the page’s Web 
address, or URL. 
At first, a browser’s 
bookmarks were 
presented as a 
simple list, but as 
the Web expanded, 
the browsers let 
users organize 
bookmarks into 
folders and arrange their positions in the list. In 
Safari, you can summon this hierarchical list of 
bookmarks and folders from the Bookmarks 
menu or display it in Safari’s sidebar.

There are several ways to add bookmarks in 
Safari. The most traditional is by choosing 
Bookmarks > Add Bookmark (Command-D), 
which presents a dialog with which you can 
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SIG NEWS

The Saturday SMMUG Special Interest Group 
(SIG) will meet from 10:00 AM to 12:00 Noon, 
Saturday, September 10, 2016, in the Fire Station 
18’s meeting room at: 6830 Hadler View (a map is 
located at the end of this NL). The meeting will be 
divided in to two parts.

The First part starting at 10:00 will focus on iOS, 
helping everyone become both comfortable and 
proficient with their iPhone, iPad, and iPod 
mobile devices. Starting at 11:00 we will focus on 
the Finder, including Dictation, Preferences, 
and Screen Capture.

All are invited, but new users are especially 
en-courage to attend this free meeting. Bring your 
tips and tricks, questions and suggestions. 

For more information about Special Interest 
Groups (SIGs), go to the SMMUG website.

Scan this QR code to be taken to our 
SMMUG web site

ADVERTISING
You can advertise your business or service 
through the Silicon Summit.

RATES 
Per inch   $10
Quarter page   $15 
Half page   $25 
Full page   $50 
Insert                  $15

A 10% discount is applied for ads that 
run two or more months, except for 

inserts.

Sponsor ing Membersh ips a re a l so 
available to merchants who want to see 
their business name and address listed on 
the front page. Sponsoring Memberships 
are $100 for one year.

MEETING DATES
 

Our regular monthly meetings are on the Second 
Monday of every month. Upcoming meeting 
dates are as follows:

September 12, 2016
October 10, 2016

November 7, 2016*
December 12, 2016

*Meeting changed to the first week of Nov.

                                                                              

MISSED AN ISSUE?

You can find the previous issues of the 
Silicon Summit posted in PDF format at 
the SMMUG website.
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September 12, 2016
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6:45 Networking Break
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Announcements
Door Prize Coordinator needed
Do you like winning door prizes? Do you want that to stop? There is a good chance that that will happen if someone doesn't step 
forward and volunteer to be the Door Prize coordinator.

FYI: It is very easy to be the Door Prize coordinator. It takes no extra time on your part, e.g. any time you are shopping for 
yourself (either online or at a brick and mortar store) and you see something interesting - buy one for the club. You will be 
provided with a club credit card, so there would  be no up-front money coming out of your pocket.

Please help your club.

Door Prize For The 
September Meeting:
A new Printer

Club News
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name and store the bookmark. The Bookmarks menu also contains an additional command for making bookmarks from the currently open tabs.

However, you can also use a menu hidden behind the + button at 
the left of the Smart Search field: click and hold the + until the menu 
appears, and then you can add the current page to Top Sites, 
Favorites, or anywhere in your collection of bookmarks. (A single 
quick click on that + button adds the page to your Reading List — 
more on that in a moment.)

Safari provides a bookmark editor accessible from Bookmarks > 
Edit Bookmarks (Command-Option-B) so you can rearrange, 
rename, and search your list of bookmarks. With it, if you are 
assiduous, you can create a powerful, personalized, and 
comprehensive set of bookmarks to guide you through your Web 
perambulations.

(Not me, though: I have bookmarks and folders that have accreted over 
more than a decade, so my bookmarks look more like the warehouse 
shown at the end of “Raiders of the Lost Ark” — only not as well 

organized. I suspect many others share my organizational predicament.)
Top Sites -- Apple introduced the Top Sites feature to 

Safari 4 in 2009. It adds some primitive intelligence to the 
problem of finding your way back to your preferred sites by 
presenting the pages you visit most often in an attractive 
grid of page thumbnails, which you can see every time you 
open a new browser window or tab. Control this option in 
Safari > Preferences > General > New Windows/New Tabs 
Open With > Top Sites. (If you see Favorites in that menu 
instead of Top Sites, choose it, open a new window, and 
use the little toggle switch in the upper right corner when 
viewing Favorites to switch back to Top Sites. Then the 
menu in Safari’s preferences will include Top Sites. This 
confusing bit of interface disappears in Safari 10 in Sierra.)

Top Sites updates each thumbnail to reflect the 
appearance of the page as it looked upon your last visit. You 
can drag page thumbnails around, set the number of 
thumbnails shown (to a maximum of 24), and “pin” 
thumbnails so they won’t be replaced by others you visit 
more often. Some people use Top Sites as their primary way 
to navigate back to commonly used sites, never diving 
deeper into their (possibly) larger bookmark collections 
because Top Sites mostly manages itself.
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Favorites -- The Favorites list is nothing more than a collection of bookmarks you’ve designated as your favorites. However, because they are your 

favorites, Safari gives you multiple ways to get to them:
You can display a Favorites Bar above the content area of the Safari window so you can visit a favorite page with a single click on its name. (Choose 

View > Show Favorites Bar if you don’t see it.) Command-click a folder in the Favorites bar to open all the pages in the folder at once.
• You can see all your favorites as icons when you open a new browser window 

or new tab. Again, set this in Safari > Preferences > General > New 
Windows/New Tabs Open With > Favorites — if you see only Top Sites in 
those menus, choose it, open a new window, and switch the view back to 
Favorites with the toggle control in the upper right corner of the window. If 
there’s another folder of bookmarks you would like to see instead of Favorites 
in new windows or tabs, you can choose that folder with Safari > Preferences > 
General > Favorites Shows.

• You can click in the Smart Search field while viewing any other page to see a 
pop-up list of your favorites.

 There’s no need to put much thought into deciding between 
displaying Top Sites or Favorites in new windows or tabs. If you 
display Top Sites in new windows, you still have ready access to your 
Favorites from the pop-up Favorites list displayed by clicking the 
Smart Search field and, if you choose to show it, from the Favorites 
Bar. And, if you prefer to focus on Favorites instead, you can add 
Frequently Visited Sites to the Favorites display by choosing 
Bookmarks > Show Frequently Visited Sites in Favorites.
 Reading List -- The Reading List arrived in 2011 with Safari 7. 
U n l i k e 
bookmarks, 
which record 
only a page 
name and 
location, or 

Top Sites, which augments that name and address with a dynamic thumbnail, the Reading 
List contains the actual contents of a page, so you can view saved pages even when offline.

 The Reading List appears in the Safari sidebar, and it presents pages in the order you added 
them, with the most recent on top. The list displays the page name and a short summary; 
click an item and its associated page appears in the browser window.

Safari makes it simple to add items to the Reading List: click the + button that appears at 
the left of the Smart Search field, and the current page hops into the Reading List.

The only editing you can do to an item in the Reading List is to mark it as either read or 
unread by Control-clicking and choosing the desired command. Click the X button next to 
an item to remove it. Scroll up to reveal controls for showing all items or just those that are 
unread, along with a field for searching the list.

Many people use the Reading List as a quick way to get back to a page they don’t have time 
to read at the moment — it’s perfect for those “too long; didn’t read” blog posts you find 
when you should be working, for example. The Reading List is also an easy way to share a 
page among your devices: if you enable Safari in System Preferences > iCloud on the Mac and 
Settings > iCloud in iOS, the content of the pages on the list are shared among all the devices 
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that use that iCloud account. Then you can read 
those too-long articles in the evening at home on 
your iPhone.

Pinned Tabs -- Tabbed browsing helps you 
switch quickly among different pages in a single 
browser window by collecting those pages in a tab 
bar above the browser window’s content area: click a 
tab and the window shows its contents. In 2015, 
Safari 9 added the capability to “pin” a Web site to the left side of 
the tab bar so it would always be available in any new Safari 
window.

Pinned tabs are best used for Web apps like Gmail or for 
dynamic pages that you check repeatedly throughout the day, 
like Facebook.

And More… -- In addition to the above, there are several 
other ways that Safari can help you find your way among the 
twisty passages you’ve travelled and to new pages of interest.

The History menu lists every page you’ve visited so you can 
get back to any one with ease. You can control how much of 
your browsing history Safari remembers with Safari > Preferences 
> General > Remove History Items. If you’re embarrassed by 

where you’ve 
been, you can 
choose History > 
Clear History to remove some or all of your recorded browsing history. For those who prefer using 
the keyboard, you can access pages from your History by typing a word or two from the page’s name 
or address into the Smart Search field.
 Plus, if you’re a social media user, the Shared Links and Feeds available in Safari’s sidebar can show 
you links that appear in some of your social media accounts, such as Twitter (Apple decides which 
social media services are available here). You can also add news feed subscriptions offered by Web 
sites (such as TidBITS!) to the Shared Links and Feeds list: click the Share button in the toolbar, then 
choose Add Website to Shared Links.
  Over the last quarter century the World Wide Web has truly encompassed the entire world, with a 
population of virtual pages greater than the number of humans wandering the not-so-virtual world. 
And, as the Web has grown, Safari has added ample tools to help you avoid getting lost in that vast 
virtual space, when all you want to do is get back to the important pages you’ve visited previously. 
Now the trick is figuring out how to navigate that toolset. Fortunately, if you have trouble figuring it 
out, you can always just bookmark this page.

ExtraBITS
Full Scale of Dropbox Hack Revealed -- File sharing service Dropbox is warning users who created accounts before 2012 to change their 
passwords, due to a breach that occurred that year. (If you've already changed your password, there's no need to do so again willy-nilly.) Dropbox 
previously disclosed the attack, but the full scope of the breach has only recently become known: 5 GB of documents containing email addresses and 
hashed passwords for over 68 million users. If you used a high-quality password and didn't reuse it on other sites, there is little cause for alarm, thanks 
to Dropbox’s strong password hashing, but you should change your password if prompted.

Apple Issues Urgent Security Updates to OS X and Safari - Apple has issued three Mac security updates: Security Update 2016-001 El 
Capitan, Security Update 2016-005 Yosemite, and Safari 9.1.3 for OS X 10.9.5 Mavericks and OS X 10.10.5 Yosemite. All three updates are 
related to the major vulnerabilities discovered in iOS by Citizen Lab and Lookout, as we reported in “iOS 9.3.5 Blocks Remote Jailbreak” (25 
August 2016). Due to the severity of these vulnerabilities, we encourage everyone to install these updates as soon as possible.
You can download the 414.9 MB Security Update 2016-001 and the 468 MB Security Update 2016-005 directly from Apple’s Web site, 
though it’s easier to install them via Software Update. Safari 9.1.3 is available only via Software Update.

https://support.apple.com/en-us/HT207130
https://support.apple.com/en-us/HT207130
https://support.apple.com/en-us/HT207130
https://support.apple.com/en-us/HT207130
https://support.apple.com/en-us/HT207131
https://support.apple.com/en-us/HT207131
http://tidbits.com/article/16709
http://tidbits.com/article/16709
https://support.apple.com/kb/DL1891
https://support.apple.com/kb/DL1891
https://support.apple.com/kb/DL1890
https://support.apple.com/kb/DL1890
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iPhone 7 Pre-orders Begin This Week, iOS 10 and macOS Sierra Available Soon
by Tonya Engst 

Apple today announced pricing and ship dates for the fall lineup of new iPhone and Apple Watch models, along with a 13 September 2016 
release date for iOS 10 and watchOS 3. macOS Sierra will ship one week later, on 20 September 2016.

Apple will begin taking preorders for the new 4.7-inch iPhone 7 and 5.5-inch iPhone 7 Plus on 9 September 2016, and the devices will 
become available on 16 September 2016.

Available at starting price points of $649 and $769 respectively for a 32 GB model, the new iPhones come in silver, gold, rose gold, and Apple’s 
new black and jet black colors. Models with more storage are available at a higher price: $749/$869 for 128 GB and $849/$969 for 256 GB. (The 
storage capacity for the jet black iPhones is either 128 GB or 256 GB; there’s no 32 GB option. Apple also cautions buyers that the jet black finish 
can scratch.)

The iPhone 6s and 6s Plus will remain for sale, but their storage capacities will be bumped up from 16 GB to 32 GB and from 64 GB to 128 
GB.

Apple will also begin taking orders for the new, GPS-equipped Apple Watch Series 2 on 9 September 2016, with models available for sale on 16 
September 2016. The base price is $369. The new Apple Watch Nike Plus Series 2, which also has a base price of $369, will be available in late 
October.

The original Apple Watch will be improved with the same dual-core processor found in the new Series 2 and be available at a base price of $269.
Audiophiles have new options to ponder, thanks to Apple’s new W1 chip, which provides the smarts behind Apple’s new wireless $159 AirPod 

earbuds, which are expected in late October. Apple’s Beats line of headphones also incorporates the W1 chip in its new Beats Solo3 Wireless 
headphones ($299.95), as well as the upcoming Powerbeats3 Wireless workout earphones ($199.95), and Beatsx earphones ($149.95).

Apple Watch Series 2 Offers GPS, Water Resistance, and More Power
by Julio Ojeda-Zapata 

The original Apple Watch, though groundbreaking in many ways, was a disappointment for many when Apple trotted it out last year. It was 
criticized as bulky and underpowered while lacking certain important features, such as a GPS chip and water resistance. Its screen was sometimes 
hard to make out in bright sunlight, too.

Apple has now announced the Apple Watch Series 2, which appears to be roughly the 
same size as the original. So much for fantasies about a thinner, less obtrusive watch. 
However, Apple did check off vital items on Apple Watch users’ wish lists: water resistance, 
more horsepower, a brighter display, and most important, a built-in GPS.

Apple also announced a handful of specialty models – notably a new and supposedly 
extra-durable white ceramic Apple Watch Edition Series 2, which replaces the gaudy gold 
Apple Watch Edition. Apple is also keeping the original watch model around at a lower price 
along with a processor upgrade and a new moniker: Apple Watch Series 1.

Let’s Go for a Run -- Runners and other athletes have long been irked that the Apple Watch lacked a GPS chip, making it necessary to carry an 
iPhone during a run in order to track the route and get performance stats. That should be a thing of the past courtesy of the Series 2’s integrated – 
and, crucially, iPhone-independent – GPS chip. It enables the Apple Watch to record precise distance, pace, and speed during outdoor workouts 
such as walking, running, or bicycling – no iPhone required (cue singing angels and a happier publisher; see Adam Engst’s “Exercising with the 
Apple Watch: The Hardware,” 15 May 2015).

At the start of a workout, according to Apple, a Series 2 watch uses a blend of Wi-Fi, GPS, and locally stockpiled satellite data to quickly pinpoint 
a user’s location. Upon completion of a workout, a route map with speed data appears in the watch’s Activity app. This all counts towards filling in 
those Stand, Move, and Exercise rings, naturally. We expect to see third-party apps from the likes of Strava take advantage of the new GPS 
capabilities as well.

Though GPS is a truly welcome improvement, it should be noted that the Series 2 still lacks cellular connectivity — found in some rival 
timepieces — which allows for phone-independent voice calling and data transfers when away from Wi-Fi.

Let’s Go Swimming -- Brave owners of the original Apple Watch have been known to take their wearables into the shower or pouring rain with 
no consequences. Apple said that the original devices were “splash and water resistant, but not waterproof,” and recommended against submersion.

The Series 2 models are being touted as vastly more resistant to water, even being certified for dunks in a pool or open water at a depth of up to 50 

Apple Event 

http://www.apple.com/iphone-7/
http://www.apple.com/iphone-7/
http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.apple.com/apple-watch-series-2/
http://www.apple.com/apple-watch-series-2/
http://www.apple.com/shop/product/MMEF2AM/A/airpods
http://www.apple.com/shop/product/MMEF2AM/A/airpods
http://www.apple.com/shop/product/MNEN2LL/A/
http://www.apple.com/shop/product/MNEN2LL/A/
http://www.beatsbydre.com/earphones/browse-earphones/wireless-earphones/ML8V2.html
http://www.beatsbydre.com/earphones/browse-earphones/wireless-earphones/ML8V2.html
http://www.beatsbydre.com/earphones/browse-earphones/wireless-earphones/MLYE2.html
http://www.beatsbydre.com/earphones/browse-earphones/wireless-earphones/MLYE2.html
http://www.apple.com/newsroom/2016/09/apple-introduces-apple-watch-series-2.html
http://www.apple.com/newsroom/2016/09/apple-introduces-apple-watch-series-2.html
http://www.apple.com/apple-watch-series-2/
http://www.apple.com/apple-watch-series-2/
http://tidbits.com/article/15663
http://tidbits.com/article/15663
http://tidbits.com/article/15663
http://tidbits.com/article/15663
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meters or 164 feet. Apple said it accomplished this by aggressively plugging 
up all the ingress points – with the exception of the speaker, which must be 
open in order to work as intended. Apple claims to have resolved that 
problem with a new speaker that can actively eject water (insert your own 
jokes here).

With the Series 2 watches now positioned as thoroughly aquatic 
contraptions, Apple has rolled out two new Workout options called Pool 
and Open Water that will enable swimmers to count laps, track average lap 
pace, and detect stroke styles in order to measure burned calories accurately. 
But you still shouldn’t take calorie counts seriously — apart from “burning 
more is better,” the specifics aren’t particularly useful (see “Exercising with the Apple Watch: The Software,” 2 June 2015).

More Power! -- The original Apple Watch was woefully slow, causing users no end of frustration. Some of its sluggishness was due to 
inefficiencies in watchOS 1 and watchOS 2, due to be corrected in watchOS 3, but the hardware deserved major blame too.

Apple says that its new second-generation dual-core S2 System in Package (SiP) in the Series 2 watch will take performance “to a new level,” and 
make the Apple Watch 50 percent faster. The S2 SiP will also sport a new GPU that promises to deliver up to two times greater graphics 
performance.

The upgraded innards will also drive a brighter display. At 1000 nits, it’s more than twice as bright than the Series 1, and has the distinction of 
being the brightest display Apple has ever shipped on any device. It should make it easier to see the screen in bright sunlight. The screen can even run 
video at 60 frames per second – again thanks to those updated internals.

The dual-core S2 chip is going into the lower-cost Series 1 watches, too, so even budget-conscious Apple Watch buyers will get zippier 
performance.

The Fancier Options -- Apple’s original version of the fancy Apple Watch Edition was made out of gold. 
Now, maybe fearing bored yawns among its monied clientele or perhaps chagrined at slow sales of watches 
whose prices topped out at $17,000, Apple has shifted direction.

The new Apple Watch Edition Series 2 is made out of ceramic. This might conjure up images of plates or 
ashtrays falling to the floor and shattering – but Apple said it’s not that kind of ceramic. Far from it, Apple 
claims its ceramic is four times tougher than stainless steel with “a beautiful, white, pearl-like finish” that is 
“extremely scratch-resistant.”

The ceramic Apple Watch Edition looks to be tricky to track down since, like its precursor, it will be made 
available only at a limited number of Apple stores and Apple-authorized resellers.

Apple also announced two other specialty Apple 
Watch options. The Apple Watch Nike+ Series 2, 
offered in a partnership with the footwear 
manufacturer, is basically a stock Series 2 watch with 
Nike-like aesthetics – including Swiss cheese-like, 
sports-style bands in a choice of four subdued colors 
with bright-yellow accents (also flaunted on-screen). 
The watch has integration with the (also 
yellow-accented) Nike+ Run Club app, too.

For those who fancy Hermès luxury products, Apple 
also will sell you an Apple Watch Hermès Series 2 with your choice of redesigned Hermès leather bands.

Model Breakdown -- All Apple Watch models are available in the same two case sizes as before, 38 mm and 42 mm. Series 2 and Series 1 
watches are all available in aluminum and stainless steel with gold, rose gold, silver, or space-gray coloring – no big surprises there, either.

Cost is one crucial differentiator. Series 2 watches, including the Nike+ model, start at $369 while Series 1 models now start at $269. Dropping 
that price is a welcome move since the Apple Watch has been regarded by many as pricey. The starting prices are for 38 mm models and increase 
with the 42 mm model and with certain bands.

On the high end, the ceramic Apple Watch Edition Series 2 begins at $1249, and the Hermès-branded model starts at $1149.
Availability -- Like the iPhone 7, the Apple Watch Series 1 and Series 2 versions, along with the Apple Watch Edition Series 2, will be available 

for preorder in the United States on 9 September 2016. They will hit U.S. stores on 16 September 2016.
You can also preorder the Nike+ version on 9 September 2016, but it won’t be available for purchase until October. The Apple Watch Hermès 

Series 2 goes on sale 23 September 2016.
Internationally, Apple is releasing the new models in stages. See Apple’s press release for details.

http://tidbits.com/article/15691
http://tidbits.com/article/15691
http://www.apple.com/apple-watch-edition/
http://www.apple.com/apple-watch-edition/
http://www.apple.com/apple-watch-nike/
http://www.apple.com/apple-watch-nike/
https://itunes.apple.com/us/app/nike+-run-club/id387771637?mt=8&at=10l5PW
https://itunes.apple.com/us/app/nike+-run-club/id387771637?mt=8&at=10l5PW
http://www.apple.com/apple-watch-hermes/
http://www.apple.com/apple-watch-hermes/
http://www.apple.com/pr/library/2016/09/07Apple-Introduces-Apple-Watch-Series-2-The-Ultimate-Device-For-A-Healthy-Life.html
http://www.apple.com/pr/library/2016/09/07Apple-Introduces-Apple-Watch-Series-2-The-Ultimate-Device-For-A-Healthy-Life.html
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iPhone 7 and 7 Plus Say “Hit the Road, Jack”

by Josh Centers 
Yes, the rumors are true: the next generation of iPhone — the iPhone 7 and the iPhone 7 Plus — get rid of the nearly universal headphone jack. 

Why? Apple’s Senior Vice President of Worldwide Marketing Phil Schiller summed it up in a word: “courage.” Yes, 
“courage,” hearkening back to Apple’s prior decisions to abandon floppy disks, optical drives, and legacy ports. Or how 
Apple plans to deal with the inevitable criticism.

After we stopped giggling at this pronouncement of courage, we tried to focus on how Apple made up for the missing 
analog jack. Every new iPhone will ship with a Lightning-to-headphone adapter so you can still plug in your existing 
devices. Also, the new iPhones will be bundled with Lightning-connected EarPods. Sadly, neither the adaptor nor the 
new EarPods allow the iPhone to be charged when they’re plugged in — we hope third-party vendors fill in that gap. 
Fortunately, extra Lightning to 3.5mm Headphone Jack Adapters will cost only $9 from Apple.

However, Apple said the future is wireless, which begs the question of why the company doesn’t have the courage to 
go whole hog and include its new wireless AirPods in the box (the price of courage would then be $159, in case you were 
wondering). The good news is that Apple isn’t leaving you at the mercy of flaky Bluetooth audio: the new AirPods 
introduce Apple’s proprietary W1 chip, which drives the AirPods and other headphones from Apple subsidiary Beats 
(see “W1-powered AirPods Usher in a New Era of Wireless,” 7 September 2016).

You may not need to plug in as much for audio, since the new iPhone will be the first to feature stereo speakers: one 
on the top and one on the bottom. Apple said that the new iPhone 7 models produce twice the volume of the iPhone 6s 
units.

What else do you get in exchange for losing that headphone jack? Water and dust resistance. Apple claims the new 
iPhones are IP67 compliant, which means they are completely protected against dust and protected against immersion 
in up to 1 meter of water. IP67 is the highest level of dust protection and the third-highest level of water protection. Realistically, your iPhone 7 
should be fine if you drop it in the tub, but we wouldn’t recommend tossing it in a pool. However, Apple still claims that liquid damage isn’t 
covered by the warranty, so you might not want to risk it. In terms of dust, we hope the Lightning port doesn’t collect pocket lint like those in 
previous models — a blast of compressed air is often the solution to odd charging problems.

Apple has redesigned the Home button. Like the Force Touch trackpad and mouse, the Home button is now a “force sensitive” software button 
that Apple claims is more responsive and more reliable. Apple also integrated the Home button with a new generation of the Taptic Engine, which 
also comes with an API — we’re curious to see how developers take advantage of the new hardware. Morse code, anyone?

The biggest improvements to the iPhone 7 are its cameras. Yes, cameras, because while the iPhone 7 includes one dramatically improved 
rear-facing camera, the iPhone 7 Plus will feature two cameras on the back of the case.

The camera in the iPhone 7 features a 12 megapixel high-speed sensor with an ƒ/1.8 aperture six-element lens that Apple claims is 60 percent 
faster and 30 percent more energy efficient than the camera in the iPhone 6s. The flash now features four LEDs, which Apple says offer 50 percent 
more light, plus a flicker sensor to help the software correct for artificial lighting. Optical image stabilization, formerly a feature exclusive to the Plus 
model, is now standard in the iPhone 7.

As noted, the iPhone 7 Plus features two 12-megapixel sensors: one with a wide-angle lens and the other with a telephoto lens with an ƒ/2.8 
aperture. Putting these together enables two new features: 2x optical zoom (up to 10x in software) and a new depth of field effect, which can produce 
photos in which the foreground is in focus while the background is blurred. While Schiller was quick to emphasize that the iPhone 7 Plus’s camera 
isn’t up to DSLR quality, it’s a big step closer. The depth of field effect, which will be accessible in a new camera mode labeled Portrait, will not be 
available at launch, but will instead arrive in a free iOS update “later this year.”

Both iPhone models can also capture RAW images with wide-gamut color, and offer stabilization and editing for Live Photos. Apple is also 
releasing capture and editing APIs for Live Photos, so developers can create tools to work with them. The front-facing FaceTime HD Camera now 
offers 7-megapixel resolution, body and face detection, and automatic image stabilization.

Complementing the new cameras is a new, 25-percent-brighter Retina display, with cinematic color and built-in color management, which will 
be welcome news for photographers. Instagram demoed new effects and filters that take advantage of the expanded color gamut.

The new iPhones feature a new A-series processor, the quad-core A10 Fusion with an embedded M10 motion coprocessor. Interestingly, two of 
the four cores are dedicated to high performance, while the other two are optimized for power efficiency, using 20 percent of the power of the other 
cores. A new Apple performance controller automatically switches between the two, depending on what’s needed.

The A10 Fusion processor also includes a new Apple-designed image signal processor, which applies over 100 billion operations and machine 
learning to every picture you take. It also allows for faster focus, improved local tone mapping, and better white balance.

The iPhone 7 and 7 Plus will also feature 25 LTE bands, with theoretical speeds of up to 450 Mbps, though we doubt you’ll see such throughput 
any time soon.

The form factors of the iPhone 7 and 7 Plus are the same as the iPhone 6s and 6s Plus, so most existing cases should continue to fit, but the color 
options are slightly different. The new iPhones will feature the now-standard gold, silver, and rose gold finishes, but space gray is gone, replaced by 

http://www.apple.com/iphone-7/
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two shades of black: a shiny jet black finish and a matte finish, simply called black. (Apple cautions buyers that the jet black finish can scratch.) The 
new models are 5 and 4 grams lighter than the previous models, respectively.

Finally, Japanese models of the iPhone 7 and 7 Plus (and the Apple Watch Series 2) will include FeliCa contactless technology, enabling Apple 
Pay to work in Japan. Also transit directions for Maps should arrive for Japan in October.

Pricing of the iPhone 7 and 7 Plus remains the same, but the storage amounts double, so 32 GB models cost $649 and $749, 128 GB of storage 
costs $749 and $869, and 256 GB will run you $849 or $969. The jet black color is available only in 128 GB and 256 GB sizes, oddly. Or you can 
choose the iPhone Upgrade Program’s payments of $32 to $46 per month for 2 years, depending on which model you want. You will be able to 
pre-order a new iPhone on 9 September 2016, with availability coming a week later.

As is common for Apple, the iPhone 6s and 6s Plus remain available, but in doubled 32 GB and 128 GB capacities.
As Apple always says, these are the best iPhones the company has ever made. This statement, while banal, is always true too, although we can 

imagine some people delaying an upgrade or purchase until they’ve had a chance to think through the implications of losing the headphone jack. 
Photography lovers, at least those with small hands or pockets, will also have to weigh the appeal of the dual-camera iPhone 7 Plus against its larger 
size. But if you’re ready for a new iPhone, the iPhone 7 and 7 Plus are appealing.

Macs & Mac Accessories
How Apple Could Simplify Audio Input and Output Interfaces

by Adam C. Engst
For many people, phone calls — at least those with real human beings, as opposed to “Rachel from Cardholder Services” — have become a 

thing of the past. Instead, an ever-increasing amount of real-time audio (and video) communication runs through a Mac or iPhone app.
When I need to talk with Josh about upcoming TidBITS content, we use a Slack call. Multi-person calls that Tonya and I have with Joe and 

Glenn and other Take Control authors take place in Skype or Google Hangouts. Even my father has asked me to use FaceTime Audio instead of the 
phone because he can hear me so much better that way. Podcasts like MacBreak Weekly, MacVoices, and Tech Night Owl Live all rely on Skype. 
Webinars run through GoToMeeting. If I help a friend or relative via screen sharing in Messages, that carries audio as well.

Amidst all that variability is one common factor — I have to mess with audio settings nearly every time! I’m not alone — the standard greeting for 
Internet-based calls isn’t “Hello,” but “Can you hear me?” Then we all scramble to fiddle the audio input and output settings in whatever app we 
happen to be in until everyone can hear everyone else. It’s nuts! Sure, phone calls can be scratchy over a cell connection, and they lack video, an 
associated text chat, and file and screen sharing, but when the phone rings, you can answer and be relatively assured that you’ll be able to hear the 
other person.

Fixing the audio settings for every call isn’t just extra work; it’s also confusing. Despite the fact that I’m not the sort who would intentionally build a 
complex audio setup, I’ve ended up with five choices for sound output and three for input, many of which are awkwardly named. Here’s where 
Apple could do some work, since good interface design lets you work without making you think about the interface.

If you Option-click the Volume menu bar icon, you can see and switch among all your outputs and inputs. 
Mine looks like this — let’s go through them.

Output Device — Some of the output choices are confusing. For instance, Headphones isn’t right. I have 
Altec Lansing speakers plugged into my 27-inch Retina iMac, and that’s where audio plays when Headphones 
is selected. But I have to think about that fact every time I look at it, since I also have a Sennheiser USB 
headset, which is what I’d associate with the word “headphones.” There’s no way Apple could tell 
programmatically what you’ve plugged into the audio output jack, but External Speakers/Headphones would 
be a better label.

If I were to unplug my speakers, Headphones would change to Internal Speakers; as Josh explained in “The 
Headphone Port: The Mac’s Achilles Heel” (2 September 2015), the 3.5 mm audio output jack contains a 
sensor that disables the Mac’s built-in speakers when it detects a plug. For me, Internal Speakers wouldn’t be a 
great term either, since I have a Thunderbolt Display connected to my iMac, so “internal” could have multiple 
sensible interpretations. “iMac Speakers” would be better, with “iMac” replaced by the name of the Mac 
model in question.

Display Audio is the choice that throws me the hardest. It means the speakers built into the Thunderbolt Display, but because the word “display” 
works equally as well as a noun or verb, and many menus feature verbs, I have to parse it carefully every time. Since I tend to focus on the iMac’s 
screen for most of my work, I also usually think of it as my primary display, further muddying what Display Audio could mean. As you can see in 
the screenshot, because the Thunderbolt Display is both an output device and an input device, it’s replicated in the Input Device section, which 
forces me to look closely every time to make sure I’m working in the correct area.

http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.dailydot.com/debug/apple-iphone-7-jet-black/
http://www.apple.com/shop/iphone/iphone-upgrade-program
http://www.apple.com/shop/iphone/iphone-upgrade-program
https://www.consumer.ftc.gov/blog/whats-deal-rachel-card-services-your-top-3-questions-answered
https://www.consumer.ftc.gov/blog/whats-deal-rachel-card-services-your-top-3-questions-answered
http://tidbits.com/article/15900
http://tidbits.com/article/15900
http://tidbits.com/article/15900
http://tidbits.com/article/15900
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From what I can see in the Audio section of System Information, Apple may not be able to learn the exact name of the device identified as Display 

Audio, but that may be Apple’s fault in designing the Thunderbolt Display, given that the Sennheiser headset identifies itself correctly. Just calling it 
Thunderbolt Display Speakers and Thunderbolt 
Display Microphone would be a big help. With a third 
party monitor, such as one from Dell, Apple should be 
able to identify at least the manufacturer, and thus 
change Display Audio to “Dell Speakers.”

The entries for Sennheiser USB Headset, Apple TV, 
and Speaker Express are entirely reasonable because 
they map directly to specific devices: in this case, my 
headset, Apple TV, and AirPort Express base station. 
I’ve used AirPort Utility to rename that particular base 
station to differentiate it from another called Printer 
Express, which shares our laser printer. If we had 
multiple Apple TVs, I could give them custom names 
via Settings > AirPlay > Apple TV Name.

Input Device — The issues for input device names are similar. Internal Microphone is a total cop-out on Apple’s part because Apple knows the 
Mac’s name and could change it to “iMac Microphone” or “Built-in iMac Microphone.”

Instead of using Display Audio to identify the microphone in an external display, Apple should try to identify the manufacturer and then call it a 
mic, as in “Dell Microphone.”

Even better, Apple could give users the option of renaming all the output and input devices in the Sound preference pane. It wouldn’t require 
much UI — Apple could just make those names editable if you clicked them, much like clicking a file name in the Finder. Then you could give each 
device a name that made sense to you, just as you can with AirPort 
Express base stations and Apple TVs.

Telephony App Interfaces — This interface problem is exacerbated 
by the fact that the apps I regularly use for audio communication all use 
slightly different wording:
• Unsurprisingly, FaceTime mimics the system phrasing. I have no idea 

where AirPlayNullEndpointAudioDataSource comes from.
• Google Hangouts adds a Default option that matches the choices 

selected in the Sound preference pane. 
• Skype is a bit more verbose, using Same As System to reflect the Sound 

preference pane’s settings and preferring its own terminology for the 
iMac’s hardware: Built-in Microphone (Internal Microphone) and 
Built-in Output (Headphones). 

• Slack, the new kid on the block, mimics Skype’s terms without the 
extra parentheticals, but further describes the default options.
How any one of these apps ends up configured at any time is seemingly 

random. I’m sure it isn’t actually random, but since I 
can go days or even weeks without using a particular 
app, each time I do launch one, I have to make sure its 
audio settings match what I’m expecting. All too 
often, they don’t, forcing me to ponder all the options 
yet again while asking, “Can you hear me?” — it’s 
maddening.

The simple solution is for Apple to allow us to 
name our inputs and outputs as we like. Customized 
names would go a long way toward making it easy to 
identify particular devices at a glance.
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Can’t wait for the next newsletter to see what the guys and gals at Joy of Tech are up to? Then simply go on over to 
their website and see past and current cartoons and other things
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Bob “Dr. Mac” LeVitus’ Tips
Sorry it's been so long, but I'm back with a couple of time saving tips, once again based on material from Working Smarter 

for Mac Users, available this fall.
The first tip is that Reminders, the to-do  list manager bundled with all Apple devices, is a pretty damn good to-do list manager and its 

location-based reminders are to die for. The second is that Evernote may be the best free shoebox I've ever found. I save almost everything that 
doesn't belong elsewhere in Evernote.

And so, without further ado, here are the tips:   
 

Reminders are TDF...
The bundled OS X/iOS to-do list manager app, Reminders, is just the ticket for my needs. It does everything I want it to do without being overly 

complicated (and wasting my time), and it ticks all the boxes, at least for me:
• Multiple to-do lists.
• Timed alerts.
• Location-based alerts.
• Syncs with Reminders on other Macs and iOS devices.

There’s not much more to say; Reminders is a simple app that manages to do items and their lists.
 I have five lists going at the moment: General; After 9/1; Out and About; The BL.TV Show; and Working Smarter for Mac Users Tasks. All 

together I have about three dozen items spread across the 5 lists. If I need to remember something past tomorrow, it's on one of these five to-do lists 
for sure. 

I do want to highlight one cool feature in Reminders and that’s location-based alerts. Say I need some milk, eggs, and donuts at the store… I 
create a to-do item on my Out and About list in Reminders, select the At a Location checkbox, and type H-E-B plus!, which happens to be the 
name of my local grocery. I drag the blue dot until the blue alert perimeter is set to around 1500 meters, and then click the Arriving radio button:

I’d be remiss not to mention that location-based alerts only work in conjunction with an iPhone (or cellular iPad) , by the way, which makes total 
sense when you think about it but isn’t intuitively obvious and there’s no mention of it when you create the alert. And with iOS and the 
soon-to-be-released Sierra (macOS 10.12), you can use Siri to set location-based alerts. It's very cool and super useful. If you haven't tried 'em yet, 
what are you waiting for? 

One last thing: If you are looking for an app that does more than Reminders, check out OmniFocus, Things, The Hit List, or the myriad other 
apps that promise to organize your life and make you more productive. But I spent a lot of time doing just that and ultimately determined that 
Reminders suits my needs just fine, thank you. It’s easy to use, integrates with Calendar (and/or Fantastical), and best of all, it costs nothing. 

Evernote is my Shoebox
Evernote  is a service with free apps for macOS and iOS (as well as Android, Windows, and the web). It’s easily the best thing I’ve ever found for 

storing and retrieving little bits of information I accumulate that don’t belong on my calendars or to-do lists.
Evernote’s motto is, “Remember Everything,” and that’s exactly how I use it. If something isn’t on my calendar or a to-do list, it’s in Evernote if I 

ever expect to find it again. I think of it as a shoebox full of little bits of information that don't fit anywhere else.  
I have been searching for the perfect system for organizing these little bits of digital information—text, pictures, screen shots, receipts, bills, web 

pages, and other stuff—since time immemorial. Or, for at least as long as I’ve used a Mac. Over the years I’ve I tried: FileMaker, FileMaker Plus, 
FileMaker Pro, StickyBrain, SOHO Notes, Yojimbo, OneNote, and several other Mac apps whose names escape me, but none holds a candle to 
Evernote.

The most important feature for me is that Evernote makes it super simple to grab all or part of almost any document or web page and save it in 
Evernote:
• If it’s a Web page: Use the Evernote Web Clipper, a free browser extension, to send all or part of the current page to Evernote with two clicks:

When it’s done sending, a confirmation appears with links to related notes—in this case other Apple press releases in my Evernote library:
• If it’s an image, document file, selected text in a document, or even a folder full of files: Just drag it onto Evernote’s icon in the Applications 

folder, an alias of Evernote’s icon anywhere else, or Evernote’s Dock icon (as shown below), to send them to Evernote.
• If it’s printable: Use the PDF menu in the lower-left corner of the Print sheet to send the document directly to Evernote as a PDF.
• Here’s a bonus tip: If you choose Edit Menu at the bottom of the PDF menu, you can select any app that can accept a PDF document or any 

folder on any disk and add them to the menu. Neat! 
• If you can see it on the screen:  Use Evernote’s free companion app, Skitch, to capture and annotate it before sending it to Evernote.

http://workingsmarterformacusers.us12.list-manage.com/track/click?u=f82d40eabcbc7dc8499c11296&id=4c538f10eb&e=97dac8bc8b
http://workingsmarterformacusers.us12.list-manage.com/track/click?u=f82d40eabcbc7dc8499c11296&id=4c538f10eb&e=97dac8bc8b
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Reprinted with Bob LeVitus’ permission. Sign up for the Working Smarter for Mac Users NL to get Bob’s tips delivered directly to your email box.

While it couldn’t be easier to get information into Evernote, that information will be all but useless if you can’t find it quickly and easily when you 
need it. Fortunately, Evernote shines here as well, with myriad options for organizing and finding things fast. There are notebooks and tags to help 
you organize what you import, and, of course, all of the Evernote apps and Web site offer comprehensive search functions.

It occurs to me now that you’ve seen the myriad ways to get stuff into Evernote, you have yet to see Evernote, so, here’s Evernote—my notebooks 
are listed on the far left; my individual notes appear in the middle; and the currently selected note—which happens to be the previous figure as it 
appears in Evernote.
 Now here’s best part: The basic Evernote service and apps for macOS, iOS, Windows, Android, and the Web, are totally free and include most 

(if not all) of the features you’re going to need. If you need more space than a free account provides—60MB of new uploads per month—you can 
upgrade to the Plus ($24.99/year) or Premium plan ($49.99/year), and get 1 or 10GBs per month respectively, as well as other useful features:

I’ve happily paid for Evernote Premium for many years and expect to pay for it for many years to come. Yes, it’s that good.
✍
And that's all I've got for you this time... but, as always, I'll be back with more RealSoonNow™.

Yours Truly,

Bob "Dr. Mac" LeVitus

ExtraBITS

Pokemon Go is a Huge Security Risk by Adam Reeve is well worth reading if you are even 
thinking about playing the new Pokemon Go iOS app.

If you choose to play, at least the way it's currently set up, Pokemon Go will have full access to ALL 
OF YOUR GOOGLE ACCOUNT INFO. Which is to say the makers of Pokemon Go can: 
• Read all your email
• Send email as you
• Access all your Google drive documents (including deleting them)
• Look at your search history and your Maps navigation history
• Access any private photos you may store in Google Photos
• And a whole lot more
You really ought to read it if you intend to play...

http://www.workingsmarterformacusers.com/signupform
http://www.workingsmarterformacusers.com/signupform
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Exploring a Loophole in Slack’s Team Privacy
by Glenn Fleishman 

A colleague recently left a job, and I suggested that, as part of her purge of personal data associated with her work accounts, she delete her Slack 
account in order to destroy personal messages sent through direct messages (what Slack often refers to as “conversations”) or in private channels. My 
understanding was that her public messages would persist, thus not violating any employment agreement or making older public conversations 
incomprehensible, while no one would ever have access to her non-public communications.

I was wrong. Slack doesn’t let users delete their accounts. Instead the company deactivates them, which isn’t the same thing. That would be fine if 
the member were the only person who could reactivate the account. But there is a gap through which access can slip. While I don’t believe this 
design is intentional, it undermines some of Slack’s statements about user privacy. Slack has strong privacy protections, even among members of a 
team and the owner of the team.

The hole in this case relies on a combination of how Slack uses email addresses and its lack of a true bulk delete option for member messages. 
Other services in which messages, files, or other interactions are hosted may have a similar way around the privacy expectations of many users, even 
business users.

Slack Private Message Policies -- According to Slack, all posts in direct messages and private channels can be seen only by recipients and 
participants in those channels. This claim isn’t explicitly noted on Slack’s site, but I confirmed it with the company in several different ways while 
writing “Take Control of Slack Basics” and “Take Control of Slack Admin” earlier this year.

Paid team owners can configure message retention policies, which can either enhance retention by creating a log of every edit and deletion, or 
limit retention by deleting messages (public, private, and direct) and files after a certain number of days. (Some companies routinely age out messages 
to limit their ability to provide old information in lawsuits or prosecutions.) Free teams can see only the last 10,000 messages, but older messages are 
retained and can’t be deleted; they become available if a free team upgrades to paid.

However, setting a message retention policy doesn’t give admins access to direct messages and private channels. Conceivably, Slack could be 
compelled by law enforcement to provide such messages that remain in the system, but that’s a far cry from any team admin being able to snoop on 
private messages.

There is another way that private messages can cease to be private. An owner of a Plus tier paid team can request compliance exports, which can 
be required for certain kinds of businesses. Compliance exports include all private and direct messages. Slack says it evaluates each request, and an 
organization has to prove to Slack that such an export is needed. Team members are notified if compliance exports are turned on when they join a 
team, or if they’re enabled afterward. However, no direct messages or private channel messages from before compliance exports are approved by 
Slack will be included in the export.

In other words, unless you’re in a team with a retention policy that retains edited and deleted messages, you can delete all your messages from 
conversations, private channels, and public channels at any time — one by one — and they disappear forever.

However, all these protections assume you maintain control of your email account and that an admin can’t change your Slack account’s associated 
email address.

Email Is the Weak Link -- What I didn’t previously anticipate, and what Slack technical support has now confirmed, is that a team member who 
wants to delete their account is disabling the account, not removing messages. As noted, Slack describes this action as account deactivation, not 
deletion, and the company is up front about how deactivating an account does not remove messages or files you’ve posted.

This fact puts privacy pressure on the email address associated with your Slack account. If your employer controls that address, as is common, any 
admin with sufficient privileges could reset your email password, request a password reset for your Slack account, and access the new Slack password 
link. That would make all of your private messages in the team available, subject to either the 10,000-message limit of a free team or the retention 
policy of a paid team.

And if you’re on a paid team, a team admin could simply change the email address associated with your Slack account. Changing it to an address 
that the admin can access is all that’s necessary to receive a Slack password reset request and get into your private message traffic.

The solution, which Slack mentions, is that you can go through your private messages and delete them manually before deactivating your account. 
However, there’s no “nuke DMs” button, so you would have to go through and delete messages one at a time. Possible, but tedious at best.

Slack isn’t doing anything wrong here — there are good reasons why even private message traffic can be accessed with some effort. In America, 
firms typically have legal access to all communications on company-owned equipment or using corporate servers and services, and they own all the 

Computer Security
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data — even supposedly private data — transmitted. There’s no default expectation of privacy, though companies may offer privacy guarantees 
through employment policies or under union contracts. (Promising nothing should impose no burden, but I am not offering legal advice here.)

When you leave a job, you probably shouldn’t be able to delete all your associated correspondence, whether public or private. In the wrong 
circumstances, deleting files (including email) when you’re leaving to set up a new business or going to work for a competing company could lead to 
a lawsuit under a federal law designed to help businesses protect trade secrets!

Plus, private messages sometimes turn out to hide illegal behavior, discrimination, and other problems, as we’ve seen in lawsuits and criminal trials 
since companies began to use email. Companies want to protect themselves against rogue employees (or have a scapegoat handy), and retaining 
private messages helps.

Disclosure is always the key. If a company promises you as an employee that your non-public company communications are yours to delete, great; 
if you sign a contract that says the company might inspect any message and that you can’t delete data, you should avoid corporate services for 
anything truly private.

How Can Slack Clarify and Fix This? -- Given the intention towards privacy that Slack consistently expresses, the company could offer better 
explanations and clarify expectations with a few minor changes. Slack could:

Explain better just how private messages really are when someone joins a team. While Slack mentions compliance exports, the company should 
also note: “Direct messages and those posted in private channels remain private unless a team owner or admin controls your email address, in which 
case they may be able to read messages at some point in the future. Post accordingly.” For paid teams, the warning should also include, “Your 
account’s associated email address can be changed by a team owner or admin, who could then reset your Slack password and access past private 
messages.”

Disclose privacy expectations at the start of every new conversation. Right now, the message Slack shows reads, “Direct messages are private 
between the two of you” for a two-person conversation. That should be modified to include the provisos about resetting a password via email or 
changing an account’s email address, depending on the team type.

Offer a “nuke DMs” option for users leaving a team, but give team admins the capability to override it. For the admin, the setting could be 
described as, “You can let team members who deactivate their accounts delete their side of all conversations.” And in the team member’s deactivation 
process, explanatory messages could include: “Your team lets you delete all your direct messages,” “You can only delete direct messages one at a time,” 
or “You cannot delete any direct messages.” (I’d argue private channels aren’t intended to have the same level of eternal privacy.)

Should you use a company-owned service to discuss things you don’t want your employer to find out about ever? No. Setting up a separate free 
Slack team to have bitch sessions with fellow employees might be a safer course of action, though it could have its own legal problems, depending on 
the confidentiality of the topics discussed.

People are better served when they know more about a situation. Slack’s intent is transparent disclosure of message privacy, and the company 
could do a better job in this hazy area. More generally, if you work for or contract with any organization, it’s best to assume that you have no 
expectation of privacy for communications on work-owned devices or services. If you’re concerned about that, bring your own device and keep work 
and personal communications completely separate.

ExtraBITS
Transmission Infected with Malware… Again -- Back in March 2016, we reported that version 2.90 of the Transmission BitTorrent client had 
been hacked to include the KeRanger ransomware. Though Transmission’s developers acted quickly to solve that problem, it has happened again. 
For less than 24 hours between August 28th and 29th, the distribution copy of Transmission 2.92 was infected with the OSX/Keydnap malware, so 
if you downloaded Transmission during that time, your Mac might be infected. Transmission’s developers once again resolved the problem quickly 
and posted instructions for eliminating OSX/Keydnap from an infected Mac, but anyone contemplating using Transmission should keep this risk in 
mind. Note too that several studies have identified a significant percentage of BitTorrent downloads as containing malware — stick to the well-lit 
parts of the Internet if you’re concerned about safety.

Walt Mossberg Evaluates Tim Cook’s Apple -- Veteran tech journalist Walt Mossberg has taken a look at Apple under CEO Tim Cook, five 
years after Cook took the position. Overall, Mossberg praised Cook for guiding the company to new financial heights, refining its product lines, and 
retaining most of its senior talent. However, Mossberg deducts points for the fact that Apple under Cook has yet to introduce a game-changing 
product, though he admits that the Apple Watch might be that game-changer, saying that it took 3–4 years before the iPod took off. We’d also note 
that some of Apple’s biggest wins were actually low-hanging fruit — the iMac, iPod, iPhone, and MacBook Air all entered markets with radically 
inferior competition (the iPad didn’t have much to compete with in terms of tablets, but Steve Jobs set it against the entire netbook category). But 
there isn’t much easily reached fruit left in the consumer electronics world.

Reuse governed by Creative Commons license. TidBITS has offered years of thoughtful commentary on Apple and Internet topics. For 
free email subscriptions and access to the entire TidBITS archive, visit www.tidbits.com.
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15 Startup Key Combinations
by Josh Centers

When the proverbial manure hits the fan and prevents your Mac from booting as you want, knowing the right startup key combination can save 
the day, whether you boot into Safe Mode, Recovery, Apple Diagnostics, or from another disk entirely.

Here are fifteen startup key combinations that can save the day when things go wrong. Not all are useful on today’s Macs, but we wanted the list 
to be complete.

Option: Invoke Startup Manager -- The first startup key every Mac user should know is the Option key. Press and hold Option as your Mac 
boots to enter the Startup Manager, which lets you select which disk to boot from.

Startup Manager is primarily useful for booting from an alternative drive, like a system clone, 
USB thumb drive, or a Boot Camp partition. However, you can also use it to force a boot from 
your primary drive if your Mac is stubbornly booting from another disk. Startup Manager may 
also help identify a flaky hard drive; if the drive you’re looking for doesn’t appear in Startup 
Manager, you know you have a problem.

If you have a bootable external drive, booting from that drive can also help you isolate 
problems or provide a different environment, such as a different version of OS X.

T: Target Disk Mode -- What if you want to boot from another Mac’s drive using Startup 
Manager? You can connect the Macs via FireWire or Thunderbolt, and then put the other Mac 
into Target Disk Mode, which lets it serve as an external drive. Hold T during boot to enter 
this mode. If either Mac lacks a FireWire or Thunderbolt port, you’re out of luck.

In addition to troubleshooting, Target Disk Mode can also be useful for quickly transferring many gigabytes of files. And if your main Mac’s 
display fails, you can use Target Disk Mode to turn it into the boot drive for another Mac with a working screen.

Shift-Control-Option: Reset the SMC -- When your Mac is exhibiting truly odd behavior, it may be worth resetting the System Management 
Controller (SMC), which controls all manner of things, such as batteries, keyboard backlight, and cooling fans. Apple lists all the things an SMC 
reset can fix.

On desktop Macs, you reset the SMC by unplugging the power cable for 15 seconds, plugging it back in, and turning the Mac on after 5 seconds. 
On older Mac notebooks, you can reset the SMC by removing the battery and power adapter, holding down the power button for 5 seconds to 
drain the capacitors, reinserting the battery, and turning it back on again.

However, for newer Mac notebooks, where it’s impossible to remove the battery, you need to know this key combo: Shift-Control-Option, using 
the keys on the left side of the keyboard. Shut down your Mac, connect it to power, press Shift-Control-Option, and then press the power button 
while holding those keys down. Release the keys and press the power button again to fire up the Mac with a fresh set of SMC settings.

Command-Option-P-R: Reset NVRAM -- The other quick fix is resetting Non-Volatile Random Access Memory (NVRAM), which you do 
by holding Command-Option-P-R during startup. The Mac startup chime should sound a second time. After that, release the keys. (The reason for 
using P and R in the key combination is that Apple used to call this bit of non-volatile memory “PRAM,” for Parameter RAM.)

NVRAM controls things like speaker volume, screen resolution, and startup drive selection. Like an SMC reset, an NVRAM reset can fix a host 
of seemingly random issues.

Shift: Safe Mode -- If your Mac gets stuck during the boot process, booting in Safe Mode might help you diagnose what’s wrong. To invoke Safe 
Mode, hold the Shift key while booting. It does a few things:
• Verifies and repairs your startup disk
• Loads only essential kernel extensions
• Ignores startup and login items
• Disables user-installed fonts
• Deletes all system cache files

Simply booting in Safe Mode may solve your problem, if it was related to directory corruption or a messed-up cache file. If a Safe Mode boot 
works fine, try a regular boot immediately, and if it proceeds normally, you’re all set.

However, if your Mac boots fine in Safe Mode, but has problems otherwise, you probably have a software problem related to something that loads 
at startup. You might guess that a third-party kernel extension was the culprit, but it could also be a corrupt font. Start poking around in the various 
Library folders on your Mac.

(If all you want to do is disable login items, press Shift when you click the Log In button in the login window, or as soon as you see the progress 
bar in the startup screen. Release it when you see the Desktop or Dock.)

macOS Hidden Treasures
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Command-R: Recovery -- Every modern Mac can boot into a special mode called Recovery, which provides tools to resolve a variety of 

problems. The system disk of most Macs contains a small partition containing a stripped-down version of OS X, which you can boot from by 
holding Command-R as your Mac boots. If the recovery partition is missing for some reason, you can load the Recovery software from the Internet 
by holding Command-Option-R at startup. Needless to say, loading Internet Recovery takes quite a bit longer; happily, it does provide a time 
estimate.

Recovery gives you seven options:
• Restore from a Time Machine Backup: You do have a Time Machine backup, right? Right?
• Reinstall OS X: You don’t have to wipe your disk and start from scratch; this option reinstalls 

the currently installed version of OS X over your existing install, which can fix missing or 
corrupted system files. If you use Internet Recovery, you get the version of OS X that 
originally came with your Mac instead.

• Get Help Online: This option opens Safari so you can browse Apple’s support site for help.
• Disk Utility: Clicking this item in the list brings up the Disk Utility app, which can check 

and repair your disks. If absolutely necessary, you can use Disk Utility to erase your system 
disk, onto which you can then restore your data from Time Machine. (You do have that 
backup, right?)

• Firmware Password Utility: Choose Utilities > Firmware Password Utility to 
launch this app, which lets you set and turn off a firmware password. You might 
want to enable a firmware password to make Find My Mac more secure (see “Disable Find My Mac by Resetting NVRAM,” 
22 July 2016).

• Network Utility: Also available from the Utilities menu, Network Utility lets you test local and Internet connectivity using 
tools like Netstat, Ping, Traceroute, and more. It’s more easily used when the Mac isn’t in Recovery mode, but it’s here if you 
need it.

• Terminal: For those who are more comfortable at the command line, you can also launch Terminal from the Utilities menu. 
It’s a stripped-down installation that may lack some of the Unix tools you’re accustomed to having, but you can move around, 
look at files, and delete things. Be careful!

D: Apple Diagnostics -- If nothing mentioned so far is solving your problem, your Mac might be suffering from a hardware 
issue. Hold D at startup to boot into Apple Hardware Test or Apple Diagnostics.

Which you get depends on the age of your Mac; Macs produced before June 2013 have 
Apple Hardware Test, while later Macs have Apple Diagnostics. They do basically the same 
thing, but Apple Hardware Test is a blast from the past — it looks like the old, pre-OS X Mac 
OS! Apple Diagnostics is a lot slicker looking and more or less automatic, while you have to 
click a button to start Apple Hardware Test. Apple Hardware Test also gives the option of an 
extended test, which takes a lot longer and isn’t usually necessary. Apple recommends 
disconnecting all external devices except the keyboard, mouse, display, and Ethernet adapter 
before starting either test.

If you can’t boot into one of these tests for some reason, try holding Option-D instead to 
load an Internet-based hardware test.

Command-V: Verbose Mode -- Holding Command-V during startup puts your Mac in 
verbose mode. Instead of a tasteful gray screen, you see every single Unix system message as 
your Mac boots. Verbose mode could be useful for troubleshooting if you’re already a Unix 
expert; otherwise it’s mostly amusing to watch.

Command-S: Single-User Mode -- To go one step beyond verbose mode, hold 
Command-S during boot, which puts your Mac in single-user mode. After the Mac finishes 
displaying all the Unix messages during its boot sequence, you’re given a command-line 
prompt, just as though you were in Terminal. As with using Terminal from Recovery, 
single-user mode is useful mostly if you’re already comfortable in Unix. Some people use 
single-user mode to run the Unix fsck utility, although it’s easier to boot into Safe Mode or run 
Disk Utility from Recovery for that purpose.

To leave single-user mode and continue booting, type exit and press Return. Or, to start over, type reboot and press Return.
Neither single-user mode nor verbose mode is accessible if you have a firmware password enabled.
C: Boot from Removable Media -- If you hold the C key during boot, the Mac will start up from removable media, such as a CD, DVD, or 

USB thumb drive. Since Apple has largely done away with optical drives and physical installation discs are a thing of the past, this shortcut isn’t as 
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useful as it used to be. Using Option to bring up Startup Manager is a better option because then you know exactly which disk you’re going to boot 
from.

Eject, F12: Eject All Removable Media -- Here’s a neat trick: if you hold the Eject key (if your Mac has one), F12, or the mouse or trackpad 
button during boot, the Mac will eject all removable media. Like the C shortcut, this technique isn’t as necessary as it used to be when it was the 
standard way of getting non-bootable floppy disks out of a Mac quickly, but it’s worth remembering should you ever end up working on an old 
Mac.

N: NetBoot -- If you hold N at startup, the Mac will boot from an available NetBoot server. Holding Option-N will boot from the default boot 
image on a NetBoot server. For those who have never even heard of NetBoot, it’s an Apple technology in OS X Server that enables a Mac to load the 
operating system from a network server, rather than from a local drive. Large networked environments sometimes use NetBoot to ensure that every 
Mac is using a consistent, approved version of the operating system. Chances are, you will never have to worry about booting from NetBoot.

X: Force a Boot into OS X, instead of Classic -- Finally, there’s X, which Apple says causes the Mac to “Start up from an OS X startup volume 
when the Mac would otherwise start up from a non-OS X startup volume.” This one threw us for a loop, but Phil Dokas, our shadow editor Chris 
Pepper, and several commenters reminded us that it’s a holdover from the early days of Mac OS X, when it was used to keep the Mac from booting 
into the Classic environment. Kevin Patfield said there was even a companion option — holding 9 — that forced a boot into Classic. If you know a 
contemporary use for this key, let us know in the comments!

iOS 9.3.5 Blocks Remote Jailbreak
by Josh Centers 

Less than a month after the release of iOS 9.3.4 (see “Apple Releases iOS 9.3.4 with a Single Security Fix,” 4 August 2016), Apple has released 
yet another security-focused iOS update: iOS 9.3.5.

The New York Times writes that this rapid release comes in response to what appears to be a government attempt to compromise the iPhone of 
Ahmed Mansoor, a prominent human rights activist based in the United Arab Emirates. Two weeks ago, he reported several suspicious SMS text 
messages to researchers at the digital rights watchdog group Citizen Lab. With assistance from the research team at Lookout, Citizen Lab was able 
to identify the texts as coming from an exploit infrastructure created by NSO Group, an Israel-based “cyber-war” company that makes phone 
surveillance software. The chain of exploits would have led to a remote jailbreak enabling the attacker — likely the UAE government — to install 
sophisticated spyware on Mansoor’s iPhone. Citizen Lab reported these vulnerabilities to Apple, which promptly fixed them in iOS 9.3.5; Citizen 
Lab’s report makes for fascinating reading — it’s a real-world thriller.

The three specific vulnerabilities, as outlined by Apple’s security note, involve bugs that could allow applications to disclose kernel memory or 
allow application execution and a vulnerability that would allow malicious Web sites to execute code.

It’s extremely unlikely that most people would be targeted by NSO Group’s exploit chain, given that it undoubtedly sells for big bucks. However, 
now that the vulnerabilities on which it relies have been blocked by iOS 9.3.5, it’s easy to imagine the price dropping significantly, enabling 
garden-variety miscreants to buy and use it against those who don’t update.

Since the result could be your iPhone being used to track your movements, record audio and video from your surroundings, snoop on messages in 
chat apps, and more, we recommend that you install iOS 9.3.5 as soon as possible. Download sizes vary, but it was about 38 MB on an iPhone 5s, 
and you can update via Settings > General > Software Update or through iTunes.

end article text bottom ad

Apple Slapped with €13 Billion Tax Bill, Cook Promises Appeal
by Josh Centers

In “Apple Grilled Over Tax Practices” (24 May 2013), we reported on the controversy surrounding Apple’s practice of using Irish loopholes to 
minimize its tax bill. Now, it appears that those chickens have come home to roost, since the European Commission has concluded that Ireland 
illegally gave Apple up to €13 billion (roughly $14.5 billion) in tax benefits that the country must now recover.

Apple CEO Tim Cook is none too pleased with the ruling. In an open letter, he said:
The European Commission has launched an effort to rewrite Apple’s history in Europe, ignore Ireland’s tax laws and upend the international tax 

system in the process. The opinion issued on August 30th alleges that Ireland gave Apple a special deal on our taxes. This claim has no basis in fact or 
in law. We never asked for, nor did we receive, any special deals. We now find ourselves in the unusual position of being ordered to retroactively pay 
additional taxes to a government that says we don’t owe them any more than we’ve already paid.

Tidbits
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In the letter, Cook cited Apple’s long-lasting commitment to Ireland, dating back to 1980, and the many people it employs there. “Beyond the 

obvious targeting of Apple, the most profound and harmful effect of this ruling will be on investment and job creation in Europe,” he said.
Apple and Ireland both plan to appeal the ruling. “We are confident that the Commission’s order will be reversed,” Cook wrote.
The news might make tax repatriation a topic of discussion in the U.S. presidential race. The two major party candidates have differing views on 

bringing that money to the United States: Republican candidate Donald Trump has proposed a drastically lower corporate tax, which would 
theoretically discourage offshoring of profits, while Democratic candidate Hillary Clinton has proposed a series of measures to discourage companies 
from offshoring profits in the first place.

The U.S. government, often at odds with Apple over issues like encryption, is not happy with the EU’s decision. The White House and the 
Treasury Department both warned that it could damage U.S.-EU relations. The Business Roundtable called it an “act of aggression.” “Above all, 
this is yet another reason why we need to fix our tax code,” said Republican House Speaker Paul Ryan. High-ranking Democratic Senator Chuck 
Schumer echoed Ryan’s sentiments. But while both parties might agree on the concept of tax reform, we’ll see if they can work together sufficiently 
to enact real reform.

New Parallels Desktop 12 Improves Speed, Gains Take Control Book
by Joe Kissell

Ten years ago, Apple began putting Intel processors in Macs, making it possible to run Windows on a Mac using either Boot Camp (which 
requires rebooting to switch operating systems) or a virtualization app (which lets Windows run side by side with OS X). Although earlier (and 
much slower) emulation apps existed, including Virtual PC, Parallels Desktop was the first true virtualization app for OS X, and it’s still going strong. 
Version 12 has just been released, with improved performance and unique new features. The new version has something else going for it, too: my 
new book, “Take Control of Parallels Desktop 12.”

Parallels Desktop 12 improves performance in several specific areas, including access to shared folders, suspending virtual machines, and taking 
snapshots, all while extending battery life on notebook Macs. The new version has been optimized for macOS 10.12 Sierra as both host and guest 
(with full, official support planned for an update soon after Sierra ships). Although Parallels Desktop can run versions of OS X as old as 10.5 
Leopard Server in a virtual machine, the Mac you use to run Parallels Desktop itself must now have 10.10 Yosemite or later installed; version 12 
drops support for 10.9 Mavericks as a host operating system.

A number of the changes in the new version involve display support. For example, virtual machines can now use Split View in 10.11 El Capitan 
and later, Parallels added a gaming-specific full-screen option, and virtual machines running OS X as a guest operating system now support Retina 
resolutions. If you have multiple displays, Parallels Desktop 12 can now use a different resolution for each one. In addition, for Macs with Retina 
displays, a new Native (or “Best for External Displays”) mode lets Windows manage each display’s pixel density.

Parallels Desktop 12 includes a set of utilities called Parallels Toolbox — a bunch of handy, single-purpose Mac utilities, most of which can be 
used either in your virtual machine or in OS X (even if Parallels Desktop itself is not running). You can access these tools either in a system-wide 
menu or in the /Applications/Parallels Toolbox Tools folder. Among the 20 tools offered initially are apps for screenshots and screen recording (in 
both cases, by area, window, or full screen), archiving and unarchiving, a timer and stopwatch, video conversion for iOS devices, a video downloader 
(for YouTube and the like), and an audio recorder. Parallels plans to add more tools to the collection periodically.

In case you don’t already have a backup app you’re happy with (and that can handle gigantic virtual machine files gracefully), you can install 
Acronis True Image from within Parallels Desktop 12 and take advantage of a free, one-year subscription, which includes 500 GB of online 
storage. (The offer takes effect on 23 August 2016.)

Among many other smaller changes, Parallels Desktop 12 also does the following:
• Supports Optimized Storage in Sierra
• Uses the OS X Keychain for storing passwords from Windows, Internet Explorer, and Microsoft Edge
• Lets you schedule daily maintenance tasks (such as running Windows Update) at convenient times
• Automatically pauses Windows virtual machines when they’re in the background and idle
• Lets you vary resource usage settings (including CPU and disk I/O) and enable or disable Real Time Virtual Disk Optimization individually for 

each virtual machine
• Enables you to save your virtual machine’s state when restoring a snapshot

Pricing and Availability -- Anyone with Parallels Desktop 10 or 11 can upgrade to version 12 now. Those who already have an active 
subscription to Parallels Desktop (or who purchased Parallels Desktop after 1 August 2016) get the new version for free. For those who bought 
non-subscription licenses, upgrades to Parallels Desktop 12 Standard Edition are $49.99, while upgrades to the Pro Edition, which normally costs 
$99.99 per year, are being offered at $49.99 per year for a limited time (with a guarantee that the renewal price will remain $49.99 in future years). 
The Pro edition adds a number of features useful to developers, plus the option to assign up to 64 GB of virtual RAM and 16 virtual CPUs to each 
virtual machine (Standard Edition limits you to 8 GB of virtual RAM and 4 virtual CPUs).

The full (non-upgrade) release of Parallels Desktop 12 will become available to the general public on 23 August 2016. The Standard Edition 
costs $79.99 as a one-time purchase or $79.99 per year as a subscription. Parallels Desktop Pro costs $99.99 per year. One-time purchases of the 
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Standard Edition include three months of the remote control app Parallels Access, while Pro Edition subscriptions include a full year of Parallels 
Access (which costs $19.99 on its own) plus free upgrades to new versions of Parallels Desktop during that year.

Parallels Toolbox, which comes with the Standard and Pro editions of Parallels Desktop, is also available as a stand-alone product for $9.99 per 
year starting on 23 August 2016. A 14-day free trial will also be available.

Take Control of Parallels Desktop 12 -- I wrote a bit about Parallels Desktop in the very first edition of “Take Control of Running Windows 
on a Mac,” way back in 2006. (I later wrote a separate Take Control book about VMware Fusion; both titles are now far out of date.) For years I 
had wanted to write a standalone book about Parallels too, but the planets didn’t align until now. For the past few months I’ve been running beta 
versions of Parallels Desktop 12 while working on the book, and the 170-page “Take Control of Parallels Desktop 12 is now available for $15.

Running one operating system inside another is an inherently complex undertaking. Even though Parallels Desktop does a remarkable job at 
simplifying the process, there are many potential sources of confusion. In particular, one strength of Parallels Desktop is its wealth of preferences and 
options, but understanding the practical implications of all those settings — and determining just which combination of them will give you the 
results you want — can be daunting. So my book helps make sense of it all. It guides you around potential pitfalls, helps you solve problems, and 
exposes some helpful tricks that you may not have discovered on your own.

Although the main focus of the book is on running Windows on your Mac, I also cover running one version of the Mac operating system inside 
another (for example, running beta versions of Sierra on a Mac that has El Capitan installed), and even tell you how to install Linux, Android, 
Chromium OS, and other operating systems if that’s your thing. And I provide instructions for using all 20 of the tools in Parallels Toolbox.

We’ve come a long way since I was first working with Parallels Desktop back in 2006. Back then, the mere fact that a Mac could virtualize 
Windows was technically impressive. Today, virtualization software like Parallels Desktop 12 is a boon for anyone who wants to play Windows-only 
games, and almost a necessity for those who rely on Windows productivity software or who develop or test Web sites and cross-platform apps.

Dropbox to Discontinue HTML Rendering, Breaking Hosted Sites
by Adam C. Engst

For many years, if you needed to throw up a quick Web site, one of the easiest ways to do it was to put HTML-formatted text files and linked 
graphics in your Dropbox folder’s Public folder. Control-click the index.html file for your site in the Finder, choose Copy Public Link to get the 
URL to the page, and you had a fully functional site to share. This worked because Dropbox automatically rendered HTML files instead of treating 
them as downloads. Dropbox hasn’t been enthused about this feature for years, but the company allowed it to continue (see “Dropbox Public 
Folder Leaves and Returns,” 14 July 2012).

Unfortunately, as of 3 October 2016, Dropbox says it will no longer render HTML files loaded in a Web browser. The files themselves remain 
safe in Dropbox, but Dropbox will presumably give those who click the links the options of downloading the file or adding it to their own Dropbox 
folder, just as happens with non-Web file types now. Thanks to reader 
Vic Case for alerting us to this development; although Dropbox 
informed some users, neither I nor Joe Kissell, author of “Take Control 
of Dropbox, Second Edition” received any such notification.

So, if you’re hosting a simple Web site via Dropbox, you have a few 
weeks to find an alternative host and update any links to your site. You 
might think that you could simply switch to Google Drive, which also 
provided this sort of service. Alas, Google Drive also discontinued 
hosting of Web pages as of 31 August 2016.

Alternatives abound, but finding one that is equivalently simple (and 
cheap, if you were using a free Dropbox account) could require some 
research. A year ago, Scott Murray, then an Assistant Professor of 
Design at the University of San Francisco, published a rundown of 
services that offer cheap or free hosting of static Web sites to help 
graduating seniors keep their sites alive after their student accounts were 
deleted. It’s obviously now somewhat out of date, with Dropbox and 
Google Drive gone, and some resources are appropriate only for 
students, but it’s still a good start.

I don’t want to make any recommendations in this area since I have 
no experience with any of the choices. Instead, I’ll open it up to readers 
— if you’re hosting a simple static Web site, where are you doing it, 
how much does it cost, and how happy are you with the service?

http://www.parallels.com/products/toolbox/
http://www.parallels.com/products/toolbox/
http://tid.bl.it/tco-parallels-12-tidbits
http://tid.bl.it/tco-parallels-12-tidbits
http://tidbits.com/article/13117
http://tidbits.com/article/13117
http://tidbits.com/article/13117
http://tidbits.com/article/13117
http://tid.bl.it/tco-dropbox-tidbits
http://tid.bl.it/tco-dropbox-tidbits
http://tid.bl.it/tco-dropbox-tidbits
http://tid.bl.it/tco-dropbox-tidbits
https://support.google.com/drive/answer/2881970?hl=en
https://support.google.com/drive/answer/2881970?hl=en
https://support.google.com/drive/answer/2881970?hl=en
https://support.google.com/drive/answer/2881970?hl=en
http://alignedleft.com/resources/cheap-web-hosting
http://alignedleft.com/resources/cheap-web-hosting
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HOW TO FIND US
General meeting:
SMMUG General Meetings are held on the SECOND Monday of 
each month at Fire Station 14 located at 1875 Dublin Blvd (at the 
intersection of North Academy and Dublin). 

Directions:
From Academy, go east on Dublin and then turn right on 
the very first street. There is parking on the west and south 
sides of the Fire Station (with additional parking located to 
the north and further west of the Fire Station). The entrance 
is on the west side of the building.

Smoking is not permitted on the premises. 

Sig meeting:
The SIG Meetings are held on the SECOND Saturday of each month at Fire Station #18’s meeting room - located at: 6830 Hadler View 
[the fire station is behind Walgreens]. 

Directions:
#1) Take I-25 to Garden of the Gods Rd (head west), turn right on Centennial, left on Flying W Ranch Rd., right on Hadler View.
#2) (This route is bumpier and probably not the best for winter travel) Take I-25 to E. Woodman/W. Rockrimmon Blvd., turn right on Vindicator 
(at the Safeway intersection), and then right on Hadler View.
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Membership Application Form
Membership entitles you to access to our online forums, participation in prize drawings, and access to the 
bargains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership dues 
($25) apply to the calendar year and are paid each December for the following year. Use the following table for 
NEW MEMBERSHIP ONLY:

 JAN 1 to MAR 31 - $25.00  APR 1 to JUN 30 - $21.00
 JUL 1 to SEPT 30 - $14.00  OCT 1 to DEC 31 - $7.00

Please Print Clearly!     Today’s Date 

Name
 Street Address

 City/State/ZIP
 Home Telephone

 E-mail Address
Have you previously been a member of SMMUG?
How did you learn about SMMUG?

Make your check payable to:  SMMUG  
Then mail or give this form and your check to:

SMMUG, Inc. 
Skip Mundy, Treasurer   
PO Box 62741 
Colorado Springs, CO   80962 

Please make an online account for me.
User Name _______________

Don’t make an online account for me. 
I do not want one or I already have 

Business Telephone 

About Us

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, 
Colorado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices.

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the First 
Tuesday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, where 
our collective expertise can help answer your questions. 

All members receive a monthly newsletter, published on our web site, see great reviews of software and hardware, or can 
participate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate 
memberships are granted.

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operating the club and its meetings.

http://www.smmug.org
http://www.smmug.org

