
Apple and Google Spark Civil Rights Debate
by  Rich Mogull

ne small feature in iOS 8, barely mentioned during the keynote at Apple’s 
Worldwide Developer Conference, has engendered a major civil rights 

controversy. Apple said that, starting with iOS 8, all Apple-provided apps would be 
encrypted with Data Protection, which entangles your passcode with a special ID 
embedded in your device, that not even Apple can recover.
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The implications were clear for months, but 
sprang into the public consciousness only after Tim 
Cook released an open letter on Apple’s privacy 
stance, highlighting that the technology would 
nearly eliminate the possibility of Apple accessing 
data on your device, even if compelled to try by law 
enforcement or the government (see “Apple Goes 
Public on Privacy,” 24 September 2014). This was 
quickly followed by FBI Director James Comey 
stating, “What concerns me about this is 
companies marketing something expressly to allow 
people to place themselves beyond the law.”

Other law enforcement officials followed with 
their own condemnations. The chief of detectives 
for the city of Chicago even said, “Apple will 
become the phone of choice for the pedophile.” 
Ouch.

Before I go on, there are three things you need to 
know about me:

My day job is advising companies and 
governments, big and small, about how to improve 
their security. One of my specialties is mobile 
devices and another is cloud computing.

As an emergency responder (formerly a full-time 
paramedic, also with firefighting and mountain 
rescue experience), I have more than once had to 
tell parents that their child had died, often for easily 
avoidable reasons.

I have three small children of my own.
Perspective is important. As writers, we are always 

biased by our experiences, especially with emotional 
issues that pit our civil rights against fundamental 

fears for ourselves and others. We shouldn’t vilify 
law enforcement officials who see access to our 
phones as important to their mission to protect us, 
yet we also can’t allow low-frequency statistical 
events, however great the emotional impact, to 
create even greater, more generalized risks.

iPhones Have Long Frustrated Law 
Enforcement -- When the iPhone first came out, I 
was one of a group of analysts who advised 
enterprises to avoid it, largely due to security 
concerns. The original iPhone didn’t really have any 
security, but it also lacked apps. Since then, Apple 
has dramatically improved the resiliency of the 
platform from attacks, even if someone has physical 
possession of the device.

This level of security comes thanks to how Apple 
implemented Data Protection in iOS. Your iPhone 
is always encrypted, but in a way that is easy to 
circumvent. Data Protection enhanced the basic 
encryption by entangling your passcode (if you set 
one) with a unique identification number burned 
into the hardware of the device. There is no way to 
pull that code off the device, which dramatically 
increases the length of the “total” passcode that 
protects your encryption key.

One of the more effective techniques to crack 
phone encryption is to pull the data off the source 
device, and then brute-force attack it from larger, 
more powerful computers. By adding that device 
code into the mix, Apple makes it effectively 
impossible to crack iOS encrypted data on even the 
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MISSED AN ISSUE?

You can find the previous issues of the Silicon 
Summit posted in PDF format at the 
SMMUG website.

THIS MONTH AT SMMUG

November 4th, 2014
6:00 Q&A Session
6:45 Networking Break
7:00 Voelker & company discuss iOS 8, iPhone, 

and shopping tips
8:30 Adjourn
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MEETING DATES
 

Our regular monthly meetings are on the FIRST 
Tuesday of every month. Upcoming meeting dates 
are as follows:

November 4, 2014
December 2, 2014
January 6, 2015
February 3, 2015
March 3, 2015
April 7, 2015
May 5, 2015
June 2, 2015
July 7, 2015
August 4, 2015
September 1, 2015

SIG NEWS

The Saturday SMMUG Special Interest Group 
(SIG) will meet from 10:00 AM to 12:00 Noon, 
Saturday, September 13, 2014, in the Fire Station 
18’s meting room at: 6830 Hadler View The 
meeting will be divided in to two parts.

The First part starting at 10:00 will focus on iOS, 
helping everyone become both comfortable and 
proficient with their iPhone, iPad, and iPod 
mobile devices. Starting at 11:00 we will focus on 
Safari.

All are invited, but new users are especially en-
courage to attend this free meeting. Bring your tips 
and tricks, questions and suggestions. 

For more information about Special Interest 
Groups (SIGs), go to the SMMUG website.

Scan this QR code to be taken to our 
SMMUG web site

                                                                              

ADVERTISING
You can advertise your business or service 
through the Silicon Summit.

RATES 
Per inch   $10
Quarter page   $15 
Half page   $25 
Full page   $50 
Insert   $15

A 10% discount is applied for ads that run 
two or more months, except for inserts.

Sponsoring Memberships are also available 
to merchants who want to see their 
business name and address listed on the 
front page. Sponsoring Memberships are 
$100 for one year.

http://www.smmug.org/category/newsletters
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Club News

Announcements

Elections for 2015 for SMMUG Officers and Board of Directors Members

Election's are coming! We will be electing our new SMMUG Officers and Board of Directors for 2015 at our General Meeting on December 
4th, 2015. It is time to think of who you would like to be your board members. Not sure what being a Board member involves? Just 
ask any Board member at the next General Meeting. If you would like to volunteer or know someone who would, we could sure use 
the help.

November Presentation

Rich Voelker and company will discuss iOS 8, iPhone, and new Christmas shopping tips. Club business to include nominations of officers and 
board members for 2015. Meetings are always FREE and open to the public.

SMMUG Door Prizes for the November 2014 Meeting:

2 Stylus pens
Book - How to Do Everything with your iPod
1 Brighttech green snap on iPhone 5 case
1 Vibe Sound Mini Portable USB  Turntable
1 incipio iPhone case, rubber, black
1 speck iPhone case, rubber, black
1 memorex Live earbuds, black
1 poetic iPad Air, rubber rear case, black
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DOOR PRIZE WINNERS

For The Oct 4th 2014 Meeting
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biggest computers, even if you can get the image off the device. Thus most forensics tools used by law enforcement (and criminals) have to crack 
the encryption on the iPhone (or iPad) itself, using the embedded processor that mixes the device code back in. However, this hardware is rate-
limited, so once a passcode hits about six characters, it could take many years (even centuries) to break via brute force.

Data Protection has been around for at least three revisions of iOS devices, but for most of that time it protected very little: email (which the 
police can get from servers) and any apps that turned on the Data Protection API. Apple has never been able to access this data… for anyone. 
However, plenty of other data was exposed, including text messages, photos, app data that didn’t turn on Data Protection, contacts, and much 
more.

I detailed all of these limits in my iOS data security papers, because they were major security headaches for my enterprise clients. If you 
really wanted to secure data on an iOS device, you needed to be extremely careful and use all sorts of additional security controls. That’s why I 
traveled to China using only “clean” devices that didn’t have access to my normal accounts or data.

iOS 7 expanded Data Protection to all third-party apps (even those that don’t use the Data Protection API), and iOS 8 expanded it to all 
Apple-provided apps, including Messages, Camera, etc.

Apple didn’t deliberately lock out law enforcement to protect pedophiles, it added a much-needed security control to protect all of us from 
common criminals.

The Bane of Backdoors -- It shouldn’t be a surprise that some law enforcement officials consider it their right to access our phones. Since the 
dawn of civilian law enforcement, we have granted police investigative powers: the ability to access anything outside our heads, with a proper 
court order.

With probable cause, the police can read our mail, enter our homes, listen to our phone calls, and more. That’s how many of them view the 
world — not with totalitarian malice, but as a legal privilege entrusted to them to protect society. Get the warrant, get the order, get the 
information. It’s all part of the legal process.

But technology advances have created a modern society that is no longer so clean. There is a term in the defense world called “dual use.” It 
describes technologies that can be used for good or evil. As a ski patroller, I used explosives to trigger avalanches. The same explosives are used in 
construction and in some military munitions.

Law enforcement, especially federal law enforcement, has a history of desiring and imposing backdoors into technology. The 
Communications Assistance for Law Enforcement Act (CALEA) of 1994 requires all telecommunications equipment manufacturers to 
enable remote wiretapping for law enforcement in the hardware. But CALEA backdoors have also been abused by criminals and intelligence 
agencies.

Last year, the New York Times revealed that the Obama administration was on the verge of backing CALEA-II, which would require any 
Internet communications service to include a backdoor for direct law enforcement wiretapping. All chat programs, social networks, and even 
webcasting tools would have had to provide a secret entrance for law enforcement.

Even dismissing concerns over NSA monitoring, it is technologically impossible to build such backdoors without the possibility of abuse by 
attackers. All wiretapping interfaces are dual use, and subject to abuse. No one has ever created a monitoring technology immune from attack or 
misuse.

In a short-sighted attempt to maintain existing investigative capabilities, the FBI is pushing to reduce communications security for the entire 
Internet, which would also destroy the competitiveness of U.S. companies globally. Then again, Microsoft is currently being held in contempt 
of court for not providing U.S. law enforcement private email messages from a customer in Ireland, from a data center in Ireland, even though 
doing so would violate Irish law. It’s a court case that could decimate the global market for all U.S.-based cloud computing providers.

A Rusty Key -- On 3 October 2014, the Washington Post Editorial Board proposed Apple and Google build in a “Golden Key” to 
provide law enforcement, and only law enforcement with a court order, access to phones. That isn’t something I’m opposed to in concept — 
except it is technologically impossible.

I don’t know a single security expert or cryptographer who believes a secure golden key is viable. Especially not one that would be accessible to a 
range of law enforcement officials, over time, for various cases. It simply can’t be done. The closest equivalent is the fourteen holders (and seven 
backups) of the Internet DNS signing keys. That’s a system that works only due to their geographic distribution, and infrequent meeting 
requirements. A law enforcement equivalent could never handle ongoing law enforcement needs.

And that ignores the international implications of creating a backdoor to all phones, one that could be abused by any government.
Apple clearly sees its security as a competitive advantage, as I wrote, months before Tim Cook’s message. Especially since Google, by nature 

of its business model, can never maintain privacy as well as Apple, despite recent failures, no matter how strong its security capabilities. 
(Remember that privacy and security are not the same thing!) But all that marketing doesn’t eliminate the fact that Apple closed a long-known 
security flaw first, and leveraged the marketing later.

Attorney General Eric Holder claimed Apple and Google are “thwarting” law enforcement’s ability to stop child abuse. I have witnessed 
such abuse. Perhaps not on the scale of an FBI agent, but I know what horrors lurk in the world, and I have directly seen the consequences. These 
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are things I don’t talk about outside the circle of former coworkers who have been there themselves. No matter how statistically rare it is (and most 
abuse is by a family member), like all parents I fear for my own children. Being on what reminds me of 24/7 suicide watch for the first years of 
their lives — fretting about SIDS, the consumption of inedible objects, power outlets, and other infant dangers — is hard to forget. If something 
happened to them, I wouldn’t care about what laws or social norms impeded my ability to protect them, and I know the feeling of helplessness 
when you lack the resources or ability to save someone else’s child. These are powerful, emotional forces.

I fully understand the drive and motivations the law enforcement community has to maintain access to our devices. That access speeds up or 
breaks open cases. It enables police, at times, to better protect us from the worst the world has to offer. I understand how they can perceive Apple 
and Google as interfering with their ability to collect data they are legally entitled to access in the course of their duties. Data that could, at times, 
save lives.

But law enforcement needs to understand that technology companies aren’t trying to protect the bad guys, but stop them. That until iOS 8, I 
had to walk my clients through the iOS security loopholes that made it difficult to protect corporate and personal data. That such backdoors are 
already used to suppress free speech throughout the world, sometimes with fatal consequences. That without this encryption, we are all less 
secure.

Society is in the midst of a major upheaval powered by technology. One where the lines of privacy, civil rights, and the role of government are 
shifting as we fundamentally alter our social and communications structures. We need to decide if, as we make this transition, we will provide our 
governments pervasive access to all of our information, which simultaneously reduces our collective ability to defend ourselves from criminals. 
And we need to realize that if we err on the side of stronger inherent security, some criminals, even the worst of them, will occasionally get away.

Macworld Expo Mothballed after 30 Years
by Adam C. Engst 

I had a sad phone call with Paul Kent of IDG World Expo last week, during which he shared the news that IDG is putting Macworld/
iWorld “on hiatus” after a 30-year run. There will be no show in 2015, and I think it’s safe to say that there will never be another Macworld 
Expo as we have come to know it. The separate MacIT event, which focuses on deploying Apple technologies in the enterprise, will continue in 
2015, and Paul will be shepherding its next instantiation.

IDG’s statement reads:
Macworld/iWorld will not take place in 2015 and the show is going on hiatus. The 

show saw a remarkable 30 year run that changed the technology industry, provided an 
important forum for Apple developers to bring new companies and products to 
market, delivered world class professional development to Apple product enthusiasts, 
and fostered the development of one of the most dynamic professional communities 
in the tech marketplace.

On behalf of IDG World Expo, we’d like to take this opportunity to thank you for 
having been an important part of this incredible journey. We offer our deepest 
appreciation to the entire Macworld/iWorld community.

Our MacIT event, helping Enterprise professionals with their Apple deployment 
projects, will continue in 2015 with exciting details to be announced in the coming weeks.

With this announcement coming on the heels of Macworld putting its print edition to rest, it has never been more clear that the massive 
changes engendered by the Internet have reshaped the world we live in. While at the Çingleton conference last weekend, I was reminiscing about 
my first Boston Macworld Expo in 1989 and the many pounds of paper I collected. Picking up brochures and handouts from every vendor was 
an essential task back then, since it was the only way to create a reference database of product information. When Tonya and I moved to Seattle in 
1991, we brought four file drawers full of paper with us; when we returned to Ithaca in 2001, we didn’t even bring the empty filing cabinets back.

(As an aside, Çingleton won’t be continuing in 2015 either, but the underlying reasons are completely different. Çingleton, like predecessors 
C4 (see “C4 Conference Rethinks MacHack,” 20 August 2007) and MacHack/ADHOC (see “Adieu ADHOC,” 1 August 2005), was a 
small hotel-based conference put on by just a few people, not a corporation devoted to event management. While there were undoubtedly other 
factors, the key one in Çingleton’s case was the amount of time and effort it took out of the lives of the organizers, who had other jobs and 
businesses to run.)

Apple pulling out of Macworld Expo was a blow (see “Macworld Expo 2010 Reboots,” 15 February 2010), but the real knife in the side of 
the show — of most trade shows — was the rise of the Internet. For those of us in the press, meeting and talking with companies at the show was 
still worthwhile, but for normal users, it had become easier to learn about and get support for products online. The traditional trade show simply 
couldn’t compete.

The other sea change that hurt Macworld Expo is one that I still don’t fully understand. In the early days of the show, money flowed like water. 
Big companies paid tens of thousands of dollars for spacious booths and flashy parties, and while products cost significantly more back then, the 
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overall market was far smaller. Now, even with Apple posting record profits every quarter and hundreds of millions of people using Apple devices, 
few Apple developers approach the size of the firms that filled multiple exhibition halls during the biannual Macworld Expos. The parties dried 
up even earlier, and while I can’t say that a party or even a booth was a worthwhile marketing expense, clearly people thought so back in the day. 
Perhaps the profits are there, but are spread out across so many more developers that few have the wherewithal to shoulder such marketing 
expenses. Or perhaps individual companies do have the money, but are using it for other purposes entirely.
Regardless, Macworld Expo is gone, and it will be missed. I can’t see any exhibit floor–based trade show springing up to replace 
it, but small, focused conferences are the future. Çingleton may be over, but I know of at least three more such conferences 
taking place in the next few weeks, CocoaLove in Philadelphia, NSScotland in Edinburgh, and MacTech Conference in Los 
Angeles, the last of which Tonya and I will be attending again. (Registration closes very soon for all three!) Further out, there’s 
the 2015 Úll conference in Ireland (see the Úll 2014 page for a sense of what goes on — I believe it’s pronounced “ool”), and 
I’m sure we’ll see others popping up as well.

http://cocoalove.org/
http://cocoalove.org/
http://nsscotland.com/
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Welcome Wi-Fi Changes under Yosemite’s Hood
by Glenn Fleishman

Wi-Fi is a mature part of OS X, but Apple likes to tinker, and OS X 10.10 Yosemite brings a tinkling cascade of tiny changes, from new 
information and a new way to display data in the Wi-Fi menu to removing the last vestiges of the long-outdated and completely broken WEP 
(Wired Equivalent Privacy) encryption protocol.

With iOS 8.1 installed, Yosemite also adds a nifty way to activate Personal Hotspot from your Mac instead of your iOS device.
An Expanded Menu of Hidden Data -- The Wi-Fi menu (previously known as the AirPort menu) 

has long concealed a hidden treasure trove of performance and connection data that’s revealed when you 
press the Option key before clicking the menu bar icon. For the last few releases, it has contained seven 
pieces of data about any network to which you’re connected and five items about others, visible when 
you hover over their names.

Yosemite adds a new option to the hidden menu as well as several new bits of network data. These 
help you diagnose network problems quickly, without the need for other software.

• Network information is now scattered about. At the top of the menu, the Unix-based interface 
name (like en0) appears, along with the Wi-Fi adapter’s factory-set unique MAC (Media Access 
Control) address. Below a currently connected network, in addition to the previously available details, 
you see the Mac’s assigned IP address, the router’s address, and whether or not the Internet is 
reachable.
• The Disconnect from [Network Name] item is a nice addition. Previously, the only way to sever a 
Wi-Fi link was to turn Wi-Fi off and on or join another network.
• The Channel item now shows not just the channel (such as 149) and band (like 5 GHz), but also 
the “width” of 
the band. With 
802.11n, a base 
station can use 
20 MHz or 40 
MHz in 5 GHz. 
In 802.11ac, 
that can jump to 
80 MHz. The 
same extra information also appears in other networks when you hover over their names.
• The menu also now displays the country code of the base station, which could be useful if it has 
been set up wrong, and the noise measurement. Available signal is the ratio of signal to noise, and the lower (further away from zero) the noise 
value, the better. The -90 dBm (decibels below 1 milliwatt) figure here is pretty good. Noise is the only new item in the hover-over display for 
non-connected networks.
Taken together, this information can help you sort out network difficulties. If you always see 20 MHz in the Channel line, but the PHY 

(physical protocol mode) is 802.11ac, you have other networks in the vicinity on the same or adjacent channels that are forcing the base station 
and client to negotiate a slower rate; moving the base station or forcing a different channel could help.

If your noise value is very high (like -30 dBm instead of -90 dBm), there’s interference from other devices, Wi-Fi or otherwise, in the same 
band, and you again may need to move the base station or pick a different channel.

(Apple also added a number of tweaky options in its Wireless Diagnostics program, which you can open from the hidden Wi-Fi menu. I’ll go 
into the particulars in the next edition of “Take Control of Your Apple Wi-Fi Network.” Apple has a perverse need to fiddle with this app: this 
is the fifth distinctly different version across four operating system releases.)

The Final Death of WEP -- WEP was Wi-Fi’s first encryption standard and was almost intentionally designed to be weak. It had to work on 
the slow silicon of the day, and couldn’t be too robust due to issues surrounding U.S. export policies related to encryption. Starting over a decade 
ago, effective attacks rendered WEP protection essentially useless, and it was abandoned beginning in 2003 with WPA and then in 2004 with 

Macs & Mac OS X

http://tid.bl.it/tco-apple-wifi-tidbits
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the full-fledged WPA2. The only encryption that may be used with 802.11n and 802.11ac networks is WPA2. Every Wi-Fi adapter released 
starting in 2003 included or could be upgraded to use WPA2. (A lot of point-of-sale systems continued to use WEP until recently — some still 
do!)

Apple persisted for the longest time in allowing only WEP encryption for ad 
hoc computer-to-computer networks (a special Wi-Fi mode) and in the software 
base station mode available by sharing a networking connection in the Sharing 
preference pane. Finally, in 10.8 Mountain Lion, Apple let the software base 
station use WPA2, but had a hidden Option-click trick to bring up WEP (see 
“Software Base Station in Mountain Lion Adds Modern Encryption,” 30 July 
2012).

Yosemite kills WEP once and for all. Ad hoc networking offers only 
unencrypted connections, which I can recommend only if there are no other 

computer 
users in your vicinity. There is now no way to prevent someone from 
joining an ad hoc network or sniffing the traffic passing by. Use other 
approaches to sharing files, like AirDrop or Dropbox. The software base 
station now exclusively offers WPA2. I think users have had enough time 
to make the transition.
  Hands-free Hotspot -- Personal Hotspot dates back to iOS 4 as a way 
to use your iPhone (and later an iPad) as a Wi-Fi bridge to a cellular data 
connection. The feature improved substantially in subsequent releases, 
but it still requires a few steps to enable unless you both leave the feature 
turned on in iOS and tether via USB or Bluetooth.
The combination of Yosemite and iOS 8.1 removes that pain — oh, the 
pain of a few taps, I know! — with Instant Hotspot, if you have a recent 
Mac that supports the Continuity suite of features. The cutoff is 
mid-2012 for some models and later for others; Apple has a complete 

list of which Macs support which Continuity features.
Instant Hotspot shows nearby iOS devices in Yosemite’s Wi-Fi 

menu as long as the Mac and the iOS device are logged in with the 
same Apple ID in iCloud. The device appears with its battery life, 
cellular network connection type, and signal strength. Choose it 
from the Wi-Fi menu, and you’re connected.

Instant Hotspot is pretty clever, too: it disconnects when the 
network isn’t in use to save battery life (both of your Mac, if it’s a 
laptop that’s not plugged in, and your iPhone or iPad), and it skips 
downloads of system updates and other large files to avoid using up 
data transfer allocations on cellular data plans.

Overall, these features aren’t groundbreaking, but for those of us 
who work with Wi-Fi networks, they’re entirely welcome, particularly the passing of WEP. At long last, I can say with confidence, “It’s dead, 
Jim.”

iWork Updated for Yosemite and iCloud Drive
by Michael E. Cohen
If you have begun to detect moisture dripping from your cable modem, it may be because Apple’s servers are perspiring heavily as they deliver 

gigabytes of software updates to Mac and iOS users. Among these are six different updates for the iWork apps: Pages, Numbers, and Keynote; 
that’s three updated apps for the Mac and three more for iOS. These updates are mostly in the service of OS X 10.10 Yosemite, iOS 8.1, and the 
iCloud Drive service that binds them together (see “OS X 10.10 Yosemite, iOS 8.1, and Apple Pay Have Arrived,” 16 October 2014, and 
“Moving to iCloud Drive,” 15 October 2014).

So, what hath Cupertino wrought?
iWork for Mac -- Here’s what Apple has highlighted in its “What’s New?” notes for the three Mac iWork apps:
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• Common to them all: All three Mac apps offer a new 
Yosemite-based design, the capability to switch between Mac 
and iOS versions instantly using the new Handoff feature, 
iCloud Drive support, better bidirectional language support, 
usability enhancements for positioning and resizing charts, and 
a revised file format that won’t cause problems when 
transferring files with services like Dropbox and Gmail.
• Pages 5.5: The word-processing and page-layout app has 
grown a sidebar for displaying comments and tracked changes, 
and you can filter those comments and tracked changes by 
author. Pages also lets you insert inline images into headers, 
footers, and table cells. Also added are alignment guides for 
inter-table alignment and other table enhancements. Though 
Mail Merge has not yet returned as a user-facing feature, the 
update does claim to provide AppleScript support for it.
• Numbers 3.5: The spreadsheet app features a new 
Transpose feature that you can use to switch table rows to 
columns and vice-versa. Floating comments can now be 
printed. And, like Pages, Numbers offer alignment guides for 
inter-table alignment.
• Keynote 6.5: The presentation app has added features you 
can use to resize and move items on the presenter display. For 
instance, you can choose whether or not to show a timer and 
also control what the timer displays (such as elapsed time or time remaining). Additional presentation improvements include the capability to 
pair your Mac with nearby iOS devices over Wi-Fi using Multipeer Connectivity as well as Bluetooth. Enhancements that make tables easier 
to select and move have also made it into the app. Finally, a new Trace animation has 
been provided.
The updates to all three Mac apps are free to existing users.
iWork for iOS -- The iOS apps, which all hit version 2.5 with this update, have 

received a number of similar improvements, including support for iCloud Drive. 
Though not obvious from the Documents screens in those apps, tapping the + button 
on the toolbar presents an import menu with a new entry: iCloud. Tap that and you can 
roam around the folders of your iCloud Drive to bring in files.

 Other features common to all of the iOS 
apps are support for third-party storage 
providers like Dropbox, improved file 
formats, Handoff, better bi-directional 
language support, a new custom color mixer 
on the iPad, and the capability to use your 
device’s camera to add photos to a 
presentation, spreadsheet, or document.
 Individual app enhancements include the 
following:
• Pages for iOS, like its Mac sibling, now 
provides inline images in tables, headers, and footers; it displays inter-table alignment guides; and it 
provides for the printing of floating comments. Additionally, tables in Pages now support column 
and row labels. And, for those who make ebooks with the app, Pages for iOS can export EPUB files 
that contain videos.
•Numbers for iOS also offers the row/column Transpose feature found in its Mac counterpart, and 
you can print floating comments from the app just as on the Mac.
•Keynote for iOS shares the new Trace animation found on the Mac, as well as the floating 
comment print capability. As in Pages for iOS, tables in Keynote can now have row and column 
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labels, and inter-table alignment guides and other enhancements make positioning tables and charts easier. The app also features new presenter 
display layouts.
Like the Mac apps, the upgrades are free for all current iWork for iOS users.
In Short -- The vision of cross-device compatibility via iCloud that drove last year’s retooling of the entire iWork suite has been refined on 

Yosemite and iOS 8, after a disconcerting month when the lack of iCloud Drive on Mavericks made such interchanges problematic.
If you liked the apps before, there is nothing but good news in the latest set of upgrades. If you found the iWork apps seriously lacking 

compared to what the apps offered before last year’s retooling, you may not find these updates any more compelling. Nonetheless, all the apps are 
deeper than a cursory examination might reveal, and the enhancements that Apple has just delivered are real improvements to a suite that was 
already surprisingly capable.

Moving to iCloud Drive
by Michael E. Cohen 

When iOS 8 came out last month, those of us who installed it found our iOS devices asking us whether we wanted to upgrade to Apple’s new 
iCloud Drive service. Adam Engst advised that “when iOS 8 asks you to upgrade to iCloud Drive, tap Not Now” (see “iOS 8 Users: Do Not 
Upgrade to iCloud Drive, 16 September 2014).

Why? At the time, OS X 10.10 Yosemite was presumably a month from release, and 10.9 Mavericks was incompatible with iCloud Drive. 
Also, as Adam put it, iCloud Drive is “a one-way street — once you upgrade, you can’t go back to the old document-and-app-specific approach 
that’s compatible with Mavericks.” Users not running a developer preview or a public beta of Yosemite would find their iCloud documents 
inaccessible on their Macs if they accepted iOS 8’s kind offer. Particularly annoying, though, was that the same day that iOS 8 debuted, all the 
iWork Web apps at iCloud.com made iCloud Drive a requirement.

This left users who used iWork apps on 
their Macs, their iOS devices, and in their 
Web browsers facing a dilemma: no matter 
which way they went — whether enabling 
iCloud Drive or not — they would find one 
of their avenues of getting iCloud documents 
blocked. The matrix of accessibility was 
complex.

That was then.
Now Yosemite has descended upon us 

from on high, and the time has arrived when 
the majority of Mac and iOS users will want 
to revisit Apple’s iCloud Drive upgrade offer. 
As an early adopter (with the scars to prove 
it), I have already done that: a week ago, I 
installed the “golden master” of Yosemite on 
my iMac. With that final piece in place, I 
enabled iCloud Drive.

In my case, I had no choice but to do it 
and hope for the best. I need to revise “Take 
Control of Pages” to match the new iCloud Drive reality 
that Apple has imposed on us. Fortunately, the transition 
went well… for the most part.

What Worked -- As I expected, my iWork documents 
appeared in the iWork Web apps on iCloud.com just as 
they had before the transition. Moreover, iCloud.com also 
offered a new iCloud Drive file browser that made 
managing iCloud documents much easier.

Pages for Mac also took swimmingly to iCloud Drive, 
employing a new, much more Finder-like dialog for 
opening documents, with sidebar items for accessing Pages 
documents in iCloud, any document in iCloud Drive, or 
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any document on the Mac.
And, of course, the Yosemite Finder made iCloud 

Drive an equal citizen with all of my Mac’s local folders 
and mounted volumes.

As for my iOS devices, my aged iPad 2 and new iPhone 
6 Plus presented my iCloud documents as they always 
had in my iWork apps. For those apps, on my iPhone 

and iPad at least, the transition was transparent, though it did take a number of minutes for each of the devices to sync documents with iCloud 
Drive (I have about 60 Pages documents in iCloud, some of them rather hefty).

What Didn’t Work -- My iPad Air, on the other hand, was not so lucky. At first, the documents in the Documents browser in Pages seemed 
to be syncing with iCloud, but not very well: some synced, some didn’t, and some stalled midway in the syncing process. In fact, those 
documents that stalled never finished syncing. Moreover, if I changed a Pages document that had synced to my iPad Air, those changes never 
synced back to iCloud Drive.

I tried to convince my iPad Air to accept the iCloud Drive updates in several ways, all to no avail:
• I first disabled iCloud syncing for Pages so that there were no documents shown in its Documents browser, and then re-enabled iCloud 
syncing (Settings > Pages > Use iCloud). The documents started to sync, but then they stalled and the syncing never finished, as before.
• I next turned off iCloud Drive on the iPad Air (Settings > iCloud > iCloud Drive > iCloud Drive), told Pages to discard the documents that 
it had, and then re-enabled iCloud Drive. Once again, I got a partial sync and a stall.
• After backing up all of my iWork documents that were stored in iCloud Drive to my Mac, I performed the dreaded Reset Settings on my 
iPad Air (Settings > General > Reset > Reset All Settings; see this MacRumors post as to why this is “dreaded”). All the reset succeeded in 
doing was deleting my lock screen and home screen settings, resetting my ringtones to defaults, and disconnecting my current Wi-Fi 
connection. Pages on the iPad Air still persisted in not syncing.
(Note: it’s very easy in Yosemite to back up your iCloud Drive documents to your Mac — in the Finder, just drag them from iCloud Drive to 

a local folder.)
Anyway, three strikes and I thought I was out — that is, I figured my next move would be to completely wipe my iPad Air and set it up as a 

new device.
Fortunately, before I took that drastic step, I tried one other thing.
What Solved the Problem -- What finally got my iPad Air to join the iCloud Drive party was this: I signed out of iCloud on the iPad Air 

(Settings > iCloud > Sign Out) and then signed back in.
Signing out got rid of all my iCloud data on my iPad Air (including shared photos, contacts, and so on, as well as the documents in my iWork 

apps). My iPad Air and iCloud (not just iCloud Drive but all of iCloud) had become complete strangers.
Signing back in reintroduced my iPad Air to iCloud, and, in the process, my shared photos, contacts, and everything else iCloud-related all 

synced with the device — including the documents in my iPad Air’s Pages app.
Now I have iCloud Drive working on my Mac, in my Web browser, and on all three of my iOS devices. When I make a change to an iWork 

document on any of my devices, those changes propagate quickly to my other devices (though not instantly — it sometimes take a minute or 
two for an updated document to sync on another device when I open the iWork app on it). Once again, everything just works.

Yosemite is now upon us, and if you are an iCloud user and you upgrade to Yosemite, you won’t be able to avoid iCloud Drive. In most cases, 
your documents should weather the transition intact, but if you also have an iOS device and you discover that iCloud Drive misbehaves on it in 
any of your iCloud-enabled apps, do the simplest thing first: sign out of iCloud on the device and then sign back in. This simple act might well 
brighten up an iCloudy day.
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iBooks Author Gains New Import Options
by Michael E. Cohen

It has been a busy week for the Updates pane in the App Store window, with various software updates being issued to provide Yosemite and 
iCloud compatibility, so you can be excused if you didn’t notice this one: Apple has updated its free iBooks Author ebook authoring software to 
version 2.2.

Though its toolbar now contains a curious blend of Yosemite-style and Mavericks-style icons, and with the app itself looking more like Pages 
’09 than its Yosemite-enhanced 
descendent, iBooks Author has 
nonetheless received some under-
the-hood enhancements to bolster its ebook-building prowess.

The change list is short and several of the items are no more than welcome usability tweaks. For example, the HTML widget can now provide 
on-the-page interactivity (formerly, the widget opened in a separate view when activated), several widgets that provide playback can now have 
auto-play enabled so that they start playing when a reader comes to that page, the Keynote widget now provides better transitions, and images 
can now function as hyperlinks. (There is another hyperlink feature touted — the capability to link to a location in another book — but I 
couldn’t figure out how to create such a link, and the help was silent on the topic.)

iBooks Author also gains two new Blank templates, one for landscape books and one for portrait-orientation books, a gift to publishers who 
want to create their own book designs and who formerly had to do so by stripping the artwork out of an existing iBooks Author template.

The headline features in this update, however, are two new import capabilities — or, rather, Apple mentions two, but I found three.
The first is the capability to import Adobe InDesign IDML files. These are not actual InDesign document files (those are .indd files); rather, 

IDML is an intermediate format to which you can export 
InDesign documents so they can be opened in versions of 
InDesign other than the one in which they were created. 
iBooks Author users can access this import feature by 
choosing Insert > Insert Chapter From > InDesign File 
(IDML).

The second import capability is support for EPUB (or, 
as Apple incorrectly spells it, “ePub”) books. This feature 
merits a top-level place on the File menu: File > New from 
ePub File. Just for larks, I tried this out on my own EPUB of “Take Control of iBooks Author” (which I hope to update soon).

This was a particularly interesting book with which to test the EPUB import feature, and not just because of the topic — Take Control books 
generally tend to push the EPUB format rather hard, as they incorporate varying list styles, embedded graphics, multiple fonts and various colors, 
and lots of internal and external links. Nonetheless, the EPUB imported in a matter of a few seconds, somewhat surprising given that it’s over 7 
MB in size: most novels in EPUB form clock in at under 1 MB. Even more surprising, the results, while not perfect, were quite good. I imagine 
it would take me only a few hours to clean up the rough edges.

ExtraBITs

Apple Launches iMac with Retina Display, Refreshes Mac mini -- Apple has launched a stunning new iMac with a 5K Retina display, and 
has finally updated the long-neglected Mac mini.

iPad Air 2 and iPad mini 3 Expand the Line -- After being leaked — by Apple! — the day before, the new iPad Air 2 and iPad mini 3 were 
formally announced last week. They feature evolutionary advancements and mark a broadening of the iPad product line.

Examining iTunes 12’s New Interface -- iTunes 12 gets flattened (in a design sense) with a spare, but functional user interface design for 
Yosemite. Agen Schmitz dives in to find where the sidebar and MiniPlayer have gone.

Is the Retina iMac the True Professional Mac? -- Developer Marco Arment is considering selling his 2013 Mac Pro and buying a new iMac 
with Retina 5K display and has written an extensive comparison to explain why. For single-threaded tasks, the iMac actually has a faster CPU, 
and it isn’t much slower at multi-threaded tasks than the Mac Pro. Plus, the iMac’s 5K Retina display is superior to anything you can use with the 
Mac Pro, and that will probably be true for some time. Overall, Arment thinks the Mac Pro is an increasingly niche product that is no longer 
best for his needs.
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Apple Pay
OS X 10.10 Yosemite, iOS 8.1, and Apple Pay Have Arrived

by Josh Centers 
After months of testing since its developer release at the World Wide Developer’s Conference in June 2014, Apple has now released 

OS X 10.10 Yosemite. (If you haven’t been paying attention, you can read about its major new features in our initial coverage in “Apple 
Unveils iOS 8 and OS X Yosemite at WWDC,” 2 June 2014). Yosemite is available for free in the Mac App Store as a 5.16 GB 
download. Refer to Apple’s system requirements to see if your Mac can run Yosemite (most will, and the base requirements are the 
same as Mavericks), and if it will support all of Yosemite’s new features (many older Macs won’t, partly due to Continuity’s need for 
Bluetooth 4.0).

The most noticeable change in Yosemite is a new visual design that takes its cues from iOS. It also brings compatibility with Apple’s 
new iCloud Drive service and offers a slew of Continuity features to make working between Apple devices easier.

As always, we recommend waiting a few days before updating to see if any major issues develop and then proceeding with caution 
according to the time-tested advice in Joe Kissell’s “Take Control of Upgrading to Yosemite.” For more on the new features, also check 
out Joe’s “Digital Sharing for Apple Users: A Take Control Crash Course” and Scholle McFarland’s “Yosemite: A Take Control 
Crash Course.”

After Yosemite’s release on 16 October 2014, Apple pushed out iOS 8.1 and Apple Pay on 20 October 2014. The iOS 8.1 update is 
much smaller than the 5 GB iOS 8.0, ranging from 70 to 127 MB, depending on the device being updated.

With iOS 8.1, Apple seeks to remedy common user complaints, most notably by bringing back the Camera Roll in the Photos app, 
but only when iCloud Photo Library is not enabled. The update also opens up the beta of iCloud Photo Library, enabling you to sync all 
your photos and videos between your Apple devices (as long as they’re running iOS 8.1, Yosemite, or Apple TV 7.0 or later). However, 
the Mac version of Photos, which will provide iCloud Photo Library support, won’t be available until early 2015, so access via the Mac 
will be limited to iCloud’s Web interface until then.

Another promised feature that arrives in iOS 8.1 is SMS Relay, which enables you to send and receive iPhone SMS (green bubble) 
messages via the Yosemite version of Messages.

iOS 8.1 also adds Apple Pay support to the iPhone 6 and iPhone 6 Plus, although Apple Pay is currently limited to the United States 
(for details, see “Apple Pay Aims to Disrupt Payment Industry,” 9 September 2014). Since the initial announcement last month, 
Apple has signed up 500 more banks to the program, in addition to credit card companies American Express, MasterCard, and Visa. 
You will be able to use Apple Pay at a growing number of major retailers, such as American Eagle, Foot Locker, Macy’s, McDonald’s, 
Office Depot, Panera Bread, Subway, Walgreens, and Whole Foods.

Other improvements in iOS 8.1 include:
• Low-space alerts before capturing Time Lapse videos
• Fixes for Messages search, marking messages as read, and issues with group messaging
• Resolution of Wi-Fi performance issues with some base stations
• A fix for a bug that could prevent Bluetooth connections with some hands-free devices
• A fix for a bug that could prevent screen rotation
• The option to select between 2G, 3G, and LTE cellular networks
• Fixes for a Safari issue that would prevent video playback
• AirDrop sharing support for Passbook
• The capability to enable keyboard dictation separate from Siri
• HealthKit-enabled apps can now access data in the background
• A number of improvements to accessibility
• Fixes for an issue that prevented the use of OS X Caching Server for iOS updates
If you want help with iOS 8, we hope to have it soon, in the form of my “iOS 8: A Take Control Crash Course.” You can pre-order 

now, and we’re working hard to integrate details about features that weren’t fully operational before the release of Yosemite, along with 
the just-released changes in iOS 8.1.
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How to Use Apple Pay
by Josh Centers

iOS 8.1 brought Apple Pay to Apple’s most recent iPhone and iPad models (see “OS X 10.10 Yosemite, iOS 8.1, and Apple Pay Have 
Arrived,” 20 October 2014), but unless you were waiting for the feature, you weren’t even given a clue that it’s now a thing, much less how to use 
it.

For those not in the know, Apple Pay is Apple’s new payment service, which lets you securely store credit card information to make purchases 
using the iPhone 6, iPhone 6 Plus, iPad Air 2, and iPad mini 3 (for more, see “Apple Pay Aims to Disrupt Payment Industry,” 9 September 
2014). The iPhone 6 and 6 Plus allow in-store and online purchases, while the new iPads support only online purchases (see “iPad Air 2 and 
iPad mini 3 Expand the Line,” 16 October 2014).

In the physical world, Apple Pay relies on a technology called near-field communication (NFC). To use it in a store, a few conditions have to 
be true:

You must have an iPhone 6 or 6 Plus with iOS 8.1 or later.
The merchant must have an NFC reader.
The merchant must have a relationship with Apple. (Or at least we thought that was true before the news about Rite Aid and CVS broke; 

now we’re less sure — see “The Real Reason Some Merchants Are Blocking Apple Pay… for Now,” 26 October 2014.)
But first, you have to set up Apple Pay.
Setting Up Apple Pay -- To use Apple Pay, you must have a credit or debit card whose issuer has signed up to support Apple Pay. Whether 

your card will work with Apple Pay is a bit of a guessing game. For example, the Amazon Chase Visa didn’t work with Apple Pay at first, but it 
now does. Apple has a short list of participating banks, but it doesn’t help much. This Apple support document is more specific, but still 
confusing.

To manage Apple Pay, you use the Passbook app, which you may never have opened before. Tap the plus button in the upper right, or if you 
don’t see it, drag the visible cards down until you do.

Under Credit and Debit Cards, tap Set Up Apple Pay, and enter your 
Apple ID password if prompted. You now have two options: Use Card on 
File with iTunes (easiest) or Use a Different Credit or Debit Card.

If you choose to use a card already on file, you merely need to enter the 
security code from the back of the card and tap Next. Agree to the Terms 
and Conditions (twice), and then select a verification method.

If you want to add a card other than what’s on file with iTunes, you can 
either enter the information manually (boring) or tap the camera icon to 
scan your credit card’s information with the camera (cool). Make sure 
there’s plenty of light in the room and position your card so that it fits in the 

on-screen frame. When recognized, the card should be added 
automatically, but you must still add the security code manually.
After adding your card, you need to verify it with a secondary code 
from your bank. How the verification proceeds depends upon your 
bank, but in the case of Chase, they wanted to provide me with a 
verification code via email, a text message, or a phone call. I first 
tried email, but Passbook told me the code was expired. I tried 
again with a text message and it worked fine. So if one method 
doesn’t work, try another.
  Back at the main Passbook screen, you’re prompted to tap Enter 
Code and input your verification code. If you want to change 
methods, tap Select a Different Verification Option.
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Once you have received and entered your verification code (or have called your bank to verify), you 
should be good to go.

I tried three cards: a Chase Visa, an Ally MasterCard, and a MasterCard from a regional bank. 
Only the Chase Visa was accepted. Unfortunately, despite Apple working out deals with the major 
credit card networks, each institution must sign up individually, so if you use a small bank or credit 
union, expect a long wait before you can use Apple Pay. Even some cards that seem like they should 
be supported, such as the Citi-managed AT&T Universal Card that TidBITS publisher Adam Engst 
has, aren’t.

Using Apple Pay in the Real World -- If you’re lucky enough to have a compatible card, it’s time 
to hit the town!

But where can you use Apple Pay? Again, the Apple Pay Web site has a list of partners, but that’s 
not convenient to reference when you’re out and about.

Apple also says to look for one of two icons: one that looks like a sideways Wi-Fi icon with a hand, 
and another that specifies Apple Pay. But the first icon 
merely indicates that the point-of-sale (POS) terminal is 
NFC-compatible, and isn’t a reliable indicator that you 
can use Apple Pay. Apple Pay requires NFC, but the 
NFC payment infrastructure can handle services other 
than Apple Pay as well.

To test Apple Pay, I visited a few locations in my small town that I knew either had NFC-
compatible POS terminals or were Apple Pay launch partners:

Speedway gas station
Walgreens
Subway
McDonald’s
My first stop was the Speedway around the corner. Despite it not being listed as an Apple Pay partner, it had NFC-compatible POS terminals 

installed recently, so I was curious if Apple Pay would work.
First, a brief explainer of how you actually use Apple Pay when checking out. It’s dead simple: hold your iPhone up to the terminal, which 

automatically wakes up the phone. If you have more than one card registered, tap it on the iPhone’s screen, and then place your finger on the 
Touch ID sensor. You can also opt to enter a passcode instead. Plus, if you place your finger over the Touch ID sensor before scanning, it 
automatically uses the top card in Passbook.

After your fingerprint is scanned (or you enter a passcode), Apple Pay 
goes through an authentication routine. If all goes as planned, the 
payment processes and you receive a notification on your phone 
displaying the payment location and amount.

Alas, that’s not what happened the first time I tried Apple Pay. The 
charge was declined, just as though I were over my spending limit. I 
wasn’t expecting it to work, since Speedway is not an Apple Pay partner, 
but I was a bit frustrated by the lack of a detailed explanation. I quickly 
explained myself to the confused clerk, paid with my debit card, and 
moved on.

The next stop was Walgreens, a chain I’m fond of because it’s always 
on top of the latest tech developments. It’s the only store where I 
frequently use Passbook (for my loyalty card) and it has had NFC-
compatible POS terminals for years. Despite a warning from the cashier 
than an earlier attempt at Apple Pay failed, I successfully purchased a 
Mountain Dew and rubber walking-cane tips (I feel healthier already!).

It was long past dinner time, so next I rolled into Subway, another 
Apple Pay launch partner. When it came time to check out, I was 
confused, as there was no NFC symbol on the credit card reader. I 
warned the cashier in advance and gingerly placed my iPhone 6 to the reader. Surprise, it worked, and I left with my steak and bacon sub and 
cookies (I’ll be Jared-fit in no time!).

https://www.apple.com/apple-pay/
https://www.apple.com/apple-pay/
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Finally, I visited McDonald’s, arguably Apple Pay’s flagship partner. The company even 
developed a wacky drive-through POS system for Apple Pay. I wasn’t feeling brave enough 
to try the drive-through, so I walked in. The purchase of a McDouble (I had missed lunch!) 
went smoothly, and the cashier actually knew what was happening.

  After several purchases with Apple Pay, I can say that the process feels magical — when it 
works. But one problem, at least for 
now, is that most of what I can buy 
with Apple Pay is garbage.
 You may be curious what the 
receipts show, since one of the key 
advantages of Apple Pay is privacy. 
Apple claims that the cashier won’t 
know your name or see your card 
number. My receipts from 
Walgreens and Subway appear just 
as if I had used my credit card, 
showing that I used a Visa, along with the last four digits of the device number. The 
McDonald’s receipt shows the same and also indicates that it was a contact-less payment. 
However, none of the receipts show my name, which is a privacy plus.
Using Apple Pay Online -- An overlooked aspect of Apple Pay is that it can be used to 
pay for physical goods and services within iOS apps (but not via the Web). Some apps 
that support Apple Pay are: Apple Store, Target, Uber, OpenTable, and Groupon. 

Unlike physical payments, you can use in-app Apple Pay with the new iPad Air 2 and iPad mini 3, both of which have Touch ID.
I think this aspect of Apple Pay has been woefully downplayed. For 

kicks and giggles, I downloaded the Target app and bought some 
paper towels. The entire process took, at most, two minutes, and 
didn’t require me to set up an account. It was the most frictionless 
online purchase I’ve ever made (factoring in account setup time).

It’s as simple as tapping the Apple Pay option when it’s time to pay, 
then placing your finger on the Touch ID sensor. Apple Pay fills in 
your shipping details, and you’re done.

Online retailers who provide iOS apps would be stupid to not get 
on board with Apple Pay. Setting up new accounts is my biggest 
barrier to entry, and one reason why I shop at Amazon so frequently. 

But Apple Pay makes it just as easy to buy from any other retailer. If 
Amazon doesn’t want to be left behind, it had better get on board, too.
Managing Apple Pay -- As I mentioned above, you receive a 
notification whenever an Apple Pay payment is processed. You can view 
these in Notification Center.
To see more information, open Passbook and select your card. It lists 
your most recent transactions.
  Tap the info button for additional settings. If your financial institution 
has an iOS app, it will be linked to here. Other settings enable you to 
disable notifications, contact your institution, and remove the card.
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 The Verdict on Apple Pay -- My early impressions of Apple Pay are positive. Like any good Apple innovation, it feels magical when it works, 
and it promises a solution to what seems to be a never-ending stream of credit card number thefts (the most recent being Staples, which has 
signed on with Apple Pay). But like any fledgling technology, it has challenges that must be overcome.

 The first, and most obvious, challenge is participation by both financial institutions and retailers. For me to pull out my iPhone instead of my 
debit card, I need to know that Apple Pay is going to work every time, and that demands ubiquity. Unfortunately, I don’t see that happening in 
the near future. Two of the largest U.S. retailers, Walmart and Best Buy, are flat-out rejecting Apple Pay for a competing system that doesn’t 
require NFC. Best Buy has tried NFC in the past, but said it was too expensive to maintain.

The other end of that equation, financial institutions, doesn’t look much more promising. Sure, the banks are enthusiastic about Apple Pay as 
a way to prevent fraud, but if each has to sign an individual agreement with Apple, it could take years before they’re all on board. I’m hoping 
Apple can work out some arrangement with the credit card networks to speed up adoption.

The second, equally crucial challenge is education. After installing iOS 8.1, I had no idea how to set it up. Unlike setting up Touch ID when I 
got my new iPhone 6, there were no prompts to set up Apple Pay. I found it in Passbook by sheer guesswork, but how many normal users 
would think to do that? Who even opens Passbook enough to remember it’s there?

And once it’s set up, there’s no clues about how or where to use it. I had seen Apple’s original announcement, so I knew it involved touching 
the phone to… something. But what do you touch it to? The credit card scanner? The register? Do I hand my phone to the clerk? How do I 
know it’s compatible? I have yet to see a sign or banner that says, “Apple Pay accepted here!” If I were a normal person who doesn’t stay on top of 
tech news, I’d have no idea how to use Apple Pay.

It’s not just the customer who’s confused: the cashiers seem equally uninformed. The cashier at Subway acted as though I were a wizard. And I 
don’t blame her! If I had been in her shoes, I would probably have been a bit flabbergasted as well. Cashiers at Walgreens and McDonalds seemed 
equally awestruck, even though they at least understood what I was doing. (As a side note, I’m waiting for a clueless manager somewhere to think 
an Apple Pay customer is “hacking” the register and call the police.)

If Apple is serious about Apple Pay taking off, it’s going to have to help businesses educate customers and employees. Employees should know 
what Apple Pay is and know how to help customers use it. Customers shouldn’t have to guess if they can use Apple Pay or not. There should be 
clear signage, both on the door of the business and at the POS terminal, with brief instructions.

My prediction is that Apple Pay will be a success, but not in the way most analysts have imagined. The focus has mostly been on the in-store 
aspect, but I think that end will take years to achieve widespread adoption, because not every retailer will want to shell out for NFC readers, and 
if Apple Pay isn’t ubiquitous, users will forget about it as soon as the novelty wears off, unless they have additional incentive to use it. (There is 
already talk of integrating Apple Pay with loyalty programs, which would at least guarantee that I’d use it at Walgreens.)

Where I do think Apple Pay will succeed is with apps. One of Amazon’s biggest advantages in the retail space is that just about every online 
shopper has an account and associated payment method. If I have the choice between buying an item from Amazon or a competitor, I almost 
always choose Amazon because it’s more convenient.

Apple Pay removes that friction entirely, putting every online retailer who participates in Apple Pay on equal footing with Amazon (potentially 
better footing, since Apple has more credit card numbers on file than Amazon).

There are two potential snags in Apple Pay’s online dominance. The first is that it works only through iOS apps, and not on standard Web 
sites, which is limiting. The greater snag is that Apple Pay requires the latest iOS hardware: an iPhone 6, iPhone 6 Plus, iPad Air 2, or an iPad 
mini 3. Great as these devices are (well, except for the utterly boring iPad mini 3), even loyal Apple customers won’t necessarily upgrade their 
existing devices for another year or two.

The reason for this hardware requirement is that Apple Pay stores your credit card information not in flash storage or (heaven forbid!) iCloud, 
but in the A8 and A8X processors’ Secure Element. The A7 featured a Secure Enclave to store fingerprint data, but it presumably is incapable of 
storing credit card data.

While it’s good that Apple is taking security with the utmost seriousness, I fear that this limited device compatibility will hobble Apple Pay out 
of the gate. Or, perhaps that’s why Apple isn’t saying much about it now — perhaps the big push will come in another year or two once the bulk 
of iOS devices support Apple Pay.

Think about that. Maybe, just maybe, these snags have been left in intentionally. Apple has a chicken-and-egg-and-frying-pan problem: it 
needs to lure banks, retailers, and users while also keeping things manageable.

Apple is notoriously bad at the things it doesn’t excel at. Take cloud services. The company has struggled with them for nearly fifteen years 
between iTools, .Mac, MobileMe, and iCloud.

But people are willing to put up with problems with online services. We may squawk, but we’re not that perturbed by servers going down, 
spotty connections, and other things that go bump in the net. When Facebook founder Mark Zuckerberg declared, “Move fast and break 
things,” he encapsulated the cloud development philosophy perfectly.

With Apple Pay, though, Apple is offering a financial product, which is different from anything the company has created so far. I know, I used 
to work in finance, where the philosophy is: “move slow and don’t touch anything!” The world of finance is tightly regulated. One mistake could 
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cost Apple a lot of money, or even worse, land someone in jail. And while users might forgive and forget that email outage, they’ll break out the 
tar and feathers if Apple Pay loses track of their money.

Apple Pay has to scale up slowly, but there’s no such thing as a “beta” financial product. No one would use it. So what does Apple do instead? 
Make Apple Pay sort of difficult to figure out. That won’t slow down the small pool of early adopters who will breathe life into the system while 
Apple works out the kinks. But it will keep the masses in the dark.

Those early adopters will explain Apple Pay to their friends and family, and if Apple is lucky, Apple Pay will trickle down through the technical 
literacy ranks at a pace Apple can keep up with while learning the financial industry ropes.

In a year or two, once Apple has figured out the Apple Pay business, and how to scale it properly, then the company can unleash a wave of 
marketing and education to corner the market. With enough customers demanding Apple Pay, even the most stubborn retailers will have a hard 
time balking.

If Apple Pay works, it couldn’t be a better side business. Apple reportedly gets a 15-cent cut out of every $100 it processes. That doesn’t seem 
like much, but scaled up, it means a nice chunk of mostly passive income. Apple doesn’t have to design anything, build high-tech factories, buy 
raw materials, or do anything but track the virtual money we send through its servers.

Whether Apple Pay survives in the long run or fades into history, it’s still a neat system with a lot of promise, and is one of Apple’s coolest new 
initiatives in years. Here’s hoping it insinuates itself into our lives more than, say, iBeacon.

The Real Reason Some Merchants Are Blocking Apple Pay… for Now
by Rich Mogull

Over the past few days, news emerged that some retailers, most notably Rite Aid, CVS, and Best Buy, started actively blocking Apple Pay at 
their cash registers, even though the hardware and software actually supported it. This didn’t just block Apple Pay, but also all other near-field 
communication (NFC) payments systems, such as Google Wallet. The point-of-sale (POS) terminals — that’s the technical name for credit 
card–capable cash registers — fully support all NFC payment options that meet industry standards, so to block Apple Pay the retailers had to 
completely disable NFC, in either hardware or software.

It rapidly emerged that these retailers are all members of the Merchant Customer Exchange (MCX), which backs a competing mobile 
payments system known as CurrentC, which doesn’t use NFC. CurrentC isn’t available yet, and it won’t be released until next year.

As someone who has followed the payments industry and its tension with merchants for years, I’m not surprised. It’s a fight the retailers will 
lose in the long run, and their short-term goals have nearly nothing to do with Apple, and everything to do with years of mistreatment (real or 
perceived) by the credit card brands.

Customers are merely an afterthought in this battle, as they are being pushed toward using a system that is less convenient than either cash or 
credit card, never mind Apple Pay or Google Wallet. Worse, the companies doing the pushing are the same ones who have suffered massive 
security failures over the past few years. And now they want direct access to our bank accounts.

A Dish Best Served Cold -- Credit cards may be a convenience for consumers (though arguably one that keeps us spending beyond our 
means in a state of perpetual debt), but they are often a bane for retailers. Card-issuing banks and the card brands themselves charge a percentage 
on every transaction, which can sometimes exceed 5 percent. Even with more standard costs closer to 2–3 percent, keep in mind that retail 
margins are extremely low, so accepting credit card payments makes earning a profit all the more difficult for retailers. This interchange fee has 
never declined, and has even sparked lawsuits. The fee covers transaction and risk costs, but some of it also goes to fund reward programs.

Aside from the interchange fee, the card brands also enforce a set of security requirements known as the Payment Card Industry (PCI) Data 
Security Standard. PCI pushes liability back onto retailers and processors, who can be fined for not meeting the security requirements or for 
suffering a breach.

That level of accountability might be viewed as beneficial, except that when a company is breached, even if it has previously passed its PCI 
assessments, it is always found retroactively non-compliant. The council that manages the PCI program has said, on the record, that no PCI-
compliant organization has ever been breached. Yet nearly every breach you read about these days was of an organization that passed its PCI 
assessment.

It’s a bit of a racket, and one that’s well known in the security industry. Plus, when there is credit card fraud, those costs are often pushed back 
to the merchants, depending on the origin.

As a result, you can see how the retailers would be unhappy. They feel that they’re paying excessive fees without seeing significant benefits, they 
were required to increase their security spending dramatically in recent years, and they’re hung out to dry if (or when) something goes wrong.

Not that retailers are completely innocent. Credit cards outside of the United States generally use secure payment systems, which are just 
beginning to roll out here. One major reason for the delay, according to my industry sources, is direct pushback from retailers unwilling to pay 
for the hardware upgrades.

And despite the high-profile security breaches that seem to happen every few weeks, many merchants continue to turn a blind eye to security 
risks (based on my direct experience). While I empathize with the difficulties of protecting a weak transaction system in the first place, quite a few 
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executives willfully ignore security and fail to support even basic precautions that will still be required by more modern systems.
It’s no exaggeration to say that most merchants hate the credit card brands and the banks that support them, but consumer demand forces them to 

accept credit cards anyway. Retailers have been looking for a way out for decades.
Rock, Meet Hard Place -- One problem merchants have is that they lack good alternatives to credit cards. They can’t get a foothold on 

mobile devices since they don’t have relationships with manufacturers, and the wireless carriers would likely block them to support their own 
mobile payment systems (as many did with Google Wallet).

Merchants do issue their own credit cards, but that isn’t a cross-merchant solution and most customers will have only so many cards at one 
time.

They can accept debit cards, but that system is full of risks to consumers since accounts don’t have the same protection, and despite years of 
support, adoption is still low.

Really, the only option available to retailers, as they see it, is to build their own app and payments system, which is precisely what they’re doing.
Enter CurrentC -- When you get down to it, CurrentC is a bit of a hack. Here’s how it works. You as a shopper download the app, sign up 

for the service, and connect the service directly to your bank account. When you want to make a payment at a participating retailer, the POS 
terminal displays a QR code that you scan with your phone. That act generates the tokens and payment transaction details (see my Macworld 
article on Apple Pay to understand the role of payment tokens). The cloud service then reconciles the transaction and transfers the funds from 
your account.

CurrentC provides two advantages to the merchants. They completely avoid the credit card system, and they’re able to track transactions and 
tie them directly to loyalty programs or marketing initiatives. But it faces three huge hurdles: security, usability, and consumer risk.

I don’t have enough details to evaluate the CurrentC system fully from a security perspective, but it could be relatively secure at the technical 
level. I do worry about CurrentC on Android phones, which have proven susceptible to malware.

In general, NFC can be more secure that CurrentC’s app-based approach since there are ways to design the hardware that largely circumvent 
the operating system when making transactions. Without hardware security support, I don’t see any way CurrentC can be as secure as Apple Pay 
or some other NFC systems. And some of the retailers behind CurrentC don’t have the best security reputations.

Worse, usability of CurrentC is a mess, thanks to the need to pull out your phone, open an app, and scan a QR code. It takes more effort than 
using cash or a credit card. The primary reason I predict Apply Pay will succeed is because it’s easier to use than nearly any alternate payment 
option.

The final elephant in the room is consumer risk. In the United States, we have zero liability when using credit cards. Fraud is covered by the 
banks and merchants. In contrast, CurrentC requires direct access to your bank account, which doesn’t have anything close to the fraud 
protections offered by credit cards. That’s why I never use my PIN-based ATM card for debit transactions, even when it’s supported. If 
something bad happens, I am far more likely to be on the hook for fraud if someone steals my card number and PIN.

MCX will have to cover this risk if CurrentC is to have any chance of success. Without such guarantees against fraudulent usage, you would 
be foolish to use the system.

Wrong Motivations -- By refusing to use Apple Pay and focusing on CurrentC, merchants are acting more out of a sense of revenge, with a 
nod toward profits, than in the interests of their customers. (Were CurrentC to be wildly successful and kill off credit cards entirely, I’d be 
shocked to see merchants pass the savings on to customers by lowering all prices by 2–3 percent.)

CurrentC may be more secure than current magnetic-swipe credit cards, but it’s less usable and less secure than Apple Pay. There really aren’t 
many benefits to customers, unless merchants force everyone to use CurrentC instead of existing loyalty cards.

It’s also hard to build consumer trust when we see near-weekly reports of massive merchant credit card breaches in the headlines. Unfair or not, 
these losses make us much less trusting of a merchant system with direct access to our bank accounts.

The merchants aren’t primarily dismissing Apple, they’re taking on the entire credit card system. Their main chance of success would be to 
partner with Apple and Google directly, but it’s hard to see that happening any time soon — Apple isn’t about to hamstring its new product by 
angering its partners. Consumers like credit cards, for better or worse. CurrentC isn’t even close to what would be necessary to take down such an 
entrenched system.

Merchants aren’t blocking Apple Pay to collect data on us. They aren’t doing it to spite Apple, or to pressure Apple into giving them a split of 
the profits. While those might be factors, the real reason is a deep-seated, and possibly well-deserved, hatred of credit cards.

Unfortunately, none of this has anything to do with improving the customer experience. That’s why it’s hard to see these retailers sticking to 
their guns in the long run, and I anticipate that I’ll eventually be able to use Apple Pay in their stores.

Reuse governed by Creative Commons license. TidBITS has offered years of thoughtful commentary on Apple and Internet 
topics. For free email subscriptions and access to the entire TidBITS archive, visit www.tidbits.com.
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Computer Security
How Spotlight Suggestions Handles Privacy 

by  Rich Mogull
Back in 2005, Apple added Spotlight to Mac OS X 10.4 for finding files. Rather than merely searching through filenames, Spotlight could 

also find files based on metadata, and it could even look inside common file types, like PDF. Although often a source of frustration (thanks to 
spotty results and performance-eating indexing), Spotlight has improved with every version of OS X to provide better results with fewer 
performance hits. iOS even gained a simplified version of Spotlight, capable of finding apps, contacts, events, and email messages.

New in iOS 8 and OS X 10.10 Yosemite is Spotlight Suggestions, a new feature that extends Spotlight to the Internet, enabling it to search 
common information sources like Wikipedia and even the Web at large, via Microsoft’s Bing search engine. Welcome as this is for providing a 
single search interface for finding whatever you need, it’s not new — independent search applications have offered similar features for years.

However, building such a feature into iOS and OS X opens it up to added scrutiny, and on 20 October 2014, the Washington Post reported 
that Spotlight Suggestions was a major privacy concern, leaking your information to Apple and potentially other sources. Unfortunately, the 
article contained multiple factual errors, many of which could have been avoided had the authors read Apple’s iOS 8 security documentation 
and Apple’s privacy page, which includes a section on Spotlight Suggestions.

Semi-Anonymous Search -- To save you the time of reading those documents, and to add some details provided by other Apple sources, 
here’s how Spotlight Suggestions works, and how it manages your privacy.

The primary concern most people likely have is the possibility of a local file search revealing private information to Apple, but various privacy 
mechanisms prevent that.

When you open Spotlight and start typing a search string, Spotlight uses predictive search to start generating results. This is the same technique 
used by nearly every modern Web browser and search engine. Spotlight simultaneously searches its index of your local files while checking with 
multiple Internet sources via a connection to Apple’s own servers. The requests go to Apple first, not directly to Internet sources like Wikipedia.

To manage your session, Apple uses a one-time session ID that lasts for 15 minutes. Neither the session ID nor the search query contain your IP 
address or any other device identifier. Session IDs also aren’t coordinated or correlated, so there is no way for Apple to track historical usage by 
chaining session IDs together. In short, your query exists within a 15-minute bubble that isn’t tied to you directly. This is different from Siri, 
which uses a more persistent device identifier since it requires more context over time (due in large part to the overhead of voice recognition).

Queries do include location information, but Apple added a “fuzzing” feature to mask your exact location. The degree of fuzzing varies based 
on the density of the area you are in. In a city, it will likely be relatively precise, down to the block, in order to direct you to the closest coffee shop 
(really, what else matters?). In a suburban or rural area, it might be no more specific than the town. Fuzzing happens on your device, not Apple’s 
servers, so they never see your exact location.

You can disable Spotlight Suggestions location tracking on your Mac in System Preferences > Security & Privacy > Location Services > System 
Services. Click the Details button, then deselect Spotlight Suggestions. Even if you do this, your IP address will still be used for higher-level 
location tracking, since Apple needs to know at least what country you are in. In iOS 8 the setting is under Settings > Privacy > Location Services 
> System Services (scroll all the way to the bottom to find it).

It’s important to remember that Spotlight Suggestions and Siri use different search mechanisms, with different privacy settings.
To provide Bing search engine results in the Spotlight window, Apple keeps track of “common queries.” Apple does not pass every search query 

to Bing, merely those identified as common. For example, I search for “US Airways” a lot due to constant work travel. That query pops up the 
airline’s Web site (and Wikipedia entry) since it’s relatively common. But when I search for the title of a Keynote presentation that I need to edit 
on my upcoming flight, I don’t get any Web results, even though I would if I searched for it directly in Bing (since I’ve used that presentation at 
conferences and in blog posts).

When these queries are sent to Bing, they come from Apple’s servers, not your computer, so Bing can’t track them. If location is sent (e.g. you 
are performing a search for local movies) it is provided to Bing only at the level of the city you are in, not even the fuzzed location Apple uses. 
Lastly, Apple’s contract with Microsoft prevents Microsoft from retaining queries and results.

Keeping It Local -- Apple doesn’t view or share your local device index, but the queries themselves will always hit their servers. Apple does track 
what you select in Spotlight search results. If it’s a local file, Apple tracks only the file type, not the filename or other specifics (the company may 
track a little more; we don’t have an exact list, but names, contents, and other personalized metadata are explicitly excluded). This is still tracked 
only to the session ID level.

If you don’t like any of this, you can disable Spotlight Suggestions completely via System Preferences > Spotlight in Yosemite, or Settings > 
Spotlight Search in iOS 8. Spotlight searches will then be limited to the contents of your local device’s index.

http://www.washingtonpost.com/blogs/the-switch/wp/2014/10/20/apples-mac-computers-can-automatically-collect-your-location-information/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/10/20/apples-mac-computers-can-automatically-collect-your-location-information/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/10/20/apples-mac-computers-can-automatically-collect-your-location-information/
http://www.washingtonpost.com/blogs/the-switch/wp/2014/10/20/apples-mac-computers-can-automatically-collect-your-location-information/
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
https://www.apple.com/privacy/docs/iOS_Security_Guide_Oct_2014.pdf
http://www.apple.com/privacy/privacy-built-in/
http://www.apple.com/privacy/privacy-built-in/
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Apple doesn’t always get security and privacy right as it continues to tighten the links between Apple devices, software, and services, as I recently 
highlighted in “You Are Apple’s Greatest Security Challenge” (14 October 2014). But aside from Tim Cook’s privacy message, it’s clear that 
Apple not only sees privacy as a competitive advantage, but is doubling down on the engineering to support it.

As a security analyst, I worry constantly about becoming biased, especially with a company like Apple whose products are so deep a part of my 
life. To avoid this, I spend a tremendous amount of time researching and validating my findings before publishing them. While this may be pie-
in-the-sky thinking, I believe journalists and publications should make similar efforts to avoid bias, and tamp down the desire for explosive 
headlines that leads to inaccurate reporting, particularly when such articles increase paranoia unnecessarily.

While Apple has made, and continues to make, security and privacy mistakes worthy of criticism, the original Washington Post story in this 
particular case was not only factually wrong, but incorrect in ways even basic research would have revealed. On the upside, we all now have a 
better understanding of how Spotlight Suggestions works, and it’s certainly important to continually evaluate how — and if! — Apple is keeping 
its privacy promises.

What You Need to Know about Activation Lock
by Josh Centers

With new iPhones on the market, it’s prime shopping season for used iPhones as upgraders look to sell their older models. But as much as 
used iPhones can be a good deal (an iPhone 5 is still magic!), buying used can be stressful, due to working with a stranger, dealing with payment 
logistics, and worrying if the iPhone has any unseen problems. However, thanks to a new tool from Apple, you can at least make sure the iPhone 
isn’t stolen.

Back in iOS 7, Apple introduced Activation Lock, which is enabled when you turn on Find My iPhone in Settings > iCloud. (It works 
similarly on the iPad and iPod touch, but I’ll focus on the iPhone here.) When Activation Lock is enabled, it prevents:

Disabling Find My iPhone
Erasing the iPhone
Activating the iPhone on a cellular network
The point of these features is to discourage theft, since once Activation Lock has been enabled, a stolen iPhone is worthless to a thief. Or at 

least it is as long as potential buyers know to check if Activation Lock has been turned on.
There are two ways to disable Activation Lock, which you would need to do before sending it in for service or selling it to someone who will 

need to reactivate it on another account. You can turn off Find My iPhone in Settings > iCloud, or you can erase the device entirely with Settings 
> General > Reset > Erase All Content and Settings. In either case, you will be prompted to enter your iCloud password first — that’s the key fact 
that a thief is unlikely to know.

Of course, if you know your iPhone was stolen, you can use Find My iPhone to put it into Lost Mode or even wipe it remotely to ensure that 
your data stays private. Activation Lock remains in place on a wiped iPhone to ensure that it can’t be reactivated by the thief — it’s just an 
attractive paperweight at that point. (Should a stolen iPhone be returned, you can restore it from backup, entering your iCloud password when 
prompted to get past Activation Lock.)

So, where does all this leave you, the prospective used iPhone buyer? As I mentioned above, Apple has introduced a Check Activation Lock 
Status tool (note that it doesn’t work on mobile browsers). To use it, you need the IMEI or serial number from the device, which can be found 
in Settings > General > About. The IMEI or serial number can also be found on the rear panel 
of the device, if you have really good eyes or a magnifying glass.

To check the status of Activation Lock on a device, enter the IMEI or serial number, then 
enter the CAPTCHA. I had problems trying to 
read the CAPTCHA, so it might take a few tries. 
Alternatively, click Vision Impaired to hear an audio 
CAPTCHA.        

The Web page then informs you whether 
Activation Lock is on or off. If it’s on, Apple 
provides links to additional resources.

To make the most out of Apple’s Check 
Activation Lock Status tool, I recommend asking 
the seller to provide the serial number or IMEI 
before agreeing to the purchase. That way, you can 
make sure that you’re not wasting your time, or 
potentially getting into an undesirable situation.

http://tidbits.com/article/15101
http://tidbits.com/article/15101
http://apple.com/privacy
http://apple.com/privacy
http://www.macworld.com/article/2366921/why-apple-really-cares-about-your-privacy.html
http://www.macworld.com/article/2366921/why-apple-really-cares-about-your-privacy.html
http://support.apple.com/kb/ht5818
http://support.apple.com/kb/ht5818
http://support.apple.com/kb/HT5661
http://support.apple.com/kb/HT5661
https://www.icloud.com/activationlock/
https://www.icloud.com/activationlock/
https://www.icloud.com/activationlock/
https://www.icloud.com/activationlock/
http://support.apple.com/kb/HT4061
http://support.apple.com/kb/HT4061
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Reviews
Mudbox 2015

by L. Davenport
I love art programs, whether it is a 2D or 3D program. I like to see what each one is capable of. So I jumped at an opportunity to review 

Mudbox 2015, which is a 3D program. For those unenlightened out there, a 3D program lets you create an object, person, monster, etc. out of 
digital clay. As you are creating it, you can spin and rotate it so you can see/work on all of its sides. A nice thing about a 3D object versus a 2d 
object, is that you can resize it or (if it has a bone structure) re-pose it.

I believe that manuals are great, but there’s nothing like watching someone else as they create an object, person, etc. So the first thing I did was 
locate Digital-Tutor’s 16 part beginner’s tutorial on YouTube. I followed it step-by-step in texturing and coloring Mudbox’s default T-Rex. It was 
a great way to learn Mudbox. So a lot of this review will be based on what I learned from this tutorial (BTW: After going through the tutorial, I 
discovered there is another Digital-Tutors 17 part tutorial for a newer version of Mudbox).

Mudbox interface
When you first open Mudbox, the “Welcome Window” opens. Along the left side of this window is the “Learn Mudbox” column that has six 

1-minute tutorials that give you a quick overview of Mudbox. Down the Center of the window is the “Start a new sculpture” column that has a 
variety of “Starting point” models that you can choose from, e.g. a Plane, Sphere, Cube, Reptile, T-Rex, Car, Tree stump, etc.  BTW: Unless you 
are using one of these pre-made models as a starting off point, you will need to create your model in another 3D modeling application and then 
import it into Mudbox. But don’t worry if you don’t have another 3D application - there are a lot of models that you can download from the 
“Mudbox Community” (more about that later). Besides, it is amazing what you can do with the few provided models. I watched a YouTube 
speed sculpt where someone started with the default man’s face and quickly changed it to a Bulldog’s face. If you put your mind to it, think how 
you can change the default bull or pig into an alien or prehistoric beast. Or how you can change the default male body into an alien or 

This is Mudbox’s main window showing the 3D view plus the sculpting tools and a few of the available Stamps.

http://www.youtube.com/watch?v=ziWLs9-clis&list=PL0D8FF503C7612B3A
http://www.youtube.com/watch?v=ziWLs9-clis&list=PL0D8FF503C7612B3A
http://www.youtube.com/watch?v=arQyKu2RmVw&list=PL789B16906AEC72A3
http://www.youtube.com/watch?v=arQyKu2RmVw&list=PL789B16906AEC72A3
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neanderthal. I even watched a video 
where someone changed the default 
man into a woman. So all you are 
limited by is your imagination. 
  Along the right side of the window is 
the “Open a file” column that has an 
Open button plus a place that will list 
your recently opened projects. Once 
you choose the model that you want 
to work on, Mudbox’s main window 
opens. There are tabs that line the top 
of the window for: 
•3D view: The 3D view is where you 
do most of your painting and 
sculpting. Since this is a 3D object, 
you need to be able to view and work 
on all sides. So Mudbox gives you two 
ways to rotate, track, or Dolly the 
Camera to view your model in the 3D 
View: 1. via quick key combinations 
combined with dragging the mouse or 
2. by manipulating the 
ViewCube that sits in the 
upper right corner of the 
window.
•UV View: The UV View lets you 
preview your model’s UV texture 
coordinates in 2D.
•Image Browser: This lets you quickly 
select and view 2D images located on 
your hard drives.
•Mudbox Community: The “Mudbox 
Community” (which can also be 
accessed from the web) has a wide 
variety of low-res models, textures, 
stencils, etc. that you can download 
and use as starting off points in 
Mudbox. If you can’t find what you 
want, Mudbox will open a variety of 
file formats, OBJ being one of them. 
Most 3D programs can save their 
models as OBJ files. So there is a lot of 
OBJ content that can be found and 
downloaded from the internet.

Layers
Mudbox lets you sculpt and paint on 
different layers, just like the layers in 
Photoshop. Using layers lets you 
organize your sculpting and combine 
forms and details in a non-destructive 
way - meaning your underlying model 
isn’t changed. If you delete or hide the Step 3 - Coloring: I added color to the T-Rex’s skin, eyes, teeth and claws.

Step 2 -Texturing & Lighting: Though it is hard to see in such a small picture, I added muscles, 
tendons, facial features, teeth, claws, scales, and scratches to the T-Rex. I also added three light 
sources.

Step 1 - Selecting an object to work on: So I could follow the tutorial, I selected the T-Rex which is 
one of the default untextured, low res, “starting point” objects that comes with Mudbox.

Modeling a T-Rex in Mudbox from start to finish.
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layer, you are back to your original 
model. 
  You can use layers for things like 
blending between multiple versions of 
an object or take your sculpting in one 
direction only to decide later that you 
would rather take your sculpt in 
another direction. You don’t have to 
start from scratch - just hide or delete 
the layer and start over with a new 
layer, all without effecting the 
underlying model. It’s amazing to see 
big bulges etc. disappear when you 
hide or delete a sculpt layer.

Another “Neat” way to use layers is for posing your model. But more about that later.

Tools
  All of Mudbox’s tools line the bottom of the main window and are divided into “job-specific” tabs (trays).
  The first tab contains the Sculpt tools. With these tools you can add or delete bulk or detail from/to your 

model; “Smooth” out a bump; “Grab” a portion of your model so you can move it (I used this to grab the area 
over my T-Rex’s eyes and move it down to make the T-Rex look more menacing/angry); “Pinch” vertices in 
towards the center to make a more 
sharply defined crease; if you are 
sculpting on different layers, you 
can use the “Erase” tool to remove 
sculpting from these layers; the 
“Freeze” tool locks a selected area so 
that it can’t be accidentally 
modified when you continue with 
your sculpting.

  The Second Tab contains the 
Paint tools. This includes the Paint 
brush, Air Brush, Pencil, Paint 
Eraser, Clone, Dry brush, Dodge, 
Burn, Hue, Invert, etc. tools.

Step 4 - Posing: Using the Posing tools, all of the arms, fingers, legs, tail, body and head have been 
repositioned to make it look like the T-Rex is running. BTW: The green part can be resized, 
moved, or rotated.

Final image - Compare these images with Step 3’s image and you will see all of the changes in the T-Rex’s posture.

Mudbox has a: “Non-photorealistic” filter that changes the look of your model from 3D to a 2D 
Non-photorealistic image. Thus giving your scene a hand-drawn, sketch-like appearance. 
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As a side note, you can paint directly on your 3D model or you can flatten the UV’s (which is like removing the skin and laying it flat on a 
surface) and then paint on it (refer to the first image at the top of the this page). If nothing else, this is a quick way to lay down your base-coat 
colors.

If you are more comfortable with painting in Photoshop, Mudbox has a couple of menu items that will send your model to Photoshop:
• The “Export Screen Image to PSD” option will send a 2D representation of (one side of) your model to Photoshop - it will even open 
Photoshop, add the image to Photoshop’s canvas, and add five different layers in the Photoshop’s Layers tab. The layers are: Original Texture 
(do not modify), Shading, Texture (Paint here), Geometry, and Background. But only the Painting layer is unlocked and available to be 
modified. After you add your paint details/modifications, save the Photoshop document, and then return to Mudbox, a window pops up 
saying that “...you have made changes since the export...do you want to Re-import it?” If you reimport, the modifications made in Photoshop 
are instantly applied to your Mudbox version.
• The Export Channel menu option will send a flattened version of the model’s whole skin (just like flattening UV’s in Mudbox) to 
Photoshop. You can paint on it and then return it to Mudbox. Mudbox will notice if you have 
made any changes and once again, ask if you want to re-import it. Instantly your Photoshop 
modifications will appear on your model.
 In addition to being able to send Mudbox files directly to Photoshop, you can also send 

Mudbox’s 3D model along with its texturing and coloring directly to Maya. Once you have 
finished your modifications, Maya has a menu option to send the model back to Mudbox with 
the options: “Send as New Scene”, “Update the Current Scene” or “Add to Current Scene”. BTW: I was even able to send the same file from 
Maya to ZBrush using the GoZ link. FYI: ZBrush will import the OBJ file created by Mudbox if you don’t have Maya.

The third tab contains the Curve Tool (that lets you draw a 3D curve on your model or a 2D curve on a plane). The available tools are; Create 
Curve, Grab Curve, Smooth Curve, Erase Curve, Curve Loop, and Border Curve. 

  The fourth tab contains the Pose Tools. Unlike other programs that make you create 
a bone structure to pose your model, Mudbox works off of “Joints”. The “Create Joint” 
tool changes your cursor to a dot. You simply place the dot at a joint on your model and 
drag in the direction of the area that you want to move. Instantly the foot, arm, head 
turns green. Afterward you simply click on the “Pose” tool, grab the green area, and then 
move or rotate it to its new position. The “Weights” tool lets you add or delete the green 
“Weights” from you model (the more solid the green the more that area is effected when 
the area is moved). BTW: I didn’t like how the back leg of my T-Rex was bending when 
I was repositioning it. So I used the Weight tool to make more of the upper thigh green 
so it would move along with the rest of the leg; but I reduced the green from the back of 
the thigh so it would barely move - I was satisfied with the outcome. These tools are easy 
to use. I had a lot of fun curling the fingers and repositioning the body, head, and legs of 
my T-Rex.

I really like using Posing Layers. For example, I want to be able to keep my standing T-
Rex as-is so that in the future I can re-pose him however I want. So I created a pose layer 
for every part of the T-Rex, e.g. one for each hand, arm, leg, and foot and additional ones 

Mudbox lets you: (left) Flatten the UVs so you can paint on a flat surface; (Middle) See the UV grid; (Right) create a Displacement map.

The Caliper tool lets you measure the 
distance between two points.

The “Mudbox Community” (which is accessed 
either from within Mudbox or from the web) has a 

wide variety of objects, textures, stencils, etc. that 
you can download and use in Mudbox.
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for the head, body and tail. So now my base model never changes even if I 
have him bent over in a running stance or reaching to bite something up high 
(to illustrate - if I hid all of the pose layers in my final T-Rex image, the T-Rex 
would like like the image in Step 3). Now I don’t have to recreate the base 
model or repose a previously posed model, every time I want to change his 
stance! I REALLY LIKE THIS!!!!

If you want, you can also save a library of  “Pose Presets” for your model so 
you can quickly cycle through the different poses.

In addition to Mudbox’s “joint posing tools” you can also import and pose 
models that have skeletons rigged in other applications (such as from Maya, 
3ds Max and Softimage) using the FBX file format.

The fifth tab contains the Select & Move tools. These let you Select: 
Individual or grouped polygon Faces, Objects, Borders, and UV Shells. The 
Move tools are: Translate, Rotate, Scale, and Caliper (this lets you measure the 
distance between two points on your model or curve).

The Sixth tab contains the Stamps that you can use with your sculpting 
and painting tools. Stamps let you add interesting detail that is repeated along 
your stroke. There are preferences that let you specify the frequency and 
randomness of the stamps.

• If you are using the Sculpt tools, the Stamps will add 3D texture to your model. They are handy 
for sculpting repeated features to your model such as adding scales to your snake or dragon or adding 
shoe laces, stitching, or other random texture effects. It is a great time-saver. 
• If you are using your Paint tools, the Stamps will add 2D paint to your model in the shape of the 
stamp.
The seventh tab is for Mudbox’s Stencils. As with the Stamps, these can be used with Mudbox’s 

Sculpt and Paint tools. They differ from stamps in that the (resizable) Stencil is placed over your model. 
As you swipe your Sculpt or Paint tools over it, sculpting elevation and painting colors are added to your 
model in the shape of the stencil. FYI: The black values in the stencil image act as opaque 
regions that fully protect the model while white values allow the tool to pass through and 
affect the model.

Both the Stamps and Stencil’s texturing and coloring can be added to separate layers so you can add, 
delete, or modify them without changing your underlying model.

The eighth tab contains the Falloff preferences. These control the profile of your sculpt and paint 
tools. The falloff curve determines how the tool strength diminishes from 
the center towards its outer edge.

The ninth tab contains the Material Presets. These presets let you 
select and apply pre-made materials to your model. FYI: A material is a 
collection of properties that control how your model’s surfaces 
react to light and appear in the 3D View. These presets also 
make your model appear in different colors, plus add matte, 
reflective, glossiness, and transparency characteristics.
The tenth tab contains the Lighting Presets. These give you a 

fast way to “Create the mood” for your scene. The available 
presets include: Morning, Afternoon, Late afternoon, Evening, 
Chapel, Overcast, Soft White, and Thriller.

BTW: In addition to these lighting presets, you can also 
create: Point, Directional, and Image Based lights. With a quick 
key-combination, you can click-and-drag the lights to point in 
the direction that best suits the scene.

If you turn it on, the Directional lighting will cast shadows on 
your model to give it a realistic appearance.

The final tab contains the Camera Bookmarks (custom camera 

Mudbox has a menu item that lets you quickly export your 
paint layer to Photoshop for additional coloring. When 

finished, you can import the layer back into Mudbox. 

Subdividing your model: The 
smaller the polygon, the more detail 

you can apply to the model. The 
sphere on the left is showing the 

default: Level 0 polygons. The 
sphere on the right has been sub-

divided once. Notice that each of the 
polygons (squares) on the right 

sphere are much smaller. 

Mudbox has another menu item that lets you quickly export your 
whole object (along with all of its texturing and coloring ) to Maya 
for further manipulation. Plus Maya has a quick way to return the 

object to Mudbox. 
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views) that you may have created. This way you can re-use these camera views.

Subdividing Polygons
 All of the models that you work on in Mudbox are made up of thousands or millions of polygon faces (think of a wire mesh surrounding your 

model). The smaller the polygons, the more detail you can apply. 
  The typical method of modeling is to rough-in your major features at a low polygon count and then increase (subdivide) the polygon count 

when you want to add the fine details. Mudbox makes switching back and forth between subdivision levels very quick and easy.

Texture maps
In the previous heading we covered how you can increase the polygon count so you can sculpt fine details. But the problem with millions 

upon millions of polygons is that the more polygons you have, the larger your file size will be. Also, if the intended purpose of your model is to be 
exported for use in another 3D application or game, these applications may not be able to efficiently handle models that contain tens of millions 
of polygons. In these instances, it is recommended to extract a normal or displacement map that represents the high resolution surface(s) and then 
export these texture maps so they can be applied to a low resolution version of your model in another 3D application. This way, the high 
resolution detail is maintained on a simpler version (smaller file size) of your model.

There are various types of maps that you can extract. Which you choose depends on what your intended purpose is for the map. Here is a list 
of the extraction types (I won’t go into detail on what each is for - if you are a 3D artist, you will know): You can transfer multiple Paint Layers; 
extract an Ambient Occlusion map; a Displacement Map; a Normal Map; and a Vector Displacement Map.

Visual Effects
You can apply visual effects to enhance your model and to aid in recreating an environment that is similar to how it will be rendered in another 

application. The following effects are available: Tonemapper, Depth of Field, Cavity Ambient Occlusion, Screen Distance, Normal Map, and 
Non-photorealistic (this displays objects in the scene with a hand-drawn, sketch-like appearance).

Wacom Tablet
Though you can get by with only using a mouse, if you are a serious artist, you must get a tablet and a pressure sensitive stylus. It makes a 

whole lot of difference in ease-of-use. There were times when I didn’t want to lug out my large Wacom tablet, so I tried making a few changes 
using the mouse - ugh! I couldn’t stand it. So I went ahead got my Wacom table out and start using it. As I said, you can get by with a mouse. But 
as soon as you have more than a few coins in your pocket - you should get a tablet.

Mudbox Training
As I said earlier - there’s nothing like watching someone else use a program that you are learning - especially an art program. Fortunately, the 

Mudbox Community has a variety of video tutorials. If you need more, just type in “Mudbox tutorial” in YouTube and you’ll be amazed at the 
amount of tutorials out there. I would suggest you start off with the Digital-Tutors tutorials (mentioned at the beginning of this review). They 
give you a well rounded understanding of Mudbox’s features.

The Skinny
Evaluation: Though Mudbox has a lot of features, they are easily learned by following the available video tutorials. I like that Mudbox is 
compatible with my Wacom tablet and that it recognizes the amount of pressure applied by my stylus. It made it a lot easier to apply the amount 
of texture or color that I wanted. I like that the painting process is a lot easier in Mudbox versus the 3D program that I usually use. I did have a 
couple of glitches when using Mudbox. But tech support was very helpful in finding ways around them. I figure these glitches weren’t bad 
enough to cause me to downgrade my opinion of Mudbox. So I give Mudbox: two thumbs up!!!

Requires: OS X 10.8.5 and 10.9.x operating system, 64-bit Intel multi-core processor, 4 GB of RAM (8GB recommended), 
1GB of free disk space for install, Three-button mouse.

Company: Autodesk

Price: $495 or a $10 monthly subscription

Available Trial Version

http://www.autodesk.com/products/mudbox/overview
http://www.autodesk.com/products/mudbox/overview
http://www.autodesk.com/products/mudbox/free-trial
http://www.autodesk.com/products/mudbox/free-trial


29! ! ! ! ! ! ! ! !                           Silicon Summit

HOW TO FIND US
General meeting:
SMMUG General Meetings are held on the FIRST Tuesday of 
each month at Penrose Library’s Carnegie Reading Room - located  
at 20 N. Cascade Ave. (It is by the RED BALLOON on the map). 
The  Penrose Library has two parking lots - one to the south of the 
building and another to the west of the building (there is an elevator 
that will take you to and from the west lot). 

Directions:
From the front door (on Cascade) - walk all the way to the 
back aisle, turn right, turn left at the stairs then left into the 
Carnegie Reading Room.

Sig meeting:
The SIG Meetings are held on the SECOND Saturday of each month at Fire Station #18’s meeting room - located at: 6830 Hadler View 
[the fire station is behind Walgreens]. 

Directions:
#1) Take I-25 to Garden of the Gods Rd (head west), turn right on Centennial, left on Flying W Ranch Rd., right on Hadler View.
#2) (This route is bumpier and probably not the best for winter travel) Take I-25 to E. Woodman/W. Rockrimmon Blvd., turn right on 
Vindicator (at the Safeway intersection), and then right on Hadler View.



30! ! ! ! ! ! ! ! !                           Silicon Summit

Membership Application Form
Membership entitles you to access to our online forums, participation in prize drawings, and access to the 
bargains in the members area of the SMMUG website at www. smmug.org. SMMUG renewal membership 
dues ($25) apply to the calendar year and are paid each December for the following year. Use the following 
table for NEW MEMBERSHIP ONLY:

 JAN 1 to MAR 31 - $25.00  APR 1 to JUN 30 - $21.00
 JUL 1 to SEPT 30 - $14.00  OCT 1 to DEC 31 - $7.00

Please Print Clearly!     Today’s Date: 

Name
 Street Address

 City/State/ZIP
 Home Telephone

 E-mail Address:
Have you previously been a member of SMMUG?
How did you learn about SMMUG?

Make your check payable to:  SMMUG.  
Then mail or give this form and your check to:

SMMUG, Inc. 
Skip Mundy, 
Treasurer                 
PO Box 62741 
Colorado Springs, CO   80962 

Please make an online account for me.
User Name _______________

Don’t make an online account for me. I 
do not want one or I already have one.

Business Telephone 

About Us

The Silicon Mountain Macintosh User Group, Inc. (a nonprofit educational corporation) was formed in Colorado Springs, 
Colorado in 1985, and is one of the oldest Macintosh User Groups in the United States. SMMUG, Inc. is dedicated to helping 
members enjoy and learn about their Macintosh computer, iPhone and iPad devices.

Club membership is open to everyone and you are cordially invited to visit our free monthly General Meeting on the First 
Tuesday of each month, at 7:00 PM. For those new to the Macintosh, we have a Question & Answer session at 6:00 PM, 
where our collective expertise can help answer your questions. 

All members receive a monthly newsletter, published on our web site, see great reviews of software and hardware, or can 
participate in the monthly door prize drawing. Each member gets one vote during annual Officer Elections. No corporate 
memberships are granted.

Our officers are volunteers and receive no pay. All funds raised are used for the cost of operations of the club and its meetings.

http://www.smmug.org
http://www.smmug.org

